SA WG2 Temporary Document

Page 3

SA WG2 Meeting #140e
S2-2005811
Aug 19 – Sep 1, 2020 Elbonia
(revision of S2-200xxxx)
Source:
Interdigital
Title:
KI #3, Sol #7: Update to clarify Congestion Control
Document for:
Approval

Agenda Item:
8.8
Work Item / Release:
FS_5G_ProSe / Rel-17
Abstract of the contribution: This contribution proposes text to describe the remote UE and relay UE behaviour when relay UE is experiencing NAS level congestion.
1 Introduction

NAS level congestion control procedures as described in TS23.501 subclause 5.19.7.2 may be applicable to the UE-to-Network Relay UE. It may be possible that relay UE’s AMF is congested causing the AMF to send NAS back off timer (e.g. mobility management) to UE-to-Network Relay.  Upon receiving the back off timer, the UE-to-Network Relay would not be able to initiate mobility management signalling (e.g. Service Request or UL NAS transport) until the expiry of the timer. Thus, the UE-to-Network Relay UE will not be able send Remote UE’s signalling/data to the network. 
The Remote UE therefore needs to be informed about the NAS level congestion at the UE-to-Network Relay UE. It is hence proposed that the UE-to-Network Relay UE sends an indication and mobility management back off timer to the Remote UE via PC5 signalling.  

2
Proposal

* * * * First Change * * * * 
6.7
Solution #7: Indirect Communication via Layer 2 UE-to-Network Relay UE
6.7.1
Introduction
The solution addresses the following aspect highlighted in key issue #3 (Support UE-to-Network Relay UE):

-
How to transfer data between the Remote UE and the network over the UE-to-Network Relay UE.

The solution proposes a protocol architecture to support a Layer 2 UE-to-Network Relay UE (see Annex A).

This solution works only for NR/5GC network relays. It does not apply when the UE-to-Network Relay UE is out of coverage of NR/5GC.

6.7.2
Functional Description

6.7.2.1
General

In this clause, the protocol architecture supporting a L2 UE-to-Network Relay UE is provided.

The L2 UE-to-Network Relay UE provides forwarding functionality that can relay any type of traffic over the PC5 link.

The L2 UE-to-Network Relay UE provides the functionality to support connectivity to the 5GS for Remote UEs. A UE is considered to be a Remote UE if it has successfully established a PC5 link to the L2 UE-to-Network Relay UE. A Remote UE can be located within NG-RAN coverage or outside of NG-RAN coverage.

6.7.2.2
Control and User Plane Protocols

The control and user plane protocols stacks are based on the architectural reference model described in Annex A.

6.7.2.3
Network Selection

Network selection comprises PLMN selection and access network selection. Access network selection for a Remote UE comprises UE-to-Network relay discovery and selection. The Remote UE performs PLMN selection in accordance with the PLMN selected by the UE-to-Network Relay.

The Remote UE and UE-to-Network Relay UE are by definition served by the same NG-RAN.

6.7.2.4
Authorization and provisioning

In order to enable a (Remote) UE out of coverage to gain connectivity to the network, it is important to allow such UE by means of (pre)configuration to discover potential UE-to-Network Relay UEs through which it could gain access to the 5GS. To do so:

Parameters for UE-to-Network Relay UE discovery and for communication over NR PC5 may be made available to the Remote UE as follows:

-
Pre-configured in the ME and/or configured in the UICC;

-
Provided or updated by the PCF to the UE in the serving PLMN.

It is also important that a UE be authorized to operate as a UE-to-Network Relay UE. A UE may only operate as a UE-to-Network Relay UE when served by the network.

Parameters for a UE to operate as a UE-to-Network Relay UE, for discovery of Remote UEs over NR PC5 and for communication over NR PC5 may be made available to the UE as follows:

-
Pre-configured in the ME and/or configured in the UICC;

-
Provided or updated by the PCF to the UE in the serving PLMN.

It should be possible for the HPLMN PCF to provide authorization for a UE to operate as a Remote UE or as a UE-to-Network Relay UE on a per PLMN basis. It should also be possible for the Serving PLMN to provide/revoke such authorization in which case it shall override any corresponding information provided by the HPLMN.

Editor's note:
Whether preconfigured credentials for ProSe discovery and for initial ProSe communication on PC5 out-of-coverage are needed is FFS.

PCF based service authorization and provisioning solution for Layer-2 UE-to-Network Relay could reuse Solution #16, with the difference that PDU session parameters used for UE-to-Network Relay discovery do not need to be provided to Remote UE and UE-to-Network Relay UE.
6.7.2.5
Registration and Connection Management

6.7.2.5.1
Registration Management

Registration Management for the UE-to-Network Relay UE follows the principles and procedures defined in TS 23.501 [6] and TS 23.502 [8]. The UE-to-Network Relay is served by a first AMF.

Registration Management for the Remote UE follows the principles and procedures defined in TS 23.501 [6] and TS 23.502 [8]. The Remote UE is served by a second AMF that may or may not be the same as the first AMF.

NOTE:
The UE is authorized to act as a UE-to-Network Relay only if the Network (including RAN/CN) does not restrict it, e.g. authorization, Unified Access Control/NAS Congestion Control, and Remote UE and UE-to-Network Relay are in the same rPLMN or ePLMN.

6.7.2.5.2
Connection Management

Connection Management for the UE-to-Network Relay UE follows at least the principles and procedures defined in TS 23.501 [6] and TS 23.502 [8].

Connection Management for the Remote UE follows the principles and procedures defined in TS 23.501 [6] and TS 23.502 [8].

The UE-to-Network Relay may only relay data/signaling for the Remote UE(s) when the UE-to-Network Relay is in CM-CONNECTED/RRC Connected states.

Table 6.7.2.5.2-1: CM State correspondence between Relay and Remote UEs

	Relay

Remote
	CM_IDLE
	CM_CONNECTED

RRC Inactive
	CM_CONNECTED
(RRC Connected)

	CM_IDLE
	N/A 
	N/A
	(

	CM_CONNECTED
	N/A
	N/A
	(


Editor's note:
Impact of the Remote UE CM states onto the UE-to-Network Relay UE CM states is FFS. E.g. the UE-to-Network Relay UE is expected to remain CM-CONNECTED when the Remote UE is CM-CONNECTED.

NOTE:
The applied state needs to be coordinated and confirmed by RAN WG2.

For paging Remote UE, the concluded solution in clause 6.6.2 of TR 23.733 [26] can be reused based on the assumption that option 2 of TR 36.746 [27] is adopted by RAN WG2.

6.7.2.5.3
NAS level Congestion Control

The UE-to-Network Relay may experience NAS level congestion control. Under general overload conditions, the AMF may reject NAS messages from the UE-to-Network Relay. When a NAS message is rejected, a Mobility Management back-off time may be sent by the AMF to the UE-to-Network Relay. While the Mobility Management back-off timer is running, the UE-to-Network Relay shall not initiate any NAS request, e.g. Service Request, to relay data/signaling for the Remote UE(s). 

If the UE-to-Network Relay is released to IDLE state, the Relay should inform the Remote UE(s) that there is a Mobility Management back-off timer running at the UE-to-Network Relay. The UE-to-Network Relay may also send the back-off timer via PC5 Signalling to the Remote UE.

The Remote UE shall not initiate any PC5 data request towards the UE-to-Network Relay for the duration of the received back-off timer from the UE-to-Network Relay. 
 Editor’s Note: Whether and how NAS level congestion control impacts relay discovery and (re)-selection is FFS.
6.7.2.6
QoS

As shown in Annex A, the NAS endpoints between a Remote UE and the network are as currently specified such that the operation via a UE-to-Network Relay UE should be transparent to the network NAS, with the exception of authorization/provisioning identified in clause 6.7.2.4.

This means that the 5GS flow-based QoS concept in particular should be reused between the Remote UE and the network, with necessary adaptation over the radio interface i.e. PC5 (for the Remote UE and UE-to-Network Relay UE) and Uu (for the UE-to-Network Relay UE). In other words, QoS flows established between the network and the Remote UE will be mapped to PC5 "radio bearers" seen by the Remote UE and to normal Uu radio bearers seen by the network, whereby the UE-to-Network Relay UE performs the necessary adaptation between Uu and PC5.

Editor's note:
The support of end-to-end QoS for the Remote UE is FFS, especially on how the QoS can be enforced on the PC5 link.

6.7.2.7
Mobility

6.7.2.7.1
Mobility Restrictions

The Remote UE is expected to operate within the boundaries of the Mobility Restrictions applicable to the UE to Network Relay UE.

The UE could act as a UE-to-Network Relay only if the relay could stay in CM-CONNECTED mode, see clause 6.7.2.5.2.

NOTE:
The applied state needs to be coordinated and confirmed by RAN WG2.

Editor's note:
It is FFS how the Remote UE performs network selection and access control via the UE-to-Network Relay based on the mobility restrictions listed below.

RAT Restriction:

-
If Remote UE is restricted to use some RAT in a PLMN, the Remote UE is not allowed to access via UE-to-Network Relay using that RAT in that PLMN. If UE-to-Network Relay is restricted to use some RAT in a PLMN, the UE-to-Network Relay is not allowed to perform the Relay operation using that RAT in that PLMN.

Forbidden Area:

-
If UE-to-Network Relay is in Forbidden Area, it is not allowed to perform the Relay operation. If the UE-to-Network Relay operates in a Forbidden Area of the Remote UE, the Remote UE is not allowed to access the network via this UE-to-Network Relay.

-
A UE-to-Network Relay shall indicate to Remote UEs the Tracking Area of the cell to which the UE-to-Network Relay is connected. The indication is provided during discovery.

Service Area Restriction: Allowed Area, Non-Allowed Area

-
Allowed Area applies as is for a UE-to-Network Relay and Remote UE. A UE-to-Network Relay (resp. Remote UE) is allowed to initiate communication with the network (resp. with the network via a UE-to-Network Relay) as allowed by subscription.

-
A UE-to-Network Relay may only perform UE-to-Network Relay operation in an Allowed Area.

-
Non-allowed Area applies as is for a UE-to-Network Relay and Remote UE. The UE (UE-to-Network Relay or Remote UE) and the network are not allowed to initiate Service Request or SM signalling to obtain user services (both in CM-IDLE and in CM-CONNECTED states). RM procedures for non-3GPP access aspects are not applicable for the Remote UE. 
Core Network type restriction:

-
The CN type restriction applies as is to a UE-to-Network Relay and Remote UE. A UE-to-Network Relay or Remote UE may only operate as such when not restricted to use 5GC.

Closed Access Group information:

-
A UE permitted (resp. not permitted) to access a CAG cell is implicitly permitted (resp. not permitted) to access this CAG cell as a Remote UE via a UE-to-Network Relay. The Allowed CAG list and CAG-only indication of a UE apply to this UE when it is a Remote UE.

-
A UE permitted (resp. not permitted) to access a CAG cell is implicitly permitted (resp. not permitted) to access this CAG cell as a UE-to-Network Relay. The Allowed CAG list and CAG-only indication of a UE apply to this UE when it operates as a UE-to-Network Relay.

-
A UE-to-Network Relay shall indicate to Remote UEs the CAG identifiers of the CAG the UE-to-Network Relay is permitted to access via the cell to which it is connected. The indication is provided during discovery.

6.7.2.7.2
Other

Mobility of a Remote UE within an NG-RAN node will be handled by the NG-RAN and the UE-to-Network Relay, allowing the Remote UE to maintain service when changing from a direct network connection to an indirect network connection (i.e. via L2 UE-to-Network Relay UE) and vice-versa without 5GC involvement.
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Figure 6.7.2.6-1. Intra-NG-RAN mobility (no 5GC involvement)

Inter-NG-RAN mobility is depicted below. Mobility is expected to be possible with no impact on NAS and most impact on lower layers i.e. RAN WG2.
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Figure 6.7.2.6-2: Inter-NG-RAN mobility

6.7.2.8
Security

Security (confidentiality and integrity protection) is enforced at the PDCP layer between the endpoints at the Remote UE and the gNB. The PDCP traffic is relayed securely over two links, one between the Remote UE and the UE-to-Network Relay UE and the other between the UE-to-Network Relay UE to the gNB without exposing any of the Remote UE's plaintext data to the UE-to-Network Relay.

UP integrity protection is separated for direct PC5 communication and indirect communication. For indirect communication, the NG-RAN and Remote UE are the nodes that enforce the UP integrity protection for data transmission between NG-RAN and Remote UE.
Editor's note:
It is FFS whether the lack of UP integrity protection on the Relay node will cause failure of protection at Remote UE and NG-RAN, e.g. due to false traffic injection.

For direct PC5 communication, the UE-to-Network Relay UE and Remote UE are the nodes that enforce the UP integrity protection for data transmission between UE-to-Network Relay UE and Remote UE.

NOTE:
Further analysis of security requirements will be done in SA WG3.
6.7.2.9
UE-to-Network Relay Discovery and Selection

Model A and Model B can be applied for Layer-2 UE-to-Network Relay discovery. The detailed UE-to-Network Relay discovery and selection solution for Layer-2 UE-to-Network Relay could reuse Solution #19, with the difference that slicing and DNN information do not need to be considered. In addition, CAG cell and TA need to be included in discovery message.

Editor's note:
It FFS how the Relay discovery can be performed with the PLMN selection for the Remote UE.
6.7.2.10
Path Selection

For initial access, Remote UE may perform communication path selection between direct Uu path and indirect Uu path based on the link quality and the configured threshold (pre-configured or provided by NG-RAN). For example, if Uu link quality exceeds configured threshold, the direct Uu path is selected. Otherwise, the indirect Uu path is selected by performing the UE-to-Network Relay discovery and selection.
For path switch case, NG-RAN may perform communication path selection based on the signal level/quality of different paths, which may be based on the path switch solution.
Editor's note:
The final solution should be coordinated with RAN WG, and the specific radio criteria and corresponding thresholds are subject to RAN WG definition.
6.7.3
Procedures
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Figure 6.7.3-1: Connection Establishment for Indirect Communication via UE-to-Network Relay UE

0.
If in coverage, the Remote UE and UE-to-Network Relay UE may independently perform the initial registration to the network according to registration procedures in TS 23.502 [8]. The allocated 5G GUTI of the Remote UE is maintained when later NAS signalling between Remote UE and Network is exchanged via the UE-to-Network Relay UE.

NOTE 1:
The current procedures shown here assume a single hop relay.

1.
If in coverage, the Remote UE and UE-to-Network Relay UE independently get the service authorization for indirect communication from the network.


If the Remote UE is not in coverage, the pre-configured information will be used. If needed, the PCF could update the authorization information after step 7.

Editor's note:
Details of security credentials to set up a security context for subsequent PC5 communication between the Remote UE and the UE-to-Network Relay UE are FFS.

Editor's note:
It is FFS how to perform initial registration when the device has not been in coverage.

2-3.
The Remote UE and UE-to-Network Relay UE perform UE-to-Network Relay UE discovery and selection.

Editor's note:
The detailed solution depends on the output of discovery procedure for both cases where the Remote UE is out of coverage or in coverage.

Editor's note:
Which entities perform UE-to-Network Relay selection and what criterion are used for UE-to-Network Relay selection are FFS.

4.
Remote UE initiates a one-to-one communication connection with the selected UE-to-Network Relay UE over PC5, by sending an indirect communication request message to the UE-to-Network Relay.

5.
UE-to-Network Relay UE has to be in CM_CONNECTED state and is authorised to perform Relay service, and step 5 is omitted. To keep CM_CONNECTED state, the UE-to-Network Relay UE may indicate its serving AMF that it is taking the role of relay for handling the relay services of remote UE, and may indicate the NG-RAN to keep the RRC connection.

Editor's note:
How to indicate the NG-RAN is FFS.

Editor's note:
It is FFS whether the relay indication can be provided to the AMF in other way (e.g. in N2 message) instead of in NAS message.

Editor's note:
Whether AMF needs to further interact with PCF is FFS.

Editor's note:
Potential interaction between the Relay UE's AMF and Remote UE's AMF is FFS.

6.
The UE-to-Network Relay UE sends the indirect communication response message to the Remote UE.

7.
Remote UE sends a NAS message to the serving AMF. The NAS message is encapsulated in an RRC message that is sent over PC5 to the UE-to-Network Relay UE, and the UE-to-Network Relay UE forwards the message to the NG-RAN. The NG-RAN derives Remote UE's serving AMF and forwards the NAS message to this AMF.

NOTE:
It is assumed that the Remote UE's PLMN is accessible by the UE-to-Network Relay's PLMN and that UE-to-Network Relay UE AMF supports all S-NSSAIs the Remote UE may want to connect to.

Editor's note:
Interaction between the Relay UE's AMF and Remote UE's AMF is FFS.

If Remote UE has not performed the initial registration to the network in step 0, the NAS message is initial registration message. Otherwise, the NAS message is service request message.

Editor's note:
How the UE-to-Network Relay UE forwards the message to the NG-RAN depends on RAN specified L2 relay method.


If the Remote UE performs initial registration via the UE-to-Network relay, the Remote UE's serving AMF may perform authentication of the Remote UE based on NAS message validation and if needed the Remote UE's AMF checks the subscription data.

For service request case, User Plane connection for PDU Sessions can also be activated. The other steps follow the clause 4.2.3.2 in TS 23.502 [8].

8.
Remote UE may trigger the PDU Session Establishment procedure as defined in clause 4.3.2.2 of TS 23.502 [8].

9.
The data is transmitted between Remote UE and UPF via UE-to-Network Relay UE and NG-RAN. The UE-to-Network Relay UE forwards all the data messages between the Remote UE and NG-RAN using RAN specified L2 relay method.

NOTE:
If the UE-to-Network Relay disconnects, the NG-RAN will trigger the AN release procedure of the Remote UE and the Remote UE goes to CM-IDLE.

6.7.4
Impacts on services, entities and interfaces
The solution has impacts in the following entities:
RAN:

-
Needs to support L2 relay functionality for forwarding the signalling and user data of the Remote UE.

UE-to-Network Relay UE:

-
Needs to support L2 relay functionality for forwarding the signalling and user data between the Remote UE and RAN.

* * * * End of Change * * * *
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