

SA WG2 Temporary Document
Page 1

3GPP TSG-WG SA2 Meeting #140E e-meeting 	S2-2005379r12
Aug 19 – Sep 01, 2020, Elbonia	(revision of S2-200xxxx)

Source:	China Mobile
Title:	KI#14, Sol#46: Removing FFS on how to determine App ID for new PFD
Document for:	Approval
Agenda Item:	8.1
Work Item / Release:	FS_eNA_Ph2 / Rel-17
Abstract: This contribution proposes to remove the FFS on how to determine App ID for an IP 3-tuple in Solution#46.
1. Discussion
During the SA2#139E meeting, a new solution i.e. Solution #46 is approved for the Key Issue#14: NWDAF-assisted application detection. In the solution, a FFS is left as follows:
Editor's note:	It is FFS how NEF assigns PFD ID and maps it with Application ID.
The reason for the FFS is that the Label Data (i.e. Application ID) is missing in the input data, so it is unknown which Application ID has the output analytics.
Table 6.46.3-1: Output for new application detection
	Information
	Description

	S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided

	Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol) 

	URL
	the significant parts of the URL to be matched, e.g. host name defined in  

	Domain name information
	a Domain name matching criteria and information about applicable protocol(s).



Usually, although the IP 3-tuple for an application is changeable, Traffic Signature/Feature for the application is unchangeable. So the NWDAF could collect the historical PFD information (including Application ID, historical IP 3-tuple, historical URL, historical Domain name information) from the NEF (PFDF) for one or multiple applications, then NWDAF could also collect the massive traffic information (as defined in Table 6.46.2-1) from SMF (UPF) for the historical IP 3-tuple(s). By correlating the data from NEF and SMF, a training dataset could be generated as follows:
[IP 5-tuple 1, Timestamp 1], Application 1, traffic information 1
[IP 5-tuple 2, Timestamp 2], Application 2, traffic information 2
[IP 5-tuple 3, Timestamp 3], Application 2, traffic information 3
…
[IP 5-tuple N, Timestamp N], Application M, traffic information N
M is the number of Applications, N is the number of samples

In the training phase, based on the training dataset, an Application Classifier could be trained for all the Applications or one or multiple Traffic Signature/Feature could be extracted per Application ID. 
In the inference phase, with the Application Classifier or the Traffic Signature/Feature, the Application ID for a new traffic information could be identified. 
Furthermore, based on statistics in the plentiful inference result, new PFD information (including Application ID, new IP 3-tuple, new URL, new Domain name information) could be derived by the NWDAF and provisioned to the NEF. Then the new PFD information could be used to quickly detect the Application ID for a new traffic information.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-91 v0.4.0.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc42779247][bookmark: _Toc18231][bookmark: _Toc17045][bookmark: _Toc42770191][bookmark: _Toc8634][bookmark: _Toc11584][bookmark: _Toc24814][bookmark: _Toc9404][bookmark: _Toc21378][bookmark: _Toc6440][bookmark: _Toc43393328][bookmark: _Toc44004500][bookmark: _Toc44490737]6.46	Solution #46: NWDAF assisted new application detection
[bookmark: _Toc1184][bookmark: _Toc5421][bookmark: _Toc10504][bookmark: _Toc25065][bookmark: _Toc175][bookmark: _Toc17594][bookmark: _Toc27213][bookmark: _Toc5076][bookmark: _Toc42779248][bookmark: _Toc43393329][bookmark: _Toc42770192][bookmark: _Toc44004501][bookmark: _Toc44490738]6.46.1	Description
This solution is for Key Issue #14: NWDAF-assisted application detection.
To differentiate an application traffic handling, the first step is to distinguish application traffic from other traffics. In 5G network, an application can be distinguished by a set of packet headers (SDFs) or application IDs. The most common approach to detect traffic is a set of packet headers, which usually contains source and destination address. The application ID can be used for referring the UPF's specific application detection filter. For managing detection information associated with application IDs, AF may provide PFDs according to clause 4.18 of TS 23.502 [3] to update application detection filter information. A PFD contents could contain flow description (service-side 3-tuple), URL, and domain name/protocol information. When an AF deliver PFD to NEF (PFDF), it will be distributed to SMFs and UPFs to enable flow detection according to clause 5.8.2 of TS 23.501 [2].
The objective of this solution is to automate application detection method using PFDs for newly/updated applications by extracting network traffic signature using the network data analytics. To realize this solution, one of the main features is 1) collect measurement of an application to extract statistical characteristics, 2) collect payload of packets to extract payload signature (such as domain name contained in the payload). The baseline usage of the generated analytics is to store the captured application characteristics as a PFD, and the PFD is used by SMF and UPF to detect an application defined as TS 23.502 [3].
[bookmark: _GoBack]In details, usually, although the IP 3-tuple for an application is changeable, Traffic Signature/Feature for the application is unchangeable., the NWDAF could collect the historical PFD information (including Application ID, historical IP 3-tuple, historical URL, historical Domain name information) from the NEF (PFDF) for applications. . 
[IP 5-tuple 1, Timestamp 1], Application 1, traffic information 1
[IP 5-tuple 2, Timestamp 2], Application 2, traffic information 2
[IP 5-tuple 3, Timestamp 3], Application 2, traffic information 3
…
[IP 5-tuple N, Timestamp N], Application M, traffic information N
M is the number of Applications, N is the number of samples


 
Based on PFD information from NEF and traffic information from SMF (UPF), new PFD information (including Application ID, new IP 3-tuple, new URL, new Domain name information) for the existing Application ID could be derived by the NWDAF and provisioned to the NEF as analytics output. Then the new PFD information could be used by the NEF to be used for PFD provisioning. .
The below is the principles of the solution:
-	A consumer (e.g. NEF) request to NWDAF to detect new applications, not matched with SDF or application IDs already available at the UPF. The triggering to contact NWDAF is not defined, so that it can be configured by local configuration using or OAM.
-	NWDAF collect SMF's data for user plane usage report and/or URL, Domain name part, and IP 3-tuples of packets from unknown applicationpackets for default QoS flow any installed SDF or application detection filter in the SMF/UPF(not matched with any SDF or application ID)
-	NWDAF analyse the collected data to generate unique packet signature, traffic characteristic, and traffic patterns, and provides it to the consumer (e.g. NEF).
-	The consumer stores PFD associated with an application ID to enable the detection of application traffic in the future (out of scope).

[bookmark: _Toc29436][bookmark: _Toc42779249][bookmark: _Toc42770193][bookmark: _Toc27632][bookmark: _Toc8486][bookmark: _Toc18108][bookmark: _Toc2862][bookmark: _Toc19528][bookmark: _Toc19904][bookmark: _Toc17256][bookmark: _Toc43393330][bookmark: _Toc44004502][bookmark: _Toc44490739]6.46.2	Input Data
NWDAF collects QoS flow related data from SMF for a specific S-NSSAI, DNN, and UE. This solution collects data for matched on default QoS flow, which no SDF or Application IDs are known. The detailed data are described in Table 6.46.2-1.
Table 6.46.2-1: input data to detect new application from NFs
	Information
	Source
	Description

	SUPI
	
	

	S-NSSAI 
	SMF
	Identifies the Network Slice for which analytics information is provided.

	DNN
	SMF
	Identifies the data network name (e.g. internet) for which analytics information is provided

	
	
	

	Start/end time
	SMF
	Start and end time of traffic detection

	Data volume
	SMF
	Measured data traffic volume (per UL/DL)

	Data duration
	SMF
	Measured data traffic duration (per UL/DL)

	QoS flow Bit Rate
	SMF
	The observed bit rate (per UL/DL)

	Packet transmission
	SMF
	The observed number of packet transmission (per UL/DL)

	IP 5-tuple
	SMF
	to Identify a service flow of the UE for an application

	Payload packets packet’s URL
	SMF
	The  URL is extracted from the userinspected user plane packets collected in a QoS flow. 

	Packet’s Domain Name
	SMF
	The domain name is extracted from the inspected user plane packets in a QoS flow

	
	
	

	Size of packets
	SMF
	Average size of packets in a QoS flow

	
	
	

	PFD Information (NOTE 1)
	NEF (PFDF)
	PFD Information stored in the NEF (PFDF) as defined in clause 6.1.2.3.2, TS 23.503 [4]

	> Application ID
	NEF (PFDF)
	Identification of the application that refers to one or more application defection filters. 

	> IP 3-tuple
	NEF (PFDF)
	Including protocol, server side IP address and port number

	> URL
	NEF (PFDF)
	the significant parts of the URL to be matched, e.g. host name

	> Domain Name
	NEF (PFDF)
	a Domain name matching criteria and information about applicable protocol(s)

	



[bookmark: _Toc42779250][bookmark: _Toc43393331][bookmark: _Toc20441][bookmark: _Toc10299][bookmark: _Toc42770194][bookmark: _Toc15735][bookmark: _Toc10582][bookmark: _Toc20149][bookmark: _Toc30447][bookmark: _Toc23452][bookmark: _Toc15601][bookmark: _Toc44004503][bookmark: _Toc44490740]Editor's note:	It is FFS how the mechanism defined to collect packets For collecting packets from UPF to SMF and , the forwarding mechanism is defined in clause 5.8.2.5.2 of TS 23.501 [2] is used.
Editor’s note: It is FFS, how to direct the SMF forwarded packets to the NWDAF and how many packets are needed to be collected.
Editor´s note: Why and how the NWDAF needs existing PFDs to identify new applications is FFS.
6.46.3	Output Analytics
The output analytics of NWDAF is defined in Table 6.46.3-1.
The output analysis can be used to provision either new PFDs for exisiting applications or to define new PFDs for new applications, not know to NEF yet. 

Table 6.46.3-1: Output for new application detection
	Information
	Description

	Application ID
	Application ID of the application that refers to the application detection filter (Flow descriptor, URL or Domain name information)

	S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided

	Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol) 

	URL
	the significant parts of the URL to be matched, e.g. host name defined in  

	Domain name information
	a Domain name matching criteria and information about applicable protocol(s).

	



[bookmark: _Toc32016][bookmark: _Toc43393332][bookmark: _Toc26386439][bookmark: _Toc30694643][bookmark: _Toc28874][bookmark: _Toc4071][bookmark: _Toc13932][bookmark: _Toc26764][bookmark: _Toc26431245][bookmark: _Toc8856][bookmark: _Toc42779251][bookmark: _Toc2732][bookmark: _Toc42770195][bookmark: _Toc25772][bookmark: _Toc31096557][bookmark: _Toc44004504][bookmark: _Toc44490741]6.46.4	Procedures
For the procedure to extract the unique characteristic of application traffic such as traffic pattern, URL, and/or domain name related information. The procedure depicted in 6.46.4-1 shows new application detection analytics and store as PFDs by NEF.


Figure 6.46.4-1: A procedure to extract application characteristics
1.	NEF request to NWDAF to request application detection information. This request maybe be triggered by local configuration or OAM.
2.	A target UE establishes PDU session for communication
3.	NWDAF request to subscribe session related information and request to report URL, Domain name part, and IP 5-tuples of packets from unknown applicationforward packets.
Editor's note:	It is FFS how the mechanism defined to collect packets  from UPF to SMF and the forwarding mechanism defined in clause 5.8.2.5.2 of TS 23.501 [2] is used.
Editor’s note: It is FFS, how to direct the SMF forwarded packets to the NWDAF and how many packets are needed to be collected.
Editor's note:	For collecting packets from UPF to SMF, the forwarding mechanism is defined in clause 5.8.2.5.2 of TS 23.501 [2]. It is FFS, how to direct the SMF forwarded packets to the NWDAF and how many packets are needed to be collected.
4.	A NWDAF extracts the application traffic characteristics.
5.	NWDAF notifies the analytic to the NEF with outputs defined in Table 6.46.3-1
Editor's note:	It is FFS how NEF assigns PFD ID and maps it with Application ID.
[bookmark: _Toc21057][bookmark: _Toc4067][bookmark: _Toc8549][bookmark: _Toc12467][bookmark: _Toc13806][bookmark: _Toc43393333][bookmark: _Toc16351][bookmark: _Toc42779252][bookmark: _Toc42770196][bookmark: _Toc8702][bookmark: _Toc28213][bookmark: _Toc44004505][bookmark: _Toc44490742]6.46.5	Impacts on services, entities and interfaces
NWDAF:
-	Needs to provide a new analytic for application detection information.
-	Needs to process user plane data for extracting traffic characteristics.
SMF:
-	Needs to forward user plane packets report URL, Domain name part, and IP 3-tuples of packets from unknown application to NWDAF
-	Needs to provide requested sessions statistics including data volume, data duration, QoS flow bit rate and packet transmission.
NEF (PFDF):
-	
-	Supports to consume new PFD information from NWDAF.
* * * * End of changes * * * *
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