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Abstract of the contribution: The Solution#47 is updated with all the editor's notes are removed. 
1 Introduction

In the solution#47, there are 5 editor's notes, and there is only 3 editor's notes are related with the solution, the other two editor's notes are just for information on how to document the solution and can be removed directly.
In this paper, the technical solution for the 3 editor's notes are proposed.

1) The first editor's note as below:

Editor's note:
The actual list of 5GS nodes meant to support the feature is FFS

In the user plane, there are three type of 5GS nodes: gNB, UPF. During the meeting discussion, it is proposed by some companies the solution shall not be based on the changes on the RAN(i.e. gNB).
In the TS 33.501, it has been defined that the RAN can provide QoS Monitoring information to the UPF via the GTP-U header (texts are highted as yellow) as cited below:

5.33.3.2
Per QoS Flow per UE QoS Monitoring

SMF may activate the end to end UL/DL packet delay measurement between UE and PSA UPF for a QoS Flow during the PDU Session Establishment or Modification procedure.

The SMF sends a QoS Monitoring request to the PSA UPF via N4 and NG-RAN via N2 signalling to request the QoS monitoring between PSA UPF and NG-RAN. The QoS Monitoring request may contain monitoring parameters determined by SMF based on the authorized QoS Monitoring policy received from the PCF and/or local configuration.

The NG-RAN initiates the RAN part of UL/DL packet delay measurement based on the QoS Monitoring request from SMF. NG-RAN reports the RAN part of UL/DL packet delay result to the PSA UPF in the UL data packet or dummy UL packet.
If the NG-RAN and PSA UPF are time synchronised, the one way packet delay monitoring between NG-RAN and PSA UPF is supported.

If the NG-RAN and PSA UPF are not time synchronised, it is assumed that the UL packet delay and the DL packet delay between NG-RAN and PSA UPF is the same.

For both time synchronised and not time synchronised between NG-RAN and PSA UPF, the PSA UPF creates and sends the monitoring packets to the RAN:

-
The PSA UPF encapsulates in the GTP-U header with QFI, QoS Monitoring Packet (QMP) indicator (which indicates the packet is used for UL/DL packet delay measurement) and the local time T1 when the PSA UPF sends out the DL monitoring packets.
-
The NG-RAN records the local time T1 received in the GTP-U header and the local time T2 at the reception of the DL monitoring packets. The NG-RAN initiates RAN part of UL/DL packet delay measurement.

-
When receiving an UL packet from UE for that QFI or when the NG-RAN sends a dummy UL packet as monitoring response (in case there is no UL service packet for UL packet delay monitoring), the NG-RAN encapsulates QMP indicator, the RAN part of UL/DL packet delay result, the time T1 received in the GTP-U header, the local time T2 at the reception of the DL monitoring packet and the local time T3 when NG-RAN sends out this monitoring response packet to the UPF via N3 interface, in the GTP-U header of the monitoring response packet.

NOTE:
When the NG-RAN sends the dummy UL packet as monitoring response to PSA UPF depends on NG-RAN's implementation.
-
The PSA UPF records the local time T4 when receiving the monitoring response packets and calculates the round trip (if not time synchronized) or UL/DL packet delay (if time synchronized) between NG-RAN and anchor PSA UPF based on the time information contained in the GTP-U header of the received monitoring  responsepacket. The PSA UPF calculates the UL/DL packet delay between the NG-RAN and the PSA UPF based on the (T2-T1+T4-T3)/2. The PSA UPF calculates the UL/DL packet delay between UE and PSA UPF based on the received RAN part of UL/DL packet delay result and the calculated UL/DL packet delay between RAN and PSA UPF. The PSA UPF reports the result to the SMF based on some specific condition, e.g. when threshold for reporting to SMF is reached.

If the redundant transmission on N3/N9 interfaces is activated, the UPF and NG-RAN performs QoS monitoring for both UP paths. The UPF reports the packet delay of the two UP paths respectively to the SMF.

The UE can provide some radio related information in the IP/TCP header in the application layer. The RAN can provide some radio information in the UL GTP-U header to the UPF. The UPF can provide the network related information(e.g. the PDB, radio PDB, available bandwidth (e.g. UE-AMBR/Session-AMBR minus the measured UE-AMBR/Session-AMBR, RAN provided information) in the UL IP/TCP header or in the ICMP packet. To support the 5G MBS, it is anticipated that the RAN also needs some functional changes, whether the RAN can provide some new information via the user plane will be based on the output of RAN related WG.

And new note is added and this editor's note is removed.

2) The second editor's note as below:

Editor's note:
whether and which radio information can be retrieved from the UPF without inducing change to RAN specifications is FFS

As defined in TS23.501 clause 5.33.3, the UPF can get QoS monitoring information from the RAN via the GTP-U header. The same mechanism can be reused to provide new radio information if the RAN can provide these information to the UPF via the UL GTP-U header.
And new note is added and this editor's note is removed.
3) The 3rd editor's note as below:

Editor's note:
It is FFS for how to re-solve the concern related to ICMP security issues e.g. addressed in S3-201391.

This is about a security issue addressed by TS33.501 CR0841, and this CR finally has been approved and documented in Annex P in the TS33.501v16.3.0. This CR is based on the there is no integrity protection over the user plane can be used as cited as below:

P.1
General

This annex specifies security measures to protect DNS and ICMP messages. These security measures are intended when integrity protection over the user plane can not be used.

The solution#47 can be used if theuser plane encryption and/or integrity protection is used. If the user plane integrity protection is used, then the ICMP can be used to deliver the network information. Based on this, this editor's note is removed , and the step 3 is updated with removing the optional user plane protection and making the integrity protection as mandatory.
2
Proposal

It is proposed to change TR 23.748 as below.
* * * * First change * * * *

6.47
Solution #47: User Plane based Network Information Provisioning

6.47.1
Description

This solution addresses the Key Issue #3: Network Information Provisioning (NIP) to Local Applications with low latency.

Typically, there are two types of Netorwk information Provisioning, one is CP(control plane) based NIP, another is the user plane based NIP. Normally, CP based NIP is also called out-of-band NIP and UP based NIP is called in-band NIP.

CP based NIP can be well controlled by the operator, e.g. access control, charging, usage rating controll etc, but this out-of-band NIP also intrduces some complexity:

1)
the application will need to create a second communication channel to communicate with 5G network;

2)
synchronization and combination of different information from different bands (CP and user data bands) in different time scale and volume scale are sometime very hard;

3)
the CP-based NIP can not provide frequent changed NIP, otherwise it will introduce a lot of singalling to the 5G network.

While the UP based NIP provides some charming features:

1)
provide frequent changed NIP;

2)
provide real-time NIP;

3)
synchronization the NIP and user data in the same time scale;

4)
normally, the UL direction is less user data, the free "space" within the MTU can accommodate the NIP to the application. e.g. the TCP ACK packet normally is 40 bytes, and there are 1500-40 =1460 bytes free space potentially can be used by the NIP ( normally the MTU is 1500 or 1280).

One basic mechanism is using the the Option Field of the IP header or TCP header of the DL to transport the NIP command from the EAS to the 5G network(e.g. UPF) or to the UE and using the the Option Field of the IP header or TCP header of the UL to transprot the NIP response from the 5G network or the UE to the EAS. The Option Field of the IP header or TCP header can provide 40 bytes.

But if the length of the NIP request or response is larger than 40 bytes, the NIP data can be splitted into small part and each part is delivered in the Option Field, but this will introduce some implementation complexity to assemble parts into a message, and alternative mechanism is using the data field of the ICMP ECHO packet.
NOTE: The UE can provide some radio related information in the IP/TCP header in the application layer.e.g. the Radio is in congestion state based on the received ECN from the RAN as defined in TS38.300 clause 12.2, the average quality of the serving cell as defined in TS32.425 clause 4.3.1.7.1, Average quality of the neighboring cell as defined in TS32.425 clause 4.3.1.7.2, RSRP/RSRQ/UE Rx – Tx time difference as defined in TS32.425 clause 6, some measurements as defined in TS38.300 clause 5.7.5 and measurements as defined in TS38.133. The RAN can provide some radio information in the UL GTP-U header to the UPF. The UPF can provide the network related information(e.g. the PDB, radio PDB, available bandwidth (e.g. UE-AMBR/Session-AMBR minus the measured UE-AMBR/Session-AMBR, the RAN provided information) in the UL IP/TCP header or in the ICMP packet. To support the 5G MBS, it is anticipated that the RAN also needs some functional changes, whether the RAN can provide some new information via the user plane will be based on the output of RAN related WG..



6.47.2
Procedures


The procedure supports the real-time response mode (in an ICMP ECHO packet) or in the piggyback mode (in an IP/TCP Option Field). The procedure also supports the one time request/reponse NIP, one request with multiple reponses and the subscribe/multiple notify mode NIP.
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Figure 6.47.2-1 UP-based NIP from the 5G

1.
UE establishes a PDU Session and gets an UE IP address, UE uses the IP address to access the EAS.

2.
The EAS decides to get the NIP(e.g. radio information) of the UE to do some app optimization (e.g. adaptive codec change).

3.
The EAS and 5G node(e.g. UPF or the UE) negotiate the security algorithm and key using the same method to integrity protection of transport network information between the 5G node and EAS.


NOTE 1:
As defined in TS23.501 clause 5.33.3, the UPF can get QoS monitoring information from the RAN via the GTP-U header. The same mechanism can be reused to get new radio information if the RAN can provide these information to the UPF via the UL GTP-U header.
NOTE 2:
The detailed security procedure is to be defined by SA3 if needed.
NOTE 3: This solution is only applicable if the integrity protection over user plane is used. Otherwise, the recommendation regarding security aspects of ICMP as described in TS 33.501 is enforced.

4.
The EAS includes the Network Information Provisioning request in the Option field of the DL IP/TCP header or the EAS generates a ICMP ECHO packet and include the request in the data field of ICMP ECHO.

5.
The DL IP/TCP or the generated ECHO packet are forwarded to the 5G Node(e.g. UPF in the figure).

6.
The 5G Node checks the DL IP/TCP or the generated ECHO packet whether the target of the NIP request is 5G Node. If there is a MAC for the NIP request, the MAC should be verified.


If the DL packet is the IP/TCP and the target of EAS request in the Option field is the "5G Node" (e.g. "UPE/UE"), the 5G Node will remove the Option field of the IP/TCP packet and forward the IP/TCP packet to the Application as in Step 8, if there is no option field or the option field is not for NIP or the target of EAS request in the Option field is not the 5G Node, the 5G Node continues to forward the DL IP/TCP packet without any change to the UE/Application as in Step 8.


If the DL packet is the ICMP ECHO and the target of EAS request in the data field is the 5G Node, and, the 5G Node discards this ICMP ECHO without forwarding to the Application and responds with an ICMP ECHO Reply to the EAS as an UL UE packet. Otherwise, the 5G Node continues to forward the DL ICMP ECHO packet without any change to the Application as in Step 8.

7.
If there is a NIP for the 5G Node, and the 5G Node decides to immediately to provide NI to the EAS, the 5G Node can generate an ICMP ECHO with the provided NI in the data field and sends this ICMP ECHO packet to the EAS. The 5G Node can determine whether the EAS has received the response by the ICMP ECHO reply message and can resend the ICMP ECHO to the EAS after no ECHO Reply is received after a short time.

8.
The IP/TCP packet is forwarded to the Application.

9.
There is a UL IP/TCP packet from the Application.

10.
If there is a NIP for the 5G Node, and 5G Node decides to provide the NI to the EAS with the UL IP/TCP packet, the 5G Node also includes the Network Information Provisioning request in the Option field of the DL IP/TCP header. If the adding of the option field to the UL IP/TCP packet will introduce IP fragment, the 5G Node can delay and then includes the NIP to the next UL IP/TCP packet without introducing IP fragment.

11.
If there is a NIP for the 5G Node, and the 5G Node determines to get other NI from other NF(s), the 5G Node will ask the AMF/SMF to provide these NI from other NF(s), the AMF/SMF can query and get the NI via the SBI.

12a.
If the NI is provided by the AMF/SMF, the 5G Node decides to immediately sends the NI to the EAS by the ICMP ECHO as described in step 7.


Steps 12b and 12c are similar with the steps 9 and 10 to provide the NI to the EAS in the Option field of the UL IP/TCP packet.

13.
The UE and EAS continue the UL/DL packets.

14.
If new network information available ( e.g. the throughput of the radio is changed) and if the EAS has requested the 5G Node to provide the changed NI to the EAS if available, the 5G Node needs to "notify" the new NI to the EAS.


Steps 15a~15b are similar as the steps 7~10 and are used to provide the new NI to the EAS by ECHO or Option field in real time or in piggyback mode.

6.47.3
Impacts on services, entities and interfaces


EAS:
-
Handle the NIP in the User plane.

UE/UPF:

-
Handle the NIP in the User plane.

* * * * End of changes * * * *

3GPP

SA WG2 TD


