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Abstract: This contribution proposes an update to solution #38.
1. Introduction
Solution #38 describes the UE provisioning of the identities and credentials for PNI-NPN required for the secondary authentication (NSSAA or secondary authentication for a DNN). The solution #38 attempts to re-use as much as possible the existing mechanisms, e.g. Device Triggering, UE parameters update procedure via UDM, etc.
There are several uncertainties which would require clarifications:
-	It is clarified that there is an SLA in place between the PLMN and the PNI-NPN customer. This results into 1) there is a kind of trust relationship between both entities and 2) the PLMN is aware that particular UEs, which should use the PNI-NPN services, needs provisioning before the S-NSSAI or DNN used for PNI-NPN is activated. 
-	In case of provisioning via the UP, it is unclear how the UE can know the provisioning server (PS) address. It is proposed to use the Device Triggering procedure as already described in clause 6.38.3 step 8A. 
-	In case of provisioning via the UP, it is unclear whether the UE and the provisioning server (PS) use authenticate each other before the provisioning. Although this is in the scope of SA3 WG, it is proposed to update the solution in clause 6.38.3 step 9 to clarify that additional authentication between the UE and the PS can be performed. 
In addition, the Figure is updated to clarify steps 8A and 9. In particular, in step 8A the mentioning of NIDD procedure is removed, as it was not appropriate and merely the Device Triggering procedure is described. In step 9, it is clarified that PDU Session establishment procedure needs to happen, before the UP provisioning is performed.
Proposal
It is proposed to update the solution #38 in 3GPP TR 23.700-07.

1st  CHANGE
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[bookmark: _Toc43392837][bookmark: _Toc43475636][bookmark: _Toc43476012]6.38.1	Introduction
This solution is for Key Issue #4, "UE Onboarding and remote provisioning" and in particular the provisioning of the identities and credentials for PNI-NPN required for the secondary authentication (NSSAA or secondary authentication for a DNN).
The scenario assumed in this solution is that a PNI-NPN is deployed in a PLMN using a dedicated S-NSSAI(s) or DNN(s) as e.g. described in TS23.501 Annex D.2. The PNI-NPN customer/service provider may require a secondary authentication and authorisation (SAA), which can be either secondary authentication for the network slice (NSSAA, e.g. in TS23.501 clause 5.15.10) or secondary authentication by a DN-AAA server during the establishment of a PDU Session (e.g. in TS23.501 clause 5.6.6). For the required SAA, the UE needs to be provisioned with identities and credentials in order to successfully use the services of the PNI-NPN customer/service provider.
The solution is based on the following principles:
-	There is an SLA agreement in place between the PLMN and the PNI-NPN customer (or service provider). It is assumed that the PLMN is aware about the UEs which need provisioning before the S-NSSAI or DNN used for PNI-NPN is activated. 
-	The S-NSSAI or DNN which is used for PNI-NPN is not included (i.e. not activated) in the UE Subscription Data before the UE is provisioned with the identities and credentials for PNI-NPN access.
-	The 5GS provides the transport (CP or UP) means to the PNI-NPN customer to perform the provisioning of the credentials required for the SAA (NSSAA or secondary authentication for a DNN).
-	After successful UE provisioning, the UE Subscription Data in the UDM/UDR is updated to include the S-NSSAI or DNN, for which the credentials have been provisioned. For example, the AF/E-PS (external provisioning server) can activate or provision the network (e.g. UDM/UDR) via the exposed network provisioning capabilities via NEF.
-	The UE NAS configuration is updated by using existing procedures when the Subscription Data changes (i.e. no impacts to the UE are required).
[bookmark: _Toc43392838][bookmark: _Toc43475637][bookmark: _Toc43476013]6.38.2	High Level Description
The solution uses the principles from clause 6.38.1.
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Figure 6.38.3-1 shows the procedure for provisioning of the (user) identities and credentials for the secondary authentication and authorisation (SAA) to allow the UE to use the PNI-NPN. The PNI-NPN customer is shown as AF/E-PS (external provisioning server).
The procedure shows two alternatives for provisioning of the UE: 
[bookmark: _GoBack]-	User Plane (UP) provisioning which includes step 8A b) and step 9; and
-	Control Plane (CP) provisioning which includes either step 8A a) or step 8B. 


 
Figure 6.38.3-1: Procedure for provisioning of identities and credentials for PNI-NPN requiring NSSAA or secondary authentication for a DNN
0.	The UE has subscription for the PLMN.
1.	The service provider (e.g. AF/E-SP) has a contract with the network operator to provide specific service (e.g. service ID#x) to a group of devices/UEs. In Alternative A (step 1a), the AF/E-PS uses the service-level agreement (SLA) to request a service subscription and the AF/E-PS can implicitly subscribe to notifications when the UE is reachable. In Alternative B (step 1b), the AF/E-PS subscribes with the 5GS (e.g. UDM/UDR) to be notified when a UE (identified by external ID) becomes is reachable.
2.	The UDM/UDR stores UE Subscription Data where the parameters S-NSSAI#x/DNN#x related with the PNI-NPN requiring SAA should be "inactive" in the subscription data, i.e. S-NSSAI#x/DNN#x should not be included in the UE subscription data sent to the AMF.
3–6.	Registration procedure according to TS 23.502. It is noted that in step 5 the UDM does not include the S-NSSAI#x/DNN#x in the UE Subscription Data.
7.	The UDM/UDR notifies the AF/E-PS about the UE reachability.
8.	The AF/E-PS initiates a C-plane procedure to update/provision the UE with identity and security parameters for SAA.
In In alternative 8A: the AF can initiate Device Triggering procedure towards the UE. The communication between the AF and UE is on the path AF <-> NEF <-> AMF SMS-SC <-> UE. The AF can eitherperform one of the following: 
a)	send to the UE the (user) identity and credentials for SAA, which is considered as control plane (CP) provisioning, or 
b)	trigger an application in the UE to perform application-level signalling for triggering of UP provisioning (step 9). The AF may additionally send to the UE the external provisioning server (E-PS) address and Authentication Token to allow the application in the UE to trigger UP communication with the PS. 
[bookmark: _Hlk41080692]In alternative 8B: the communication between the AF and UE is on the path AF <-> NEF <-> UDM <-> UE. The signalling between the UDM <-> UE is via the AMF and is similar to the UE parameters update procedure, which may be updated to carry user identity and credentials for SAA.
9.	[conditional] If required step 8A case b) is performed, the UE (e.g. an application in the UE) can perform application-level signalling triggered by step 8A, whereby the identity and security parameters needed for the SAA are provisioned in the UE. The UE needs to first establish a PDU Session before sending the application-level signalling.  During this step, the application in the UE may use the E-PS server address received in step 8A to establish the communication with the E-PS. In addition, the E-PS may first trigger an authentication procedure with the application in the UE and the application uses the Authentication Token received in step 8A. 
NOTE:	The use of E-PS address and Authentication Token in the Device Triggering procedure in step 8A and in step 9 do not impact the network entities and the UE, as this is an application container information. 
In the UE, the security parameters should be associated with a service subscription identified by service ID (e.g. application ID, S-NSSAI, DNN) in order to allow the UE to differentiate among multiple sets of security parameters. The AF/E-PS can learn the service ID for the subscribed service during step 1 when the service is provisioned in the network. In such case, the AF/E-PS includes the service ID in the U-plane signalling exchange.
10.	After the successful provision of the identity and credentials for SAA in the UE, the AF/E-PS initiates a procedure to activate the service subscription (identified by ID#x) status in the UDM/UDR.
11.	The UDM/UDR activates the service subscription associated with identifier ID#x in the UE's subscription data. The UDM/UDR is able to map the service subscription identifier ID#x with the corresponding parameters S-NSSAI#x/DNN#x.
12.	The UDM/UDR initiates procedure to update the UE Subscription Data in the corresponding NFs, specifically to add the NSSAI#x/DNN#x in the Subscription Data for AMF.
13.	The AMF performs UCU procedure to update the configured NSSAI with registration required.
14.	The UE performs Registration procedure including an update Requested NSSAI. The target AMF (if AM relocation is required) performs the NSSAA procedure for S-NSSAI#x
This procedure can be also performed in case when the authorization of the UE in the AF/E-PS expires and the AF/E-PS can deactivate the service subscription associated with S-NSSAI#x in the UDM/UDR. After the UE is updated via application-level signalling (e.g. step 9) or via steps 8A a) or 8B, the AF/E-PS can activate or deactivate the service subscription associated with S-NSSAI#x in the UDM/UDR.
[bookmark: _Toc43392840][bookmark: _Toc43475639][bookmark: _Toc43476015]6.38.4	Impacts on services, entities and interfaces
-	Impacts Tto UDM/UDR:
-	In case of CP provisioning, Tthe UE parameters update procedure may be updated to carry identities and credentials for SAA;
-	Expose the capability to NEF to activate or deactivate a service subscription associated with a particular S-NSSAI/DNN.
-	Impacts Tto NEF:
-	Expose capability to AF-/E-PS to activate or deactivate a service subscription.
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