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1	Discussion
This discussion paper focus on deriving the basic principles across all the user plane solutions agreed so far in TR 23.007-07 addressing key issue for the onboarding and provisioning for SNPN.
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SO = PNI-NPN



For the case where the SO is a SNPN, we propose provisioning via UP as focus for Rel-17 as we see minimal system impact with this approach even for the generic scenario. Generic scenario here is:  O-SNPN and SO-SNPN are different networks, PS and DCS owned by different entities. 

Proposal 1 : For the case where subscription owner is SNPN, propose provisioning via UP as focus for Rel-17.

In this paper, we aim to evaluate the user plane solutions for UE Onboarding and provisioning where the subscription owner is an SNPN. In this process, we analyse how each of the solution address the following questions to solve component 1 and component 2 described in KI#4 (clause 5.4.1):
a) How to identify the Provisioning Server?
b) How does the Provisioning Server select SO-SNPN?
c) How does the O-SNPN access the DCS?
d) How is the initial access to O-SNPN performed ? 
e) What is the authentication procedure used for onboarding registration?

Solution 5 : 
a) PS identity is preconfigured in the UE (Step A in clause 6.5.3.1) or PS identity is manually entered by the user (Step B in clause 6.5.3.1) or the SO-SNPN may provide the PS identity to the UE in PDU Session Establishment Accept as PCO paramter. If the UE does not have stored PS identity, the UE constructs a well known FQDN to perform PS discovery.
b) UE is preconfigured with the identity of the SO-SNPN or SO-SNPN identity is manually entered by the user or PS determines the SO-SNPN by comparing the UE identity with a configured onboarding list. 
c) UE includes DCS identity in the configuration PDU session establishment Request which is used by the SMF for PDU session estb auth/authentication (clause 4.3.2.3) with the DCS.
d) The NG-RAN indicates this support in the SIB as “Support for onboarding” indicator.
e) No primary authentication (cf. RLOS); During configured PDU session establishment, secondary authentication is performed with DCS.

Solution 27 :	
a) The identity of the PS is provided by the DCS. The AMF of the O-SNPN selects an SO-SNPN provided by the DCS and contacts the PS in the SO-SNPN.
b) DCS is provisioned with the identity of SO-SNPN; Identity of the SO-SNPN for the UE is retrieved by the O-SNPN from the DCS; The SO-SNPN selects if CP or UP provisioning is to be used, based on UE capabilities, SLA; PS is owned by the SO-SNPN.
c) The ON inspects the UE certificate, selects the DCS of the device manufacturer, and contacts the DCS for authenticating the UE. 
d) The NG-RAN indicates this support in the SIB as “Support for onboarding” indicator.
e) Primary authentication is required.

Solution 29 :
a) Same as solution 5
b) Same as solution 5
c) Same as solution 5
d) UE is provisioned with temporary Network Identifier/Network readable name for Onboarding in addition to default UE credentials and device identifier. Before onboarding is performed, SO-SNPN selects what O-SNPN will be used to onboard the UE and provides the O-SNPN with a temporary Network Identifier/Network readable name for Onboarding. The UE will then select the O-SNPN that is broadcasting the temporary Network Identifier/Network readable name for Onboarding. RAN broadcasts temporary Network Identifier/Network readable name instead of a one bit indicator "Support for onboarding" as described in solution 5.
e) Same as solution 5

Solution 35:
a) Same as solution 5 
b) Same as solution 5
c) SO-SNPN owns the DCS i.e., UDM in SO-SNPN plays the role of DCS.Since the SO has ownership of on-boarding UE, the solution assumes that the SO could get the UE's default UE credential (e.g. out of band method, for example, by scanning QR code on the on-boarding UE, reading from USB flash from device vendor, etc.), and configures it in its UDM. 
d) Same as solution 5, except UE constructs SUCI based on unique ID and on-boarding information (RAN broadcasts on-boarding information). Only credential is sent over user plane while the configuration information is sent over control plane
e) Primary authentication is required.

Solution 33 :
a) eUICC platform in the role of PS.
b) eUICC platform in the role of PS.
c) eUICC platform in the role of DCS.
d) Obtain initial IP connectivity using default operator profile stored in the eUICC in the UE.
e) Authentication based on the default operator profile in eUICC.

Solution 31(Case 2 - ON is an SNPN) :
a) PS address controlled by the ON network as local configuration information used by the SMF during PDU session establishment procedure.
b) Not described in the solution, how the PS selects the SO-SNPN. Nor is this information provided from the UE.
c) AAA-S = DCS. During initial registration, the AMF in ON performs the authentication between UE and DCS using default UE credentials.
d) UE is provisioned with default configuration at manufacture which includes (for each onboarding SNPN) PLMN+NID ID, priority and optionally subscribed SO ID. ON broadcasts PLMN+NID ID, support of UE onboarding, Supported SO-ID list. During PDU session establishment, the AMF selects an SMF that supports onboarding based on local configuration. The SMF obtains the local configuration instead of retrieving the subscription data from UDM. The local configuration includes the restriction information of the PDU Session for the purpose of performing remote provisioning.
e) Primary authentication is required.

Solution 37 :
a) UE is provisioned with default configuration UE identity, default UE credentials, default OPF address, optional list of ON SNPN. OPF (Onboarding and provisioning function) performs the function of DCS and PS.
b) The Onboarding and Provisioning Function (OPF) is pre-configured with UE provisioning data, e.g. subscriber identifier, individual credential, etc.
c) The default OPF address is used for O-SNPN to discover the OPF which can provide the O&P service for the UE.
d) Same as solution 5 with prmary authentication.
e) Primary authentication is required. New interfaces need to be defined between AMF and OMF, between two OMFs.

Solution 39 :
a) As part of the agreement between the UE manufacturer and the HPLMN, the UE subscription in the HPLMN allows access to a DN that provides connectivity to the Provisioning Server;The UE subscription corresponding to the USIM profile contains a default Subscribed S-NSSAI and a default DNN that are appropriate to reach the Provisioning Server; consequently a PDU Session that provides access to the Provisioning Server is established without the UE having to indicate any NSSAI or DNN information;The HPLMN provides the GPSI of the UE subscription to the Provisioning Server e.g. using header enrichment and the provisioning server relies on the GPSI to identify the UE.
b) Same as solution 5 except the Provisioning Server determines the future SNPN by comparing the GPSI with a configured onboarding list.
c) The UDM in the HPLMN plays the role of DCS.
d) The UE is configured with Default credentials in USIM to attach to any PLMN in which the UE can register with the Default credentials, i.e. an Onboarding Network (ON);It is assumed that the UE manufacturer has a business relationship with one PLMN operator (referred to as HPLMN in the solution);performs normal PLMN selection, registers and establishes a PDU Session using normal procedures. 
e) Primary authentication with HPLMN is required.

Solution 40 :

a) -
b)  Out of scope.The provisioning server pushes the UE's credentials to the UE. The desired SNPN stores UE's credentials in UDM, the provisioning server pushes the UE's credentials to the SNPN's UDM via the NEF.
c)  (Remote attestation Procedures architecture IETF)UE connects to PS over application layer protocol. This contains UE identity, attestation token. The PS (acts as a relay) forwards the attestation token to DCS for verification.
d) Same as solution 5. Obtain network connectivity for the UE that can communicate with PS.
e) Same as solution 5.
[bookmark: _Toc510607461]2	Proposal
It is proposed to update TR 23.700-07 as indicated below.
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7.X.1	User plane based solutions 
Solution 5 : 
· PS identity is preconfigured in the UE (Step A in clause 6.5.3.1) or PS identity is manually entered by the user (Step B in clause 6.5.3.1) or the SO-SNPN may provide the PS identity to the UE in PDU Session Establishment Accept as PCO paramter. If the UE does not have stored PS identity, the UE constructs a well known FQDN to perform PS discovery.For example, provisioning-server.3gpp.org, ps-onborading.snpn.3gpp.org .
· UE is preconfigured with the identity of the SO-SNPN or SO-SNPN identity is manually entered by the user or PS determines the SO-SNPN by comparing the UE identity with a configured onboarding list. 
· UE includes DCS identity in the configuration PDU session establishment Request which is used by the SMF for PDU session estb auth/authentication (clause 4.3.2.3) with the DCS.
· The NG-RAN indicates this support in the SIB as “Support for onboarding” indicator.
· No pPrimary authentication is performed during registration(cf. RLOS); During configured PDU session establishment, secondary authentication is performed with DCS.

Solution 27 :	
· The identity of the PS is provided by the DCS. The AMF of the O-SNPN selects an SO-SNPN provided by the DCS and contacts the PS in the SO-SNPN.
· DCS is provisioned with the identity of SO-SNPN; Identity of the SO-SNPN for the UE is retrieved by the O-SNPN from the DCS; The SO-SNPN selects if CP or UP provisioning is to be used, based on UE capabilities, SLA; PS is owned by the SO-SNPN.
· The ON inspects the UE certificate, selects the DCS of the device manufacturer, and contacts the DCS for authenticating the UE. 
· The NG-RAN indicates this support in the SIB as “Support for onboarding” indicator.
· Primary authentication is required.

Solution 29 :
· Same as solution 5
· Same as solution 5
· Same as solution 5
· UE is provisioned with temporary Network Identifier/Network readable name for Onboarding in addition to default UE credentials and device identifier. Before onboarding is performed, SO-SNPN selects what O-SNPN will be used to onboard the UE and provides the O-SNPN with a temporary Network Identifier/Network readable name for Onboarding. The UE will then select the O-SNPN that is broadcasting the temporary Network Identifier/Network readable name for Onboarding. RAN broadcasts temporary Network Identifier/Network readable name instead of a one bit indicator "Support for onboarding" as described in solution 5.
· Same as solution 5

Solution 35:
· Same as solution 5 
· Same as solution 5
· SO-SNPN owns the DCS i.e., UDM in SO-SNPN plays the role of DCS.Since the SO has ownership of on-boarding UE, the solution assumes that the SO could get the UE's default UE credential (e.g. out of band method, for example, by scanning QR code on the on-boarding UE, reading from USB flash from device vendor, etc.), and configures it in its UDM. 
· Same as solution 5, except UE constructs SUCI based on unique ID and on-boarding information (RAN broadcasts on-boarding information). Only credential is sent over user plane while the configuration information is sent over control plane
· Primary authentication is required.

Solution 33 :
· eUICC platform in the role of PS.
· eUICC platform in the role of PS.
· eUICC platform in the role of DCS.
· Obtain initial IP connectivity using default operator profile stored in the eUICC in the UE.
· Authentication based on the default operator profile in eUICC.

Solution 31(Case 2 - ON is an SNPN) :
· PS address controlled by the ON network as local configuration information used by the SMF during PDU session establishment procedure.
· Not described in the solution, how the PS selects the SO-SNPN. Nor is this information provided from the UE.
· AAA-S = DCS. During initial registration, the AMF in ON performs the authentication between UE and DCS using default UE credentials.
· UE is provisioned with default configuration at manufacture which includes (for each onboarding SNPN) PLMN+NID ID, priority and optionally subscribed SO ID. ON broadcasts PLMN+NID ID, support of UE onboarding, Supported SO-ID list. During PDU session establishment, the AMF selects an SMF that supports onboarding based on local configuration. The SMF obtains the local configuration instead of retrieving the subscription data from UDM. The local configuration includes the restriction information of the PDU Session for the purpose of performing remote provisioning.
· Primary authentication is required.

Solution 37 :
· UE is provisioned with default configuration UE identity, default UE credentials, default OPF address, optional list of ON SNPN. OPF (Onboarding and provisioning function) performs the function of DCS and PS.
· The Onboarding and Provisioning Function (OPF) is pre-configured with UE provisioning data, e.g. subscriber identifier, individual credential, etc.
· The default OPF address is used for O-SNPN to discover the OPF which can provide the O&P service for the UE.
· Same as solution 5 with prmary authentication.
· Primary authentication is required. New interfaces need to be defined between AMF and OMF, between two OMFs.

Solution 39 :
· As part of the agreement between the UE manufacturer and the HPLMN, the UE subscription in the HPLMN allows access to a DN that provides connectivity to the Provisioning Server;The UE subscription corresponding to the USIM profile contains a default Subscribed S-NSSAI and a default DNN that are appropriate to reach the Provisioning Server; consequently a PDU Session that provides access to the Provisioning Server is established without the UE having to indicate any NSSAI or DNN information;The HPLMN provides the GPSI of the UE subscription to the Provisioning Server e.g. using header enrichment and the provisioning server relies on the GPSI to identify the UE.
· Same as solution 5 except the Provisioning Server determines the future SNPN by comparing the GPSI with a configured onboarding list.
· The UDM in the HPLMN plays the role of DCS.
· The UE is configured with Default credentials in USIM to attach to any PLMN in which the UE can register with the Default credentials, i.e. an Onboarding Network (ON);It is assumed that the UE manufacturer has a business relationship with one PLMN operator (referred to as HPLMN in the solution);performs normal PLMN selection, registers and establishes a PDU Session using normal procedures. 
· Primary authentication with HPLMN is required.

Solution 40 :
· Out of scope.The provisioning server pushes the UE's credentials to the UE. The desired SNPN stores UE's credentials in UDM, the provisioning server pushes the UE's credentials to the SNPN's UDM via the NEF.
· (Remote attestation Procedures architecture IETF)UE connects to PS over application layer protocol. This contains UE identity, attestation token. The PS (acts as a relay) forwards the attestation token to DCS for verification.
· Same as solution 5. Obtain network connectivity for the UE that can communicate with PS.
· Same as solution 5.

* * * * Next Change * * * *
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Editor’s Note: These are interim conclusions for Key Issue #4.
UE onboarding for SNPN (Component 1 of KI#4)
-	The following principles are recommended for normative work addressing component 1 and component 2 (SNPN case) of the key issue where the onboarding network is an SNPN:
Provisioning via user plane solution is used when the subscription owner is an SNPN for Rel-17.
UE sends to O-SNPN any information it has to assist PS and SO-SNPN selection. This may include a PS identity, an SO-SNPN  identity, both or neither. This information is included in the Configuration PDU Session Establishment Request.
O-SNPN takes the UE-provided information into account, makes a decision (e.g. to possibly override the device’s choice) and optionally provides PS and SO-SNPN selection information in the Configuration PDU Session Establishment Accept. This may include a PS identity, an SO-SNPN identity, both or neither.
The PS and/or SO-SNPN identity provided by the network overrides any PS and/or SO-SNPN identity stored in the device.
If upon reception on Configuration PDU Session Establishment Accept the device still does not have a PS identity, the device uses a well-known FQDN to perform PS discovery. 
	Comment by zhuhualin (A): This bullet duplicate another bullet as below:
“-	Primary authentication by O-SNPN is always needed unless SA3 decides that absence of primary authentication should also be allowed for onboarding;
NOTE:	The decision on whether primary authentication is required during initial access to the O-SNPN is dependent on SA3 feedback. 
”
Editor’s note: In order to support UE onboarding using Default UE credentials and O-SNPN as the Onboarding Network (ON) the distribution of security functions between the O-SNPN and SO-SNPN should be decided by SA3, e.g. whether and how to support the primary authentication based on default credential in case DCS is deployed or not;
· 
· Onboarding Network (ON) is a role that can be assumed by the SO-SNPN or by a network different than SO-SNPN. In other words, O-SNPN and SO-SNPN could be the same SNPN or O-SNPN and SO-SNPN can be different.	Comment by Nokia: It is quite confusing if you overload the term O-SNPN. The onboarding network role is something that can be assumed by either O-SNPN or SO-SNPN. They can be the same SNPN or different. Use O-SNPN for the case it is different from SO-SNPN – when you are referring to onboarding only, just use ON.

	Comment by zhuhualin (A): Whether DCS should interact with O-SNPN or SO-SNPN is related to security issue, should be decided after response from SA3.
[bookmark: _Hlk49419081]Editor’s note: 	DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not aware of the result of authentication procedure but perform remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure.  As a result, the SO-SNPN is aware of the result of authentication procedure and perform remote provisioning. SA3 needs to evaluate the two above mechanisms from security perspective and provide feedback. 

-	Primary authentication by O-SNPN is always needed unless SA3 decides that absence of primary authentication should also be allowed for onboarding;
Editor’s Note:	The decision on whether primary authentication is required during initial access to the O-SNPN is dependent on SA3 feedback. 
[bookmark: _Hlk49255846]-	The SNPN, which directly interacts with DCS,O-SNPN determines the DCS identity based on the realm part of the user UE SUPIidentity. Alternatively, the UE provides the DCS identity as a separate parameter. The separate parameter identifying the DCS is included in the Registration Request during the Initial Registration (if primary authentication is required) and/or in the Configured PDU Session Establishment Request.	Comment by Nokia: How does the O-SNPN identify the SO-SNPN, eventually the right Provisioning server? How does the UE get the address for the right Provisioning server? This is not addressed at all in this paper.	Comment by zhuhualin (A): Whether it is O-SNPN or SO-SNPN is releated to the Editor’s note to SA3 and need to be decided in later meeting. 
Editor’s Note:	It is FFS whether some alternative way to identify the DCS is to be added.

-	The NG-RAN of the O-SNPNOnboarding network includes information in the SIB so that the UE can discover the O-SNPN a SIB indicator to indicate support for Onboarding. 
-	The UE selects an O-SNPN based on the Onboarding support indicatorinformation that is broadcast by the NG-RAN in the SIB and indicates in Registration procedure this is only for on-boarding service.. During Registration procedure, the UE provides an RRC indication that can be used by the NG-RAN to select an AMF for onboarding and an indication in the Registration Request indicating that the registration is for restricted onboarding service only.


Editor’s Note: 	It is FFS whether additonal information is required to ensure that the UE discovers the correct O-SNPN for connecting to the right SO-SNPN (e.g. should NG-RAN indicate whether onboarding is supported on a per SO-SNPN basis is FFS?).
 Editor’s Note: 	Whether new RRC information is needed or existing RRC information can be used (e.g. NSSAI information) for an AMF selection during Registration procedure is FFS.
[bookmark: _Hlk49347906]-	Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible and does not require any further standardisation work.


-	The UE may initiate de-registration from the on-boarding network after finishing the remote provisioning or the on-boarding 5G network initiates the de-registration after successful completion of onboarding;;
Editor’s note: 	It is FFS whether the UE or network shall initiate deregistration upon completion of onboarding.

UE Onboarding for PNI-NPN (Component 1 of KI#4)
-	No enhancement for the UE onboarding (component 1 of KI#4) with PLMN credentials used for primary authentication and PLMN network selection are needed for the case of PNI-NPN credentials provisioning. 
* * * * End of Change * * * *
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