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Abstract of the contribution: This contribution proposes a way forward to select EAS for all the PDU session models when communication between UE and 3rd Party Provider/mobile network is encrypted.
1
Introduction
This contribution focuses on solution where the DNS resolver in operator or 3rd Party Provider (3PP) domain is encrypted. Encrypted DNS in 3rd Party Provider domain introduces the most limiting options. Many vertical applications and private enterprises use mechanisms where only limited data is shared. KI#1 solutions to support this class of application domains are analysed in this contribution.
2
Discussion

Applications that need privacy such as in enterprises or vertical applications rely on network to disclose the least amount of information while still providing enhanced capabilities to select the “closest” application server. The general principle is that of minimum trust and least privilege. For KI#1, discovering an EAS using DNS in such cases use encryption (DoH and DoT) between the UE and the DNS resolver. In many cases, the DNS resolver is in a 3rd party network. 5GC and the UE should support PDU session setup for different connection models, encrypted DNS resolver in the network and the different models for DNS stub resolver in the UE. This contribution provides an evaluation of solutions that address the impacts with respect to privacy.



	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	









	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	








3. 


Proposal

It is proposed to include the following updates in TR 23.748.
* * * * Start Changes * * * *
7
Overall Evaluation

7.1
Evaluation for KI#1
7.1.X
Privacy Considerations

Applications that use encrypted messaging, including for DNS resolution, cannot be inspected on path to reconfigure the user plane for an optimal path. Thus, configuration of parameters and procedures to establish an optimal PDU session for all connection modes should be managed on an E2E basis.
For various scenarios, 5GC and application providers may have different levels of trust and agreements to cater to regulatory requirements and privacy of data. When privacy regulations require data to be located within an area, transfer of data to 3rd party provider should be bounded to that area. One common point to handle this is with policies at external boundaries in the routing domain (N6 interface). There should be no direct impacts to the solutions proposed here.
When data privacy concerns require that no data, including DNS traffic maybe be observed in-transit between the UE and the network DNS resolver in a 3rd party/application domain, solutions for selecting the DNS resolver as well as for forwarding application data should not reveal any additional information than in the packet headers. Thus, in all cases, E2E encryption of DNS and application packets is required.
In privacy mode, DNS stub resolvers in the UE may be per application, or implemented in the OS per policy domain or system wide and these resolvers may have different behavior of TTL and caching. When the network DNS resolver is in 3rd party network, fine grained coordination across 5GC and application domain is not possible. Thus, DNS maybe provisioned to return the same answer for an FQDN while N6 routing updates and AF influenced routing (sol#22, 3a) can be used to select the “closest” server instance. This is applicable for all the connectivity scenarios.
Placement and details of the network DNS resolver in 5GC or 3rd party network should use the recommendations in sections 7.X.1 (S2-2005366), 7.X.2 (S2-2004949) and 7.X.3 (S2-2004950).












* * * * End of Changes * * * *
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