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1	Overall description
In TR 23.748, there is a solution 22, which is potentially selected for SID conclusion, solves the DNS based EAS discovery for session breakout scenario. During the discussion, there are security concerns raised for option 2 and option 3 of solution22.

1) For option2, when UE is configured with C-DNS address, the DNS query will be intercepted by LDNSR instead of C-DNS. LDNSR will replace DNS query target IP address from C-DNS address to L-DNS address, which is inside UE's packet.
2) For option3, when the UE is configured with C-DNS or LDNSR address, the DNS query offloaded to local DN will be intercepted by local DNS resolver. The local PSA UPF is responsible for the packet transfer from 5GS to local DNS resolver by N6 tunnel or by changing DNS query IP address which is inside UE's packet. 

In the above two options, the DNS query is intercepted by LDNSR/local DNS resolver which is not intent for, and the UE’s DNS query packet is also changed.

SA2 would like to check with SA3 whether there isare security risk in the above two methodssolution 22 of TR 23.748.
2	Actions
To SA3

[bookmark: _GoBack]ACTION: SA2 requests SA3 to review above two options of the solution #22 in TR 23.748 and kindly informs SA2 if some security concerns exist.
3	Dates of next TSG SA WG2 meetings
TSG-SA2 Meeting#141E		20 October    2020			TBD 
TSG-SA2 Meeting#142E		1 December   2020			TBD




