SA WG2 Temporary Document

Page 3

3GPP TSG-WG SA2 Meeting #140E e-meeting
S2-200xxxx
Elbonia, August 19 – Sep 02, 2020
(revision of S2-200xxxx)
Source:
Huawei, HiSilicon
Title:
KI #4: Evaluation and conclusion for PNI-NPN on-boarding
Document for:
Approval

Agenda Item:
8.2
Work Item / Release:
[FS_eNPN] / [Rel-17]
Abstract: This contribution provide the evaluation and conclusion for PNI-NPN on-boarding. 
1. Introduction/Discussion
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-07 V0.4.0. 
* * * * First change * * * *

7
Evaluation

7.X
Key Issue #<X>: <Key Issue Title>

Editor's note:
This clause will provide a general evaluation and comparison of the solutions per Key Issue #<X>.
7.X.1
Evaluation for PNI-NPN on-boarding
Currently, solution 7, 28, 32, 38 cover PNI-NPN on-boarding. Technically, these four solutions can be distinguished based on the five aspects described below: 
1) How to provide the credentials to UE? (CP or UP based?)
Sol #7: The PS provide the credentials to UE via user plane.
Sol #28: The provisioning server provides the credential to UE via UP or CP.
[Evaluation]: Additional complexity to support both CP and UP without any benefits.
Sol 32#: The UDM may or may not receive the credentials from PS before UE registration. In case UDM store the credentials, UDM provide the credential to UE via CP along with the combined S-NSSAI for PNI-NPN. In case UDM doesn’t store the credentials, UDM request the credentials from the PS on-demanding and provide the credential to UE via CP along with the combined S-NSSAI during remoting provisioning procedure. 
[Evaluation]: comparing to UP based solution, CP based solution will introduce impacts to NAS protocol and corresponding procedure to deliver credentials to UE via CP. 

Editor’s Note: this should be confirmed by SA3.
Sol #38: Provided by Provision server via CP or UP to UE.
[Evaluation]: Additional complexity to support both CP and UP without any benefits.
2) In case of UP based solution to provide the credentials to UE, how to provide the DNN/PS address to access Provisioning server to UE?
Sol #7: Preconfigured in PLMN and provided to UE if requested by UE based on the triggering, e.g. UE doesn’t store the credential for slice which requested by UE/User. 
Sol #28: Preconfigured in 5GC and push to UE using R16 procedure along with the subscription data during registration procedure.
Sol #32: N/A
Sol #38: Not mentioned
3) How to update the subscription data (DNN/NSSAI for PNI-NPN) in PLMN UDM?
Sol #7: Preconfigure the static subscription data, e.g. DNN/NSSAI/CAG_info for PNI-NPN, in UDM and activate it after successful on-boarding authentication;
PS update the dynamic subscription data, e.g.QoS information requested by NPN admin, to UDM after successful on-boarding authentication.
[Evaluation]: In most case, static subscription data is enough for on-boarding. However, in some other case, the NPN admin may update the dynamic subscription data, e.g. QoS information requested by NPN admin. 
Sol #28: Preconfigured in 5GC before UE registration by NPN admin.
[Evaluation]: 
1. Vertical admin needs to provide the corresponding subscription data to UDM for each UE beforehand. It increase the operation workload for the vertical admin. 
2. Security issue may exists since UE’s subscription is provided/updated by vertical admin before UE is verified by vertical admin. 
Editor’s Note: this should be confirmed by SA3.
Sol #32: UDM may or may not receive the subscription data (combined S-NSSAI) from PS before UE registration. In case UDM doesn’t receive the subscription data from PS before UE registration, UDM request the subscription data from the PS on-demanding.
[Evaluation]: in the case that UDM receive the subscription data (combined S-NSSAI) from PS before UE registration, security issue may exists since UE’s subscription is provided/updated by vertical admin before UE is verified by vertical admin. 

Editor’s Note: this should be confirmed by SA3.
Sol #38: Preconfigured in 5GC before UE registration with “inactive” state and be “activated” after provisioning.
[Evaluation]: The use case that PS dynamic provide the parameters as subscription data to UDM is not supported, e.g. QoS parameter to access vertical service.
4) How to update the subscription data to UE including DNN/NSSAI for PNI-NPN?

Sol #7: When the subscription data in UDM is updated or activated by PS, the UDM provide the subscription via UCU to UE.
Sol #28: Preconfigured in 5GC and push to UE using R16 procedure during UE registration.
[Evaluation]: 
1. Security issue may exists since UE’s subscription is provided/updated by vertical admin before UE is verified by vertical admin. 

Editor’s Note: this should be confirmed by SA3. 

2. The solution requires the subscriptions are pre-configured in UDM for each UE before UE registration and updated to UE during UE registration, which cause redundant signalling, if the UE doesn’t request onboarding. 

Sol #32: UDM may or may not receive the subscription data (combined S-NSSAI) from PS before UE registration. 

In case UDM store the subscription data, UDM provide the subscription data to UE via CP along with the credential. In case UDM doesn’t store the subscription data, UDM request the subscription data from the PS on-demanding and provide the subscription data to UE via CP along with the credential.

[Evaluation]: in the case that UDM receive the subscription data (combined S-NSSAI) from PS before UE registration, following issue exists: 

1. Security issue may exists since UE’s subscription is provided/updated by vertical admin before UE is verified by vertical admin. 

Editor’s Note: this should be confirmed by SA3. 

2. The solution requires the subscriptions are pre-configured in UDM for each UE before UE registration and updated to UE during UE registration, which cause redundant signalling, if the UE doesn’t request onboarding.
Sol #38: Subscription data in UDM is updated by PS during remote provisioning procedure and provide them to UE via CP.
5) Is on-boarding authentication supported, which let vertical verify whether the UE is allowed for PNI-NPN onboarding and remote provisioning?
Sol #7: Yes, on-boarding authentication is supported.
Sol #28: No

[Evaluation]: there may exists security issue since the vertical doesn’t verify the UE but provide the UE subscription data to UDM. 
Editor’s Note: this should be confirmed by SA3.
Sol #32: PNI-NPN provisioning platform can check validity of the device

[Evaluation]: Is this authentication or authorization? The solution may need further clarification.
Editor’s Note: this should be confirmed by SA3.
Sol #38: No

[Evaluation]: there may exists security issue since the vertical doesn’t verify the UE but provide the UE subscription data to UDM. 
* * * * Second change * * * *

8
Conclusions

8.X
Key Issue #<X>: <Key Issue Title>

Editor's note:
This clause will capture conclusions for Key Issue #<X>.

8.X.1
Conclusion for PNI-NPN on-boarding
Based on the evaluation in clause 7 for PNI-NPN on-boarding, the conclusions are listed below:
· The UE registers to the PLMN and requests to fetch credentials for secondary authentication and/or slice authentication.  

· The credential owner may verify whether the UE is allowed to be provisioned with the credentials for secondary authentication and/or slice authentication. 
· Editor’s Note: This need to be confirmed by SA3. 

· If the credential owner successfully verifies the UE rights to be provisioned with credentials for secondary authentication and/or slice authentication, then 

· The UE shall receive the credentials from PS for secondary authentication and/or slice authentication over UP or CP.
· Editor’s Note: SA3 shall evaluate the above bullet. 
· The subscription data should be activated (if preconfigured in UDM)/updated in UDM and the activated/updated subscription data should be provisioned to UE over CP using existing UCU procedure.

· The UE performs secondary authentication and/or slice authentication using the received credentials and the updated subscription.
* * * * End of changes * * * *[image: image1.png]
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