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In Solution 10 of TR 23.754, v0.2.0, certain Editor's notes were in place. This pCR intends to address those Editor's notes as follows:-
For the Editor's note:
It if FFS if and how the solution works with EPS.

Descriptions of how this solution will work in EPS has been added.
For the Editor's note:
How this solution applies when the UAV registration with UTM and the CAA takes place out of band (e.g. without using the 3GPP system) is FFS.

It is elaborated that when the CAA-Level UAV ID has been issued to the UAV out of band and before UAV's registration to 3GPP, the device will include this CAA-Level UAV ID when performing the registration procedure to the 3GPP system.
For the Editor's note:
Since the USS/UTM is not contacted at each registration procedure, it is FFS as to when the 5GS decides to contact the USS/UTM to verify the UAV authorization, and how the 5GS knows whether it needs to contact the USS/UTM or not for a UAV.

Descriptions already exist that 5GC does the contact to the USS/UTM to verify UAV authorization only at initial registration. The decision to do the check with USS/UTM is when the 5GC either does not yet have a context for that UAV or if it receives the registration with a CAA-Level-ID and the UE's context if it has it has no record of having a CAA-Level_ID. Further clarifications added thus, to indicate that this contact is not done for periodic updates and mobility updates when the 5GC already has context of UAV.
For the Editor's note:
It is FFS how the 5GC determine which UTM function to contact.

Descriptions added on how 5GC determines which USS/UTM to contact, using similar techniques to Solution 3, 5, 6 and 7, i.e using UAV provided CAA-Level UAV ID, if available, or using UE subscriptions checks and local configurations and SLAs. 
For the Editor's note:
It is FFS whether the AMF shall trigger the USS/UTM registration check needs to be triggered everytime the UAV includes the UAV Classmark and not triggered when the UAV Classmark is not included.
This editor's note is resolved the same way as the 3rd editor's note above.
For this Editor's note:
Impacts on the actual registration procedure in terms of delays of contacting and external function, the USS/UTM, during the registration procedure are FFS.

In SA2#139E when this editor's note was put in place, our understanding was that there is a concern of a continued serach for the correct USS/UTM and that delay bring uncertainty about performing the registration procedure. In this pCR, we have clarified that discovery of the USS/UTM by the AMF and so that concern of continued search is resolved.
It is our further understanding that this editor's note is to also cover the concern of the solution proposes that 5GC contacts the USS/UTM duringteh 3GPPregistration procedure and that the USS/UTM will then be doing a secondary authentication with the UAV and this will lead to excessive delay and that the 3GPP registration procedure can thus timeout. This concern of doing secondary authentication within the 3GPP registration had been discussed in the past and resulted in LS exchange between SA2 and CT1 in S2-1813359 and S2-1901425.
It is now clarified that no secondary authenctication between UAV and USS/UTM is intended when the 5GC on receiving the initial registration request from the UAV, contacts to the USS/UTM is a verification check of UAV. Further, it should be clear that the NAS in UAV is not asked to suspend the registration procedure while 5GC contacts the USS/UTM – which is what was discussed in S2-1813359 and S2-1901425.

To go even further, it should be noted that in TS 24.301 and TS 24.501 there are precedence in CT1 to extend the timouts for the attach and registration procedures (i.e T3410 and T3510 respectively) for certain kinds of UEs due to likely delays in registration procedures. So it should be left to CT1 to consider if the set precedence of increasing T31410 and T3510 is to be done for UAV, just as CT1 will need to access these timers for other Rel-17 features such as, for example, satellite access.
For the Editor's note:
It is FFS how the UAV can be registered for services in addition to those related to aviation functions if the USS/UTM authorization fails.

Descriptions provided for the case that 3GPP registration is successful but the USS/UTM authorization/registration fails. These descriptions elaborate that the decision is made then by the 3GPP system to allow or not allow the 3GPP registration to continue.

Proposal

It is proposed to update Solution 10 in the TR 23.754, v0.2.0, as detailed below.
* * * Start of Change * * * *

6.10
Solution 10: Control Plane based Registration of UAV and issuance of CAA-Level UAV Identity for Remote Identification and Tracking
6.10.1
Introduction

This solution addresses the key issue #2. This solution can be applied to LTE/EPS with minimal changes.


For Remote Identification and Tracking, the UAV must use a unique CAA-level UAV identity when it reports on such information as e.g. its current flight status, its destination etc. This CAA-level UAV identity while identifying to those who need to know who this UAV is, preserves the secrecy of its owner, its UAV Operator, even the pilot and Controller of the UAV. The requirements of such an CAA-level UAV identity can be found in FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems [2] and in ASTM F3411 – 19 [11].
To be issued this CAA-level UAV identity, the UAV has to register to the USS/UTM for autorization to operate in a Unmanned Aerial System. When making such a request to register to the UTM, the UAV has to provide certain of its characteristics e.g. make, model, serial number, engine manufacturer, type of engine, number of engines, maximum takeoff weight, which are outside the scope of 3GPP (e.g. see FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems [2], Clause "A. Registration Under Part 47"). None of such characteristics need to be known to the 3GP system and in fact could be kept transparent to the 3GPP system.
The 5GC is the medium between the UAV and the UTM (and vice versa). In this solution, the 5GC acts as the "go between" receiving from the UAV and passing to the UTM the UAV characteristics provided by the UAV as part of the registration to the UTM. This "go between" is also done when UTM, once it decides it can authorize the UAV to operate,  issues the CAA-level UAV ID to the UAV.In this solution, as these characteristics the UAV provides at registration to the UTM is not determined or mandated by the 5GS, but rather the UTM and by regulations such as those by the FAA, these characteristics of the UAV is seen as a Classmark of the UAV. Further some of these UAV characteristics might not of interest to the 5GS so this solution's proposal of a UAV Classmark distinguishes that the charcateristics are particular for the UAS feature of 3GPP.

This solution is not exclusive to the use case that the UAV (or the UAS) does not yet have an CAA-level UAV ID. It could be that that an Assigned ID exist for the UAS due to its issuance at point of sale /shipping or previous registration with USS/UTM for UAS operations. If the UAV has a CAA-level UAV ID when it triggers the 3GPP registration procedure, the UAV will provide that CAA-level UAV ID in that registration procedure.

6.10.2
Functional description
6.10.2.1
Applicability to 5GS





Figure 6.10.2.1-1: Procedure for registering to UTM for UAS operations and issuance of CAA-Level UAV ID in 5GS
1.
UAV starts registration to 5GS by sending REGISTRATION_REQUEST. As part of registering to 5GS, the UAV provides what a UE would provide when requesting registration. In addition, the UAV will provide a UAV Classmark payload which is transparent to the 3GPP RAN and CN functions, which contains UAS specific characteristics, such as serial number of the aerial equipment (i.e drone), pilot's contact details, engine manufacturer, type of engine, weight class etc, as determined by UTM and regulatory requirements, defined outside of 3GPP and not in scope of 3GPP.

If the UAV already has a CAA-Level UAV ID, e.g. been assigned by USS/UTM to UAV at point of sale, the UAV will provide that assigned CAA-Level UAV ID as part of this 3GPP registration.
-
Through subscription checks, AMF determines that it is a UAV seeking to register to 5GS and as this is an initial registration and AMF has no existing context of this UAV in the AMF, the AMF decides to perform verification and registration checks with the USS/UTM, i.e. AMF decides to contact USS/UTM for verification because AMF has no context of this UAV. Such verification checks with USS/UTM need not be done at registration update.
NOTE 1:
It is not suggested here that each Registration Request the 5GS contacts the USS/UTM. For instance if it is a periodic Registration Update or mobility updates where the 5GC already has the UAV's context that includes the CAA-Level UAV ID such interactions with USS/UTM are unnecessary.


2.
5GC starts registration procedures as it does for a UE, re TS 23.502 [7], clause 4.2.2. As part of the registration procedures of TS 23.502 [7], clause 4.2.2, authentication and security mode setting procedures can be performed. The UAV Classmark is not used as part of the 5GC registration procedure.

2a.
This aligns with step 9 of registration procedure given in TS 23.502 [7], suclause 4.2.2

3.
Having completed authentication and due to UE profile checks - such as IMSI checks, 5G-GUTI checks, UE subscription checks – 5GC is aware that a USS/UTM registration check is needed and contacts USS/UTM via the NEF. With the indication from 5GC to UTM that a UAV is seeking registration, the UAV Classmark is provided to the UTM. The UAV Classmark need not be processed by the 5GC.
Editor's note:
It is FFS how or if the determination of USS/UTM location through subscription checks or local configuration works when the UAV is not yet provided with a CAA-Level UAV ID.


4.
USS/UTM does its verification checks, and can decide to keep to the existing CAA-Level UAV ID or issue a new CAA-Level UAV ID. These are outside the scope of 3GPP.The CAA-Level UAV ID, is used for Remote Identification and Tracking purposes.


This step does not involve the USS/UTM triggering a secondary authentication. This is expected to be a verification check of the UAV e.g. querying if USS/UTM have context of this UAV, e.g. if the UAV provided CAA-Level UAV ID and UAV's profile in given in the UAV Classmark ties up to USS/UTM's records.
NOTE 2:
Depending on the security solutions out of the control of 3GPP (i.e. at USS level), the step may require multiple roundtrips between the USS and the UAV via the 3GPP system.
4a.
[not shown in Figure] The USS/UTM checks fails and USS/UTM will indicate as such. It can also be that even if the USS/UTM checks pass the USS/UTM wants to do another authentication check of the UAV involving the use of secondary authentication procedure – such secondary authentication procedures are not disimilar to the UUAA of solution 5 – and so indicate an appropriate value to let the 3GPP system complete its registration procedure with the UAV and follow up with a secondary authentication.
NOTE 3:
What kinds of checks the USS/UTM does is out of scope of 3GPP.
5.
UTM provides the UAV's registration acceptance to the 5GC, providing along with it the CAA-Level UAV ID.

NOTE 4:
This solution does not preclude that USS/UTM can choose to indicate acceptance to 5GC and later (e.g. after step 6) runs further secondary authentication or UUAA related procedures towards the UAV, like in step 7 of subclause 6.5.3.1, for further or enhanced authenctiation and authorization of the UAV.

5a.
USS/UTM indicated that UAV has failed its registration/verification checks and may provide a cause code for reason for failure.
6.
5GC completes registration procedure by sending to UAV REGISTRATION_ACCEPT. Along with what 5GC would send in REGISTRATION_ACCEPT, the 5GC also includes the CAA-Level UAV ID that was proviode to 5GC by UTM.


The CAA-Level UAV ID can now be used to tag onto information that UAV needs to provide as part of Remote Identification and Tracking required for UAS operations.

6a.
Through its Operator policies and local configurations tied to the UAV's subscription, decision is made to either allow the UAV to stay registered for what 3GPP services the UAV subscription allows e.g. a default NSSAI that allows UAV to retry verification/registration to USS/UTM through setting up a PDU Session to the USS/UTM; or the the UAV is told that its registration is rejected. In either case, when reurning the REGISTRATION ACCEPT (for the former case) or REGISTRATION REJECT (for the latter case) a cause code is returned to the UAV indicating failure to verify/register to USS/UTM.
Editor's note:
It is FFS if the failure from USS/UTM have any bearing on 3GPP registration procedure or if these are decoupled.
NOTE 5:
The Registration procedure proposed wherein at the completion of the Registration procedurethe CAA-Level UAV ID is provide to the UAV, Is not suggested that is the only way the CAA-Level UAV ID can be provided to the UAV or UAVc or UAS. This CAA-Level UAV ID could be provide at point of sale/purchase and is outside the scope of 3GPP.

In this solution, the USS/UTM is shielded by the NEF from any inter AMF changes in 5GC. However, any inter AMF change need to be made known to the NEF. This would require a new Namf or Nnef event service, which will be determined in normative phase of work.
NOTE 6:
In case of inter AMF change due to mobility in CM-IDLE or in CM_CONNECTED, the procedures of TS 23.502, subclause 4.2.2.2.2 and subclause 4.9.1.3 respectively will be followed. The decision whether the target AMF will repeat step 4 will be based on network and operator policies.


6.10.2.2
Applicability to EPS
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Figure 6.10.2.2-1: Procedure for registering to UTM for UAS operations and issuance of CAA-Level UAV ID in EPS
1.
UAV starts an attach procedure to EPS by sending ATTACH REQUEST to the MME. As part of the attach procedure to EPS, the UAV provides what a UE would provide when requesting to attach. In addition, the UAV will provide a UAV Classmark payload which is transparent to the 3GPP RAN and CN functions, which contains UAS specific characteristics, such as serial number of the aerial equipment (i.e drone), pilot's contact details, engine manufacturer, type of engine, weight class etc, as determined by UTM and regulatory requirements, defined outside of 3GPP and not in scope of 3GPP.

If the UAV already has a CAA-Level UAV ID, e.g. been assigned by USS/UTM to UAV at point of sale, the UAV will provide that assigned CAA-Level UAV ID as part of this 3GPP registration.

-
Through subscription checks, MME determines that it is a UAV seeking to attach to EPS and as there is no existing context of this UAV in the MME, the MME decides to perform verification and registration checks with the USS/UTM, i.e. MME decides to contact USS/UTM for verification because MME has no context of this UAV. Such verification checks with USS/UTM need not be done at tracking area updating procedures.
2.
EPC starts the attach procedure as it does for a UE, re TS 23.401 [x], clause 5.3.2.1. As part of the attach procedure TS 23.401 [x], clause 5.3.2.1, authentication and security mode setting procedures can be performed. The UAV Classmark is not used as part of the EPC attach procedure.

2a.
This aligns with step 5a of the attach procedure given in TS 23.401 [x], suclause 5.3.2.1.
3.
Having completed authentication and due to UE profile checks - such as IMSI checks, GUTI checks, UE subscription checks – EPC is aware that a USS/UTM registration check is needed and contacts USS/UTM via the SCEF. With the indication from EPC to UTM that a UAV is seeking registration, the UAV Classmark is provided to the UTM. The UAV Classmark need not be processed by the EPC.
Editor's note:
It is FFS how or if the determination of USS/UTM location through subscription checks or local configuration works when the UAV is not yet provided with a CAA-Level UAV ID.
4.
USS/UTM does its verification checks, and can decide to keep to the existing CAA-Level UAV ID or issue a new CAA-Level UAV ID. These are outside the scope of 3GPP.The CAA-Level UAV ID, is used for Remote Identification and Tracking purposes.

NOTE 1:
Depending on the security solutions out of the control of 3GPP (i.e. at USS level), the step may require multiple roundtrips between the USS and the UAV via the 3GPP system.
4a.
[not shown in Figure] The USS/UTM checks fails and USS/UTM will indicate as such. It can also be that even if the USS/UTM checks pass the USS/UTM wants to do its own authentication at application level i.e. application to application by setting up a user plane and PDN connection, and so indicate an appropriate value to let the 3GPP system complete its registration procedure with the UAV and follow up with its authentication at application level
NOTE 2:
What kinds of checks the USS/UTM does is out of scope of 3GPP.

5.
UTM provides the UAV's registration acceptance to the , providing along with it the CAA-Level UAV ID.

NOTE 3:
This solution does not preclude that USS/UTM can choose to indicate acceptance to EPC and later (e.g. when pairing with UAVC is requested or flight path authorization is requested) runs further UUAA related procedures towards the UAV, like in step 7 of subclause 6.5.3.2, for further or enhanced authenctiation and authorization of the UAV.

5a.
USS/UTM indicated that UAV has failed its registration/verification checks and may provide a cause code for reason for failure.

6.
EPC completes the attachprocedure by sending to UAV ATTACH_ACCEPT. Along with what EPC would send in ATTACH_ACCEPT, the EPC also includes the CAA-Level UAV ID that was proviode to EPC by UTM.


The CAA-Level UAV ID can now be used to tag onto information that UAV needs to provide as part of Remote Identification and Tracking required for UAS operations.

6a.
Through its Operator policies and local configurations tied to the UAV's subscription, decision is made to either allow the UAV to stay registered for what 3GPP services the UAV subscription allows e.g. a default NSSAI that allows UAV to retry verification/registration to USS/UTM through setting up a PDN connection to the USS/UTM; or the the UAV is told that its registration is rejected. In either case, when reurning the ATTACH_ACCEPT (for the former case) or ATTACH_ REJECT (for the latter case) a cause code is returned to the UAV indicating failure to verify/register to USS/UTM.

Editor's note:
It is FFS if the failure from USS/UTM have any bearing on 3GPP registration procedure or if these are decoupled.
In this solution, the USS/UTM is shielded by the SCEF from any inter MME changes in EPC. However, any inter MME change need to be made known to the SCEF. This would require a new event indication between MME and SCEF, which will be determined in normative phase of work.

NOTE 4:
In case of inter MME change due to mobility in ECM-IDLE or in ECM_CONNECTED, the procedures of TS 23.401, subclause 5.3.3 will be followed. The decision whether the target MME will repeat step 4 will be based on network and operator policies.
6.10.3
Impacts on services, entities and interfaces

The solution has the following impacts on existing entities:

-
AMF (for 5GS) and MME (for EPS);
-
Management of UAV subscription information and profile;
-
determining correct USS/UTM to contact and managing/processing the information associated with this determination;
-
service interactions to NEF towards USS/UTM
-
UDM (for 5GS) and HSS (for EPS);
-
UAV subscription information including any local configurations and SLA associated with UAS feature;
-
NEF (for 5GS) and SCEF (for EPS);
-
Exposure and interface to UTM/USS.
-
A new service indication of AMF (MME) change to NEF (SCEF).
* * * End of Change * * * *
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2. The 5GC starts registration procedure for UAV as with a UE.
1. UAV registers to 5GS as part of authorization from UTM for UAS operations.
2a. Authentication / Security is performed
3. UAV Request Registration
[UAV Classmark]
4. UTM decides on UAV’s request. If registration is allowed, UTM issues the corresponding CAA Assigned ID
5. UAV Registration OK
[Assigned ID]
6. Registration procedure complete. 5GC provides to UAV what it would provide to a UE. In addition, the UTM issued CAA Assigned ID is provided to UAV
5a. USS/UTM indicates UAV’s registration checks fail
6a. Indicate 3GPP registration accept but USS/UTM checks fail; or indicate 3GPP registration reject (reason = USS/UTM checks fail)
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2. The EPC starts registration procedure for UAV as with a UE.
1. UAV initiates an Attach procedure towards the MME.
2a. Authentication / Security is performed
3. UAV Request Registration
[UAV Classmark]
4. UTM decides on UAV’s request. If registration is allowed, UTM issues the corresponding CAA Assigned ID
5. UAV Registration OK
[Assigned ID]
6. Attach procedure complete. EPC provides to UAV what it would provide to a UE. In addition, the UTM issued CAA Assigned ID is provided to UAV
5a. USS/UTM indicates UAV’s verification/registration checks fail
6a. Indicate 3GPP attach accept but USS/UTM checks fail; or indicate 3GPP attach reject (reason = USS/UTM checks fail)
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USS/UTM
2. The 5GC starts registration procedure for UAV as with a UE.
1. UAV registers to 5GS as part of authorization from UTM for UAS operations.
2a. Authentication / Security is performed
3. UAV Request Registration
[UAV Classmark]
4. UTM decides on UAV’s request. If registration is allowed, UTM issues the corresponding CAA Assigned ID
5. UAV Registration OK
[Assigned ID]
6. Registration procedure complete. 5GC provides to UAV what it would provide to a UE. In addition, the UTM issued CAA Assigned ID is provided to UAV



