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Abstract of the contribution: This contribution further develops solution#27 according to requirements and questions to be resolved described in KI#8.
1
Background
This contribution further develops solution#27 to address the requirements and to questions listed in the KI accordingly.
Solution#27 is mainly focused on resolving the question on “How the NWDAF collects the Application Layer UE information (the method of collection of data)" and then this paper provides a resolution to those questions listed in the KI#8 as follows:

1. What type of information from the UE could be collected by the network (e.g. NWDAF) as input for analytics generation?

The proposal is that the Application Client in the UE provides data to the MNO AF enabling it to provide the network (e.g. NWDAF) with the same data the AF provides in Rel-16 TS 23.288, extended with the new data provided by the AF as defined in the future conclusions of TR 23.700-91. This does not restrict the UE Application Client from providing operator defined data as well.
2. What types of analytics information could be provided by NWDAF to other NFs to leverage the data provided by the UE?
The proposal is that leverage the existing Analytics Ids, i.e. no new analytics information is proposed, rather the mechanism to collect input data for analytics is enhanced.
3. How frequently such data provided by the UE are to be shared with the NWDAF?
The proposal is that NWDAF subscribes to MNO AF using the existing Naf_EventExposure service with the Events, related to Service Experience information, UE Mobility, UE Communication information and Exceptions information. The MNO AF notifies the NWDAF whenever the Event(s) subscribed to by the NWDAF is detected.
4. What are the triggers for the UE to provide data to the NWDAF as input for analytics?
The proposal is that the subscription by NWDAF to the MNO AF is the trigger for the UE to report the input data for those related Events, i.e. Service Experiernce, UE Communication and Exception Information.
5. How to ensure the integrity and Operator-level accessibility of UE-provided information in order to avoid using misleading or untrusted information in the network?
The proposal is that the following steps happen to establish a communication between the APS’s UE Application Client and the MNO AF: 

A SLA between the ASP and the MNO is in place, this agreement includes (per Application ID in use of the ASP), a) the input data that the APS’s UE Application Client should provide, b) the MNO AF for the ASP’s UE Application Client to connect to, e.g. a FQDN, c) the authentication info for MNO AF: method and data to be used by the ASP’s UE Application Client to ensure that the entity to send data to is actually the MNO AF and d) the authentication info for the ASP’s UE Application Client: method and data to be used by the MNO AF to verify that the entity it is to receive data from is actually the ASP’s UE Application Client,
6. Whether there are privacy aspects that need to be considered, i.e. related to the information provided by the UE? If so, how to ensure privacy on collection and utilisation of UE data?
Solution#27 proposes that privacy aspects are controlled by the ASP, since this is about the end user having an agreement or subscription with the ASP which includes a privacy agreement with the ASP. If the user consent is not provided to the ASP, the ASP will not instruct (e.g. by not providing any connection information for an MNO AF) the ASP’s UE Application Client to send any data, and thus no information is transferred to the MNO AF.
On the requirements solution#27 complies with requirements listed in KI#8 as follows: 

· The network is able to ensure the privacy, integrity, and Operator-level accessibility of the data provided from the UE. Here, the network is meant to be the ASP network that ensures these requirements based on the SLA established between the ASP and the MNO.
· The NWDAF is able to provide statistics or prediction information to other NFs to leverage the data provided by the UE. No new AnalyticsId is provided in this solution.
· There is no direct interface between the UE and the NWDAF. This solution proposes that the MNO AF collects the data, prior to communicating it to the NWDAF:
· This key issue shall only address how the 5GC can obtain information from the UE that is not already available at the network. This solution does not require the ASP to deploy an AF, and the MNO to add functionality in NEF to allow to request retrieving input data from the AF.
2.
Proposal
It is proposed to clarify the principles of the solution to explain the following aspects:

- The ASP’s UE Application Client provides data to the MNO AF that enables it to provide data to NWDAF according to 23.288 (with extensions in 23.700-91), operator defined extensions can be also provided.
- The ASP’s UE Application Client and the MNO AF are configured with the methods and data for mutual authentication.
- The ASP’s UE Application Client is configured with the MNO AF address (FQDN) to connect with. At the same time, the MNO AF is registered in the NRF to serve the same Application Id.

- How the MNO AF correlates the MNO AF provided input data and the NWDAF request to provide input data.
* * * * Start of Change * * * *
6.27
Solution #27: UE data as an input for analytics generation

6.27.1
Description

This clause describes a solution to Key Issue #8: UE data as an input for analytics generation
6.27.1.1
Principles of the Solution

The principle of the solution is that an AF for UE Application Layer data collection is introduced. This AF is provided and controlled by the MNO and communicates via a protocol over HTTPS on the user plane with the ASP (Application Service Provider) Application Client in the UE. The AF for UE data collection in turn distils and enriches input data provided by the Application Client in the UE and exposes the resulting Analytics Information to the NWDAF via the normal Naf_EventExposure mechanism. The solution is applicable to both 3GPP defined services and non-3GPP defined services.
A SLA between the MNO and the ASP exists that determines (per Application Id in use by the ASP) a) the MNO AF for the ASP´s UE Application Client to connect to, e.g. via FQDN, b) the information that the ASP’s UE Application Client shares with the MNO AF (i.e. Service Experiernce data, UE Communication data and Exception Information, although this list can be extended with other data that the UE can provide in the scope of Rel-17 and onwards, but this solution does not define new data) c) the authentication info for MNO AF: method and data to be used by the ASP’s UE Application Client to ensure that the entity to send data to is actually the MNO AF and d) the authentication info for the ASP’s UE Application Client: method and data to be used by the MNO AF to verify that the entity it is to receive data from is actually the ASP’s UE Application Client. e) data normalization algorithm (if used) for the collected data from UEs.
The MNO AF that the ASP connects to also registers in NRF as serving the internal Application Id. (registers the internal Application ID used in the Event Exposure). The MNO AF also maps the  external Application IdIs (provided by the UE App Client) into the internal Application Id that is used in Event Exposure.
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Figure 6.27.1.1-1: Schematic picture of the setup

The figure above schematically shows the setup. The ordinary ASP Application Server serves the ASP Application Client with content etc. but may also provide FQDN  as well as authorization and authentication details (this info may also be pre-provisioned to the Application Client) for the communication with the AF dedicated to UE data collection. The authorization and authentication details will include the following information:
-
whether ASP Application Client is allowed to provide data to the AF for UE data collection.
-
which parameters are authorized to provide to the AF for UE data collection.

-
the authorization information to enable the ASP (Application Client) to verify that the entity to send data to is actually the MNO AF 
The ASP Application Client is designed to establish a use plane communication with the AF for UE data collection using the FQDN  and the authorization/authentication details that the ASP provides to the Application Client only if the privacy setting allow sharing application data with the MNO. This communication channel is established over the user plane using the existing PDU session.
NOTE: This solution is to be checked with SA3 (on security aspects) and with SA4 (on the UE Application Client to MNO AF communication). Responses will be taking into account as input for conclusions.
6.27.1.2
UE establishes connection to AF for UE data collection

Each ASP Application Client (in the UE), for Applications that support the method described in this pCR for UE data collection, and for which the SLA between the MNO and the ASP indicates that data is to be collected and as part of the end user’s agreement with the ASP it is established that sharing this data for analytics is okay, is configured to establish a connection with the MNO AF for UE data collection over the user plane when in operation. The connection is established over the existing PDU session used by the ASP Application Client.
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Figure 6.27.1.2-1: UE ASP Application Client connects to MNO AF for data collection

1.
The user starts or interacts with the Application Client in the UE.

2.
(Not mandatory) the Application Client contacts the Application Server.

3.
(Not mandatory) the Application Client may receive data (FQDN) needed for the user plane connection to the MNO AF for UE for data collection. This data may also be pre-provisioned to the Application Client.

4.
The Application Client initialises the setup of a user plane connection over the existing PDU session to the MNO AF for data collection. 
5.
Connection ready for use.
As result of the steps 1 to 5, the Application Client provides the Application Id and the UE IP address that will be stored in the MNO AF to request input data from the UE Application Client. 

Note that steps 1 to 5 described in figure 6.27.1.21 are out of the scope of SA2 work, those are pre-requisites to describe how the MNO AF gets information to identify the UE Application Client to contact with. 

Note that this procedure is used to establish a user plane connection between the ASP’s UE Application Client and the MNO AF, next step is to request the UE Application Client with the input data to collect to start the data collection as described in 6.27.1.3.
6.27.1.3
UE Data Collection over user plane
When the MNO AF for UE data collection receives a subscription for data from a NWDAF it communicates with the ASP Application Clients over the user plane connection described in clause 6.27.1.2 and instructs them to deliver data. The MNO AF for UE data collection processes (e.g. enriches, aggregates or normalizes) the data from the ASP’s UE Application Clients and supplies the result to the NWDAF using Naf_EventExpoure_Notify.

The figure below schematically shows the exchanges made from a NF subscribing to Analytics from a NWDAF to the NWDAF starting to deliver Notifications.


[image: image3.emf]                 

NF  

MNO AF for UE data co llection  

NWDAF  

ASP Application Clients  

1.Nnwdaf_AnalyticsSubscription_Subscribe  

2.Discover which MNO AF for UE  data collection to use for this  Analytics Subscrtiption  

3.Naf_Event_Exposure_Subscribe  

4.Determine which ASP Application  Clients are in scope for data  collection  

5.Over the established connection data from Application Clients is requested  and received. Prot ocol to be defined by SA4.  

6.Naf_Event_Exposure_Notify  

7.NWDAF produces Analytics  

8 .Nnwdaf_AnalyticsSubscription_ Notify  


Figure 6.27.1.3-1: UE ASP Application Client Data provided to NWDAF

1.
An NF subscribes to Analytics from the NWDAF. Note that NWDAF may initiate data collection prior to this subscription.

2.
The NWDAF determines using Nnrf_NFDiscovery Request including the Application ID(s) provided by NWDAF,  which AF for UE data collection provided by the MNO to use.
3.
The NWDAF subscribes to the AF for UE data collection input data for analytics, using Naf_EventExposure Subscribe including the Target for Event Reporting (i.e. SUPI or any UE), both Event ID(s), Event Filters listed in clause 5.2.19.2.1 in TS 23.502 and the Application ID(s) for which input data is requested.
4.
The AF for UE data collection determines which ASP Application Clients are in scope for data collection. If the NWDAF provided an Internal-Group-Id as Target for Event Reporting, then the MNO AF needs to find the list of SUPIs within that Internal-Group-Id. If the NWDAF provided “any UE” as target, then NWDAF checks the Analytics Filter and contacts AMF to find the list of SUPIs in that area of interest. The NWDAF contacts all of the ASP Application Clients supporting that Application Id. If the NWDAF provided an Area of Interest or Network Slice as Target for Event Reporting, then the MNO AF needs to find the list of SUPIs that are in scope. The MNO AF requests the ASP’s UE Application Client to start reporting input data as requested in the SLA.
5.
The AF for UE data collection communicates with the ASP Application Client(s) in scope over the connection setup as described in clause 6.27.1.2 and requests and receives data from them. This procedure can be used to collect data for both 3GPP defined services and non-3GPP defined services 
NOTE: The protocol to be used in these exchanges to be defined by SA WG4. 
6.
The AF for UE data collection receives the input data from the UE, processes it (e.g. enriches, aggregates and normalizes), then enforces the Event ID(s) and the Event Filter(s) and then notifies the NWDAF on the data collected according to NWDAF subscription.
7.
The NWDAF produces Analytics.

8.
The NWDAF provides analytics to the consumer NF.

6.27.1.4
Privacy and Integrity Protection of the Analytic Data
The communication between the ASP Application Client and the AF for UE data collection for the NWDAF will use HTTPS. In addition, integrity protection and ciphering may be applied to the data. Further, as the ASP ultimately decides what data that is shared with the MNO via the AF for UE data collection for the NWDAF the ASP is responsible for ensuring that user privacy is not compromised, that is the user has an agreement with the ASP that allows or denies the possibility to share ASP’s UE Application Client data with the MNO. The APS’s UE Application Client is instructed by the ASP to establish a connection with the MNO AF only if that agreement allows the client to share data with the MNO.

6.27.1.x
Authentication of the MNO AF and the UE Application Client
In order to enable the MNO (AF) to verify that the entity to receive data from is actually the ASP Application Client, both method and data to be used by the MNO AF to authenticate it are negotiated as part of the SLA between the MNO and the ASP.

Similiary, in order to enable the ASP (Application Client) to verify that the entity to send data to is actually the MNO AF, both method and data to be used by the ASP Application Client in the UE to authenticate it are negotiated as part of the SLA between the MNO and the ASP. ASP sends the method and data that is used to authenticate MNO AF to UE Application Client as specified in clause 6.27.1.1.
6.27.1.y
Correlating UE Application Client data and NWDAF requested input data.
Editor´s note: This clause is FFS and may need to be revised after SA4 feedback.
The UE Application client provides the UE IP address/prefix and the external Application Id while the NWDAF request contains the SUPI and the internal Application Id. The MNO AF needs to correlate both,
Editor´s Note: Whether the Application Client provides UE IP address to MNO AF or the MNO AF retrieves it from the IP header is FFS.
In order to correlate the external and internal Application Id, the MNO AF registers at the NRF as supporting both Applications that are part of its NF profile.

In order to correlate the SUPI and the UE IP address/prefix, the MNO AF obtains the PDU sessions active for the SUPI, DNN and S-NSSAI if provided by NWDAF and then subscribes to Event IP address allocation and release to SMF. The procedure is shown below.
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Figure 6.27.1.y-1. Retreving UE IP address/prefix allocated for a SUPI, DNN and S-NSSAI
1 Triggered by Naf Event Exposure request with Target for Event Reporting set to SUPI, or the Internal-Group.Id, the MNO AF contacts UDM using Nudm_SDM_Subscribe including the target SUPI, and S-NSSASI if available as well as the Data type set to UE context in SMF data. If an Internal-Group-Id is provided the MNO AF reuests UDM to provide the list of SUPIs using the Nudm_SMF_Get service including the Internal.Group-Id and Data type set to Group data. The UDM provide the UE context data including the SMFs serving the SUPI. This step may also be needed multiple times, one per SUPI.
2 The MNO AF contacts each SMF in the list of SMF serving the SUPI using Nsmf_EventExposure, Event Id on UE IPAddress/prefix allocation change.
3 The SMF provides the UE IP address(es)/prefix(es) allocated to a SUPI. 
4 The MNO AF stores it for later use, and updates it depending on the notifications from SMF.
6.27.1.z
MNO AF notifications to NWDAF about input data requested.
One of the Event Filters is the Area of interest, in this case the UE App Id reports the Event with an associated time stamp and at the same time the MNO AF requests the AMF where the SUPI is registered to provide the UE location, then at the time the input data is collected, the MNO AF adds the UE location at the provided time stamp before forwarding to the NWDAF, the procedure is shown below.
6.27.2
Impacts on services, entities and interfaces
AF for UE data collection (MNO AF):

-
Method(s) to authenticate and authorize Application Clients must be developed in SA3/SA4.
-
Methods and procedures, as well as identifiers to use, to identify, correlate and translate internal and external Application IDs, internal and external UE identifiers, , and IP addresses must be defined.
NWDAF:

-
Discovery of Application data reporting method (via ASP AF, or MNO AF) per Application ID must be added.

-
Discovery of which AF for UE data collection to use (given Application ID, Analytics ID, UE IDs, etc.) must be added.

UE Application Client:

-
Connection and communication procedures towards AF for UE data collection must be added. The protocol is to be described by SA4.

* * * * End of Change * * * *
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