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Abstract of the contribution: It clarifies that the existing security mechanisms can fulfil the credential protection requirement.
1 Discussions on handling of Editor’s Note in solution #32
In solution #32 there is an Editor’s Note about provisioned credentials storage in UE as follows:
Editor's note:
Whether an extra security layer for protection of credentials is FFS.
it is proposed to clarify that the security mechanisms of steering of roaming mechanism can be reused for the requirement of credential protection as well due to the solution is control plane based. 
It is also proposed to use existing domain security mechanisms as specified in TS 33.310 between 5GC and PNI-NPN provisioning platform to protect the crendetials.
2 Proposal
It is proposed to update TR 23.700-07 as follows.
*** Start of first change ***

6.32.1
Introduction

This solution addresses key issue #4 "UE Onboarding and remote provisioning". This solution only applies to PNI-NPN.
The assumptions of the UE onboarding and remote provisioning for this solution are as follows:
-
The credential for registration to PLMN and default S-NSSAI for PNI-NPN can be used as default UE credential before onboarding procedure, and is pre-configured on UE (UICC) by existing mechanism.
-
The remaining UE requirement for accessing the PNI-NPN is to obtain (or be provisioned with) credentials for NSSAA or secondary authentication when required.
-
On the network side, the credentials for NSSAA or secondary authentication can be provisioned in advance and securely stored in PLMN 5GC or an separate entity who allows 5GC to retrieve credentials, with mechanism out of 3GPP scope, e g. PLMN operator can provide a platform to PNI-NPN owner to create credentials for their users and store them in PLMN 5GC.
The architecture of this solution is shown in figure 6.32.1-1. The architecture of PLMN 5GS is as specified in TS 23.501 [4].
The vertical network includes AAA server, vertical AS and PNI-NPN provisioning platform entity which generates and optionally stores credentials for NSSAA or secondary authentication.
The security mechanisms of steering of roaming mechanism as specified in TS 33.501[x] are used for credentials protection between UE and 5GC.  The existing domain security mechanisms as specified in TS 33.210[y] and TS 33.310[z] are used between 5GC and PNI-NPN provisioning platform to protect the crendetials.
Editor's note:
Whether the detailed functionality and interface with UDM for PNI-NPN provisioning platform is defined is FFS.
Editor's note:
Whether the PNI-NPN provisioning platform connects UDM via NEF is FFS.
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Figure 6.32.1-1 Solution architecture
6.32.2
Functional Description

Editor's note:
This clause further details the solution principles and any assumptions made.

Before the UE onboarding procedure, the user using the UE has been subscribed to the PLMN by demand of PNI-NPN owner and a USIM is provisioned with credentials for this PLMN.
If there is need for NSSAA or secondary authentication, PNI-NPN owner creates corresponding credential for the UE via PNI-NPN provisioning platform. This might involve a check by the PNI-NPN provisioning platform with the device manufacturer or its database for e.g. about validity of the device. The credential is stored in UDM as part of subscription data or in the platform and is combined with the S-NSSAI for the PNI-NPN.

NOTE:
The check can also be done by operator and the procedure between the PNI-NPN provisioning platform and the device manufacturer is out of 3GPP scope.
When the UE inserts the USIM and is switched on, the UE performs PLMN selection and registration as per TS 23.122 [5] and TS 23.502 [6]. Since there is no configuration on UE, i.e. no S-NSSAI is provided, the PLMN network selects the correct slice based on subscription for the UE using existing mechanisms.
During the registration procedure, the AMF gets UE subscription data including credentials for NSSAA or secondary authentication and the combined S-NSSAI.
If the registration is successful, or the UE is authenticated successfully by PLMN, but to the S-NSSAIs that require NSSAA are put in pending state, the AMF includes credential for NSSAA to the UE in Registration Accept message.
After successful registration on PLMN, the AMF may initiate DL NAS TRANSPORT to the UE with other UE Parameters Provisioning accordingly as specified in TS 23.502 [6].
6.32.3
Procedures

Editor's note:
This clause describes procedures and information flows for the solution.
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Figure 6.32.3-1 Solution procedure
0.
The PNI-NPN user is subscribed to the PLMN by demand of PNI-NPN owner by means that are out of 3GPP scope. A USIM is provisioned with credential for this PLMN.
1.
PNI-NPN owner creates corresponding credential for the UE via PNI-NPN provisioning platform and combines the credential with the S-NSSAI for the PNI-NPN.
2.
PNI-NPN provisioning platform may store the credential locally or send the credential to UDM for storage. If the credential is sent to UDM, it is stored as part of UE subscription data.
3.
The user inserts USIM in the UE and switches on the UE.
4.
The UE selects the PLMN supporting the PNI-NPN automatically or manually as specified in TS 23.122, e.g. based on PLMN ID or CAG ID broadcasted by gNB.

5.
The UE initiates a normal registration procedure to the selected PLMN, and is authenticated with the provisioned PLMN credential. The PLMN network selects the correct slice based on subscription for the UE using existing mechanism.
6.
The AMF retrieve UE subscription data by invoking Nudm_SDM_Get service operation.
7.
If the UE requires additional credential for NSSAA or Secondary authentication/authorization, and the PNI-NPN provisioning platform did not store the credentials in the UDM, the UDM retrieves the credential from PNI-NPN provisioning platform executes step 8. If there are multiple PNI-NPN provisioning platforms, the UDM is pre-configured with information, e.g. the mapping information between S-NSSAI/DNN for PNI-NPN and PNI-NPN provisioning platform address, which allows UDM to select PNI-NPN provisioning platform storing UE's corresponding credentials.
8.
[Conditional] The PNI-NPN provisioning platform provides the credential and the combined S-NSSAI to the UDM. As part of its checks before providing the credentials and the combined S-NSSAI, the PNI-NPN provisioning platform can interface with the device manufacturer or its database for e.g. about validity of the device.
9.
The UDM sends the credential and the combined S-NSSAI to the AMF.
10.
The AMF includes the credential for NSSAA and/or for Secondary authentication/authorization in Registration Accept message, to provision the credential into the UE. If the S-NSSAI for the PNI-NPN is required for NSSAA, the AMF also includes the S-NSSAI in the pending S-NSSAI list.
Editor's Note:
Where in the UE (i.e. ME or UICC) the provisioned credentials for NSSAA or secondary PDU session are stored is FFS.

11.
The UE may re-register with the PLMN credentials and/or establish PDU session requiring secondary authentication. 5GC triggers NSSAA procedure or secondary authentication procedure using the new credential for NSSAA or Secondary authentication/authorization provisioned.
12.
The PNI-NPN provisioning platform updates the credential of NSSAA or secondary authentication.
13.
The UDM updates the credential using UE Parameter Provisioning procedure.
*** End of changes ***
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