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Abstract of the contribution: This paper proposes evaluation and interim conclusion for PNI-NPN remote provisioning for KI#4.
1. Discussion
In this paper, we aim to evaluate solutions for PNI-NPN remote provisioning and propose interim conclusions for PNI-NPN remote provisioning for KI#4. 
2. Proposal

It is proposed to include the following modifications into TR 23.700-07.
* * * * Start of Changes * * * *
7
Evaluation

7.X
Key Issue #4: UE Onboarding and remote provisioning
7.X.1
UE Onboarding and remote provisioning for PNI-NPN

In current TR23.700-07, there are 4 solutions for PNI-NPN remote provisioning, i.e., Sol#7, Sol#28, Sol#32, Sol#38, which can be differentiated and analysed from the following aspects:

(1) What are the triggers and procedures used to initiate remote provisioning procedure?
· Sol#7: UE requests for Provisioning Server Routing Information from PLMN and then establishes a PDU session to PS DNN to obtain NPN credentials. The details of the triggers for UE to initiate the above procedures need to be updated.

· Sol#28: The NPN administrator uses APIs to enable PLMN to trigger remote provisioning procedure for UE with PNI-NPN.

· Sol#32: The PNI-NPN provisioning platform sends NPN credentials to PLMN to trigger the remote provisioning procedure.
· Sol#38: The AF/E-PS uses a C-plane procedure to provision UE with NPN credentials or trigger an application in the UE to perform remote provisioning procedure.

The triggers used to initiate remote provisioning procedure in existing solutions can be roughly divided into two categories, i.e., triggers from UE side and triggers from network side. Triggers from network side provide a mechanism for PNI-NPN owner to control when to provision/update UE with NPN credentials, and then control UE’s access to network slices/PDU sessions of PNI-NPN. Triggers from UE side need UE to decide when to fetch NPN credentials from network which may be difficult for UE.

(2) How to provision NPN credentials (for NSSAA and/or secondary authentication for PDU Sessions) to UE?
· Sol#7: UE establishes a PDU session to the PS DNN and obtains NPN credentials from PS though UP after UE has been successfully authenticated by PS AAA.

· Sol#28: 5GC decides either using UP or CP to provision UE with NPN credentials. For UP based method, 5GC requests the UE to establish a PDU session to the onboarding DNN to obtain NPN credentials. For CP based method, 5GC provisions UE with NPN credentials through CP.

· Sol#32: PLMN provisions UE with NPN credentials by using UPU procedures. The NPN credentials in PLMN are either be provisioned by PNI-NPN provisioning platform in advance or retrieved from PNI-NPN provisioning platform during remote provisioning procedure.

· Sol#38: The AF/E-PS decides either using UP or CP to provision UE with NPN credentials. For UP based method, the AF/E-PS triggers the UE to obtain NPN credentials at application level. For CP based method, the AF/E-PS sends NPN credentials to PLMN (AMF or UDM) via NEF, and then PLMN provisions UE with NPN credentials through CP.

In existing solutions, there are two methods used to provision NPN credentials to UE, i.e., provisions UE through UP and provisions UE through CP. For UP based method, UE establishes a PDU session to PS DNN and then obtains NPN credential from PS using protocol out of scope of 3GPP. For CP based method, PLMN provisions NPN credentials to UE through CP. Whether an extra security layer for protection of credentials between PS and UE is needed is FFS.
(3) Whether and how does vertical verify UE before NPN credential is provisioned to UE?
· Sol#7: When UE establishes a PDU session to the PS DNN, vertical authenticates UE by using secondary authentication procedure with onboading credentials which are provisioned in UE and PS AAA.

· Sol#28: Not mentioned.

· Sol#32: Before creating NPN credential for the UE via PNI-NPN provisioning platform, vertical checks device’s validity with the device manufacturer or its database using methods out of 3GPP scope.
· Sol#38: Not mentioned.

Some vertical may verify UE before NPN credential is provisioned to UE to ensure that the NPN credentials will be provisioned to “right” UE. How does vertical verify UE could be out of 3GPP. Just like in Rel-16, PLMN provisions CAG information to the subscribed UE without providing a mechanism for vertical to verify UE, and vertical could verify the UE before UE subscribes to PNI-NPN by using methods out of 3GPP. Whether vertical needs verify UE with the help of 5GC (e.g., by using secondary authentication procedures) is FFS.
(4) How to provision PNI-NPN related subscriptions (e.g., S-NSSAI, DNN) to UE?

· Sol#7: PNI-NPN related subscriptions are divided into static vertical subscriptions (e.g. SO DNN, SO NSSAI) and dynamic vertical subscriptions (e.g. updated CAG information, updated QoS). Static vertical subscriptions which are preconfigured in PLMN are provisioned to UE by using UCU procedure after PS successful authenticate UE. Dynamic vertical subscriptions in PLMN are updated by PS and then provisioned to UE after NPN credentials are provisioned to UE successfully.

· Sol#28: PNI-NPN related subscriptions are preconfigured in 5GC. After receiving the trigger from NPN administrator, UE is updated with PNI-NPN related subscriptions by using existing Rel-16 procedures.
· Sol#32: PNI-NPN related subscriptions are preconfigured in 5GC. When UE registers in PLMN, PNI-NPN related subscriptions are provisioned to UE by using existing Rel-16 procedures.
· Sol#38: PNI-NPN related subscriptions are preconfigured in PLMN with “inactive” indication. After the successful provision of NPN credentials, the AF/E-PS initiates a procedure to trigger the PLMN to update UE with PNI-NPN related subscriptions.

In Rel-16, PNI-NPN related subscriptions are preconfigured in PLMN and provisioned to UE when UE registers in PLMN. There seems to be little benefit to let vertical to control the provisioning of PNI-NPN related subscriptions in PLMN.
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Conclusions

8.X
Key Issue #4: UE Onboarding and remote provisioning
Editor's note:
This clause will capture conclusions for Key Issue #<X>.
8.X.1
UE Onboarding and remote provisioning for PNI-NPN
Based on the evaluation in clause 7.X.1, it is proposed to agree on the following principles for UE onboarding and remote provisioning for PNI-NPN:

· At least network initiated remote provisioning of credentials to allow access to NPN services should be supported in Rel-17.

· NPN credentials for NSSAA and/or secondary authentication for PDU Sessions could be provisioned to UE through UP or CP. For UP based method, the protocol used to provision NPN credentials is out of scope of 3GPP.
Editor's note:
For CP based method, whether an extra security layer for protection of credentials between PS and UE is needed is FFS.
· Vertical may verify UE before NPN credential is provisioned to UE, and how does vertical verify UE is out of scope of 3GPP.
* * * * End of Changes * * * *
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