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Abstract: This discussion paper aims at providing analysis on the gaps and maps for the 5G-ACIA LS: 5G capabilities for factories of the future and proposes a way forward to address the gaps.
1. Introduction
[bookmark: _GoBack]As stated in the LS on 5G capabilities exposure for factories of the future from 5G-ACIA, 5G-ACIA has collected and analysed many industrial use cases and these use cases – as well as inferred communication service characteristics – have been documented SA1 specs TS 22.104 and TS 22.261. Based on the LS, it is proposed to analyse the 5G-ACIA requirement that has been covered by SA2 work items, and the requirement that should be done in SA2 in the future. 
2. Discussion
The whitepaper of 5G capabilities exposure for factories of the future from 5G-ACIA [1] are summarized into the following requirements:
	No.
	Requirement
	Description
	Whether has been covered by SA2 Work/Study Items? If yes, which?

	#1
	Device management
	
	

	#1.1
	· device identity management (clause 4.2.1)
	· A communication layer identifier, i.e. the generic public subscription identifier (GPSI) defined by 3GPP must be used at 5G exposure reference points for uniquely identifying a UE.
· OT application identifiers must not be used at 5G exposure reference points.
	Yes, the GPSI is used as the communication layer id to identify the UE over the 5G exposure reference point N33 (NEF Northbound interface) since Rel-15 5GS_Ph1 WID
For 2nd bullet, since the OT application ids shall not be used to identify the UEs for privacy and security reason, for scalability, etc. The Application ID is used to identify the QoS to be provided, but not as UE ID. Therefore, this requirement is satisfied.

	#1.2
	· device provisioning and onboarding (clause 4.2.2)
	· The 5G exposure reference points must support integration and configuration of a device into a 5G system by provisioning the relevant UE information (e.g. UE IDs, network access authentication keys, subscriptions) to the 5G core network to accept device connection when the device is activated. 
· The 5G exposure reference point En must support provisioning and onboarding of individual devices and groups of devices.
· The 5G exposure reference point En must notify subscribers, for instance the device management server, when a device has connected to the network.
	Yes, covered by KI#4 of TR 23.700-07 under Rel-17 FS_eNPN SI/WI:
Key issue #4: UE Onboarding and remote provisioning
It should be noted that the term “device” is more broad and it may include more than 1 UEs, so a device can have multiple GPSI one per UE module. 
It should be noted from Annex B the use cases 9.1.1 “device provisiong and onboarding” process includes the provision of information allowing the device to connect for “regular” service to the network. The process terminates when the “device management system” is informed that the device is operational
But still some requirement are not covered:
· The 5G exposure reference point En must notify subscribers, for instance the device management server, when a device has connected to the network.
· Deprovisioning (see use case Annex B)

	
	· device connectivity management (clause 4.2.3)
	The 5G exposure reference point En must support the provisioning of:
· on-demand UE-to-UE and UE-to-data-network connections with defined quality of service (QoS), e.g. minimum service bit rate, minimum communication service reliability, maximum end-to-end latency, etc. 
· multiple communication services per device, e.g. both Ethernet-based and IP-based communication services
For a list of QoS parameters see Sub-section C.2.2 in reference [6].
The 5G exposure reference point En must be able to acknowledge a communication service request within 100 ms [5].
For 5G-TSN integration, the 5G exposure reference point En must provide the 5G virtual bridge and port information to the IIoT application (e.g. a TSN centralized network controller, CNC). This information includes IEEE 802.1Q [15] traffic classes, bridge delay per port pair and per traffic class of the 5G system (5GS), and propagation delay per port. 
The 5G exposure reference point En must enable the IIoT application, such as the CNC, to configure the 5GS bridge, including port configuration (e.g. IEEE 802.1Qbv traffic scheduling parameters [16]), TSN QoS, and traffic forwarding information.
	Yes, covered by Rel-16 Vertical_LAN WI and KI#2, KI#3A and KI#3B of TR 23.700-20 under Rel-17 FS_IIoT SI/WI:
Key Issue #2: UE-UE TSC communication
Key Issue #3A: Exposure of deterministic QoS
Key Issue #3B: Exposure of Time Synchronization
The description of Use cases in Annex B clause 9.1.2 does not refer to the TSN requirements, but it refers to modify QoS, event reporting, etc. some of which are already supported by AF influence,  Policy exposure and event reporting by NEF.
But still some requirements are not covered:
· multiple communication services per device, e.g. both Ethernet-based and IP-based communication services
· modification of PDU session type in Annex B

	#1.4
	· device connectivity monitoring (clause 4.2.4)
	1. The 5G exposure reference points must support monitoring of device connectivity.
2. The 5G exposure reference points must support monitoring of individual devices (via Ed and En) and groups of devices (via En only). 
3. The 5G exposure reference points must support on-demand, periodic, and event-triggered device connectivity monitoring. For event-triggered monitoring, it must be possible to define a list of triggering events, e.g. connection status change, device movements across mobile network radio cells, etc.
4. The 5G exposure reference point En must provide a history of communication events. These events include, for example, instances where there was a failure to meet the required QoS. This history may include timestamps of events and location-related information (e.g. the location of UEs and radio base stations associated with events).
5. The 5G exposure reference points must respond to a request to provide real-time QoS monitoring information within a specified time (e.g. within 5 s). This time is subject to negotiation between the communication service consumer and the 5G system.
	Yes.
Bullets 1, 2 and 3 has been covered by Rel-15 5GS_Ph1 WI.
Requirement 4 is typical for OAM.
Requirements 5 is not covered.

	#1.5
	· device group management (clause 4.2.5)
	· The 5G exposure reference point En must enable creation, modification, and removal of device groups, including definition of group communication services, and other group attributes (for instance the service area). 
· The 5G exposure reference point En must support the addition/removal of an individual device to/from a group. 
· It should be noted that a device may belong to multiple groups concurrently. A device may join/leave a group in accordance with, for instance, device location. 
· The 5G exposure reference point En must allow IIoT applications to subscribe to notifications of group status events.
	Yes, covered by SA2 Rel-16 Vertical_LAN WIDs, support of 5G LAN group management.
But still some requirement are not covered:
· Other group information (e.g. service area)
· It should be noted that a device may belong to multiple groups concurrently. A device may join/leave a group in accordance with, for instance, device location. 
· The 5G exposure reference point En must allow IIoT applications to subscribe to notifications of group status events.

	#1.6
	· device location information (clause 4.2.6)
	· 5G systems support precise location services for tracking mobile assets (e.g. automated guided vehicles, mobile robots, moveable assembly platforms, portable assembly tools, mobile control panels; see reference [6]).
· The 5G exposure reference point En must allow IIoT applications to obtain device location information with: 
· location data of varying granularity
· one-time delivery of device location information upon request
· reporting of device location information triggered by events such as movements (e.g. a device entering or exiting a defined area or moving a defined distance) and time events (specified time intervals)
	Yes, covered by SA2 Rel-16 5G_eLCS WIs

	#2
	Network management
	
	

	#2.1
	· network monitoring (clause 4.3.1)
	· The 5G exposure reference point En must provide means of monitoring network status, including integration points with other networks, both at set-up and during operation. 
· The 5G exposure reference point En must support monitoring to verify that the network components, including component inventory information and network element capabilities, are configured and connected correctly.
· The 5G exposure reference point En must support monitoring to verify that the (end-to-end) logical network(s) is/are configured correctly in the 5G system.
· Reporting on the logical network(s) a device is (currently) connected to is enabled by the device connectivity monitoring requirements given above.
· The 5G exposure reference point En must support monitoring to verify that a logical network is operating according to the prescribed service level specification (SLS). The SLS is the technical part of a service level agreement (SLA). 
· It must be possible to monitor high-level logical network metrics and KPIs through the aggregation of lower-level metrics and KPIs at the level of physical/logical network components. Access to lower-level metrics and KPIs at the level of physical/logical network components must be permissible, subject to specific authorizations (e.g. when the NPN is operated as a stand-alone network by the enterprise).
· The 5G exposure reference point En must allow monitoring of errors and other alarms from physical/logical network components and connections. 
· The 5G exposure reference point En must provide the monitoring information in such a way that it can be effectively used for error detection, localization, root-cause analysis and resolution. 
· The 5G exposure reference point En must support these network monitoring capabilities when 
· the network is deployed as a stand-alone NPN and operated by the enterprise;
· the network is deployed as a PNI-NPN, i.e. operated by the mobile network operator, and provided as a service to the enterprise.
	Out of scope of SA2 


	#2.2
	· network configuration and maintenance
	· The information in this section is included for the sake of completeness only. It provides valuable background information for 5G network operators and 5G network equipment manufacturers with regard to the capabilities enterprises need to configure and maintain a 5G NPN. 
· The 5G NOC reference point Nm provides the means to:
· restart the 5G system fully or partially (i.e. specific network nodes or functions), for instance after a failure, to reestablish device connections without further manual interaction
· backup and restore the 5G system fully or partially, including firmware, software and configuration of network elements
· add, remove and modify existing RAN equipment (e.g. radio heads, base stations, with respect to spectrum management, etc.), and support changes to its operational status: i.e. enable / disable / temporarily disable
· add, modify and remove logical networks, and to add, modify, remove and relocate core functions per logical network
· manage IP/Ethernet network configurations (e.g. address ranges) in the 5G network to allow integration of 5G with non-3GPP OT networks (see Annex A)
· Any change to the 5G network must be made in a controlled manner to prevent/minimize faults and service disruptions, and to minimize risks to compliance with the service level specification (SLS).
· The above list of capabilities is not exhaustive. The capabilities required will vary and depend on the specific agreement between the service provider and the enterprise (e.g. factory operator).
	Out of scope of SA2 

	#3
	Security
	The 5G exposure reference points must support means for:
· mutual authentication between the exposure producer (the 5G NPN) and the exposure consumer (an IIoT application)
confidentiality and integrity of communication between the exposure producer and the exposure consumer
authorization of the exposure consumer to use exposed capabilities in full, or limited to a subset of the capabilities, based on 
· the functional role of the IIoT application, e.g. network maintenance, network monitoring, or application data exchange
· network location (e.g. indoor network or outdoor network)
· logical network purpose (e.g. network configuration or application data exchange)
The 5G exposure reference point En must make the security logging information of UEs available to IIoT applications. An example for such information is 3GPP security mechanisms used in a device connection (e.g. data privacy, authentication, integrity protection).
	Out of scope of SA2 


[bookmark: _Toc27484670][bookmark: _Toc27484671][bookmark: _Toc27484672][bookmark: _Toc27484673]
3. Conclusion and proposal(s)
After analysis of the requirement of 5G_ACIA whitepaper on 5G capabilities exposure for factories of the future, some requirements have been covered by SA2 SIDs or WIDs (i.e. Rel-15 5GS_Ph1, Rel-16 Vertical_LAN, Rel-17 FS_IIOT and FS_eNPN), but there are still the following requirements that have not been considered in R17 or pre-R17:
1. device provisioning and onboarding
The 5G exposure reference point En must notify subscribers, for instance the device management server, when a device has connected to the network.
Deprovisioning (see use case Annex B)
2. device connectivity management
Multiple communication services per device, e.g. both Ethernet-based and IP-based communication services
Modification of PDU session type in Annex B
3. device connectivity monitoring
The 5G exposure reference point En must provide a history of communication events. These events include, for example, instances where there was a failure to meet the required QoS. This history may include timestamps of events and location-related information (e.g. the location of UEs and radio base stations associated with events).
The 5G exposure reference points must respond to a request to provide real-time QoS monitoring information within a specified time (e.g. within 5 s). This time is subject to negotiation between the communication service consumer and the 5G system.
4. device group management
The 5G exposure reference point En must enable creation, modification, and removal of device groups, including definition of group communication services, and other group attributes (for instance the service area).
It should be noted that a device may belong to multiple groups concurrently. A device may join/leave a group in accordance with, for instance, device location. 
The 5G exposure reference point En must allow IIoT applications to subscribe to notifications of group status events.

Conclusion: some requirements of 5G_ACIA whitepaper on 5G capabilities exposure for factories of the future are already satisfied by SA2 SIDs or WIDs (i.e. Rel-15 5GS_Ph1, Rel-16 Vertical_LAN, Rel-17 FS_IIOT and FS_eNPN) while some are not.
Proposal: The requirements of this 5G_ACIA whitepaper could be used as the input for R17 SID evaluation and conclusion, e.g., FS_IIoT, FS_eNPN, or for future R18 study, e.g., a dedicated SA2 SI/WI to address the capabilities exposure for factories of the future.
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