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Abstract: This paper proposes a solution to key issue 4 on UE On-boarding and remote Provisioning for SNPN by using 3rd party’s credential (e.g., PLMN, or SNPN) for onboarding, authentication and authorization between UE and the specific SNPN. Then UE can directly get the provisioning data from the specific SNPN securely 
*******************Start of changes *******************
6.X
Solution #X: UE Onboarding and remote provisioning for SNPN with 3rd party’s credentials
6.X.1
Introduction

This solution addresses key issue 4 "UE Onboarding and remote provisioning". It enables the UE without the specific SNPN’s subscription data to access to the SNPN and obtain the full provisioning data, so that the provisioned UE can normally access to the desired SNPN’s services. 

In this solution, it assumes that UE has already subscribed to one PLMN or SNPN, which has agreement with the specific SNPN. In this case, the specific SNPN is the On-boarding SNPN.
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Figure 6.x.1-1: UE onboarding and provisioning with 3rd party credential
The following assumptions are considered:

-
The UE has subscribed to 3rd party and provisioned with the 3rd party’s credential, e.g., the 3rd party could be PLMN, or SNPN. 
-
The On-boarding SNPN is the home SNPN of the UE, which owns the provisioning data of the UE.
- 
The On-boarding SNPN is supposed to have an agreement with the 3rd party to support the limited service, e.g., onboarding and provisioning serivce.  
- 
UE can switch operation mode between SNPN access mode only mode and PLMN access mode (i.e., not operated in SNPN access mode)
6.X.2
Functional Description

6.X.2.1
Introduction
In this solution, there are three main phases as described following:  

· For network selection phase, UE is triggered to perform network selection, by manual operation, or Application trigger
· For the onboarding phase, based on the roaming agreement between O-SNPN and the 3rd party, UE accesses to the O-SNPN by using the 3rd party’s credential, and the O-SNPN performs authentication and authorization between UE and the 3rd party as normal roaming case; 

· For the provisioning phase, UE initiates the online subscribing for the O-SNPN services and request for provisioning data. The P-Server allocates the new provisioning data for this UE when receiving the request from UE. After receiving the provisioning data, UE will re-register to O-SNPN by using the new provisioning data.

6.X.2.2
Architecture
Figure 6.X.2.2-1, it describes overview of the architecture. P-Server is located in O-SNPN, and provide new provisioning data for the UE when receiving the provisioning request. 
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Figure 6.x.2.2 -1 architecture for UE onboarding home network (O-SNPN) 
New potential interface:
· Interface X1: between AMF and P-Server 

6.X.3
Procedures
The figure 6.x.3-1 below shows a high-level flow how to perform onboarding and provisioning for the UE.
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Figure 6.x.3-1: High-level flow for onboarding and provisioning for the UE
The procedure includes the following steps:

A0, O-SNPN (i.e., home SNPN of the UE) has service agreement with the 3rd party (e.g., PLMN/SNPN) to support 3rd party UE to access with the 3rd party credential. 
A, UE is triggered to initiate network selection to select the O-SNPN, for example, by manual operation, or the Application trigger, etc.  

B, UE initiates the registration by using the existing 3rd party’s credential, when it detects that there is 3rd party credential existed.  The O-SNPN performs authentication and authorization between UE and the 3rd party just as normal roaming case. According to the roaming service agreement between the O-SNPN and the 3rd party, UE can establish a secured connection between UE and O-SNPN. 

C, UE triggers to initiate online subscribing and provisioning request to O-SNPN, to subscribe the services provided by O-SNPN (maybe need to pay online, which is out scope of 3GPP), and download the provisioning data from O-SNPN.


UDM/P-Server may create/allocate the provisioning data/subscription for this UE, including new SUPI, credentials.
D, UE will perform re-registration to the O-SNPN, by using the new credential.

6.X.4
Impacts on services, entities and interfaces

Editor's note:
This clause lists impacts to services, entities and interfaces.
********************Start of changes ********************
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