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Abstract of the contribution: This PCR is to resolve the Editor’s note in the solution 5.
1. Discussion
There is an EN in the solution 5.

Editor's note:
As the unique UE identifier is only unique within the DCS, how the O-SNPN can find a DCS given a unique UE identifier is FFS.
The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI) which is composed of the user part and the realm part which may identify the domain name of the DCS.
In the step B1), the O-SNPN discovers and connects the DCS for the UE by checking the realm part of the unique UE identifier. If the O-SNPN can use the realm part to find the DCS, this can be considered that the DCS has the relationship with the O-SNPN. Otherwis the O-SNPN can not discover the DCS.
Additionally if the O-SNPN does not have the business relationship with the DCS, then the O-SNPN can not authenticate the UE using the keys in the DCS. If the O-SNPN can not discover the DCS, the O-SNPN can also reject the onbording procedure.

Therefore it is proposed that it is clearly stated that the DCS has the business relationship with the O-SNPN.
2. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-07 V0.4.0.
* * * * First Change * * * *
6.5.1
Introduction

This solution addresses key issue 4 "UE Onboarding and remote provisioning". Especially when the UEs are deployed without provisioned subscription, it provides a solution on how UE subscription/credentials are afterward provisioned to the UEs.

The solution enables UEs to get network connectivity to an O-SNPN ("onboarding SNPN") so that it can be provisioned with necessary subscription credentials and configuration for the SO-SNPN that will own the UE's subscription ("SNPN owning the subscription").
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Figure 6.5.1-1: UE onboarding in non-public network

The following assumptions are considered:

-
The UE is provisioned with some default UE credentials and a unique UE identifier.

NOTE 1:
The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI) which is composed of the user part and the realm part which may identify the domain name of the DCS.
Editor's note:
The exact definition and details of these default UE credentials are FFS and need to be discussed with SA WG3.

-
The UE is not provisioned with subscription credentials that grant access to a SO-PLMN or to an SO-SNPN.

-
As part of the onboarding process the UE shall get grant access to an SO-SNPN based on e.g. default UE credentials.

-
The Onboarding SNPN (O-SNPN) that is used by the UE in the onboarding process is not necessarily the same as the SO-SNPN (Subscription Owner SNPN) for which subscription credentials will be provisioned in the UE.

-
The O-SNPN operator has access to a Default Credential Server (DCS), which is used to verify that UE is subject to onboarding based on UE identifier and the associated default UE credentials. The DCS is used for 5GS-level UE authentication/authorization during registration to O-SNPN for onboarding purpose. The owner of the DCS is out of scope of this document and can be inside or outside of the O-SNPN e.g. DCS can be owned by the device manufacturer, by a PLMN, by a SNPN other than the O-SNPN or by a 3rd party. The DCS has the business relationship with the O-SNPN if the DCS is outside of the O-SNPN.
Editor's note:
Whether the 5GS-level UE authentication/authorization during registration for onboarding purposes is needed is FFS and will be determined by SA WG3.

NOTE 2:
The security aspects and mechanisms for the data connection between the UE and the Provisioning Server (e.g. to prevent a fake Provisioning Server from provisioning the UE) are to be studied by SA WG3.
-
The O-SNPN operator provides the UE with connectivity to a Provisioning Server that allows UEs to retrieve their subscription credentials and other personalized configuration. The owner of the Provisioning Server is out of scope of this document.

NOTE 3:
In some deployments the DCS and the Provisioning Server can be the same entity. In deployments where the DCS and the Provisioning Server are different entities, it is expected that they communicate with each other to share the security based on the default UE credentials for UE authentication in the Provisioning Server via an interface that is outside of 3GPP scope.

Editor's Note:
It is determined by SA WG3 whether the DCS may share the default UE credentials with the Provisioning Server which is a different entity from the DCS.

-
The SO-SNPN owning the subscription (SO-SNPN) is provisioned to its UDM/UDR from the Provisioning Server the corresponding UE's subscription credentials and provides the Provisioning Server with the corresponding UE's configuration data to be provisioned using the UE onboarding procedure, where default UE credentials is used to identify the corresponding data to be provisioned to the UE.

-
The DCS makes a contract with the SO-SNPNs owning the subscription for provisioning the subscriptions to the UE and provides the SO-SNPN with the list of UE identifiers.

* * * * End of Changes * * * *
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