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1. Discussion
For the session breakout scenario, we have anaylized current solution 2,3,4,5,6,7,8,9,11,14,15,19,20,22. There is some overlapping in these solutions but some basic functionalities and considerations can be concluded.
We have got 13 key questions for DNS based session breakout scenario.
1. UE DNS address. Whether the solution support the UE override the DNS which is sent in PCO. We think once the UE/application overrides the DNS address but the AF can provide the corresponding target DNS server IP address to 5G network ,we can also process this scenario. But if there is no such kind of cooperation , the DNS optimization mechanism in R17 can not support this application.
2. Encrypted DNS. We believe based on the cooperation between MNO and 3rd party, even the DNS is encrypted, the 5G network can get enough information (i.e. DNS server IP address for both DOT and DOH, or port number 853 for DOT)for identifying which packet is DNS request through NEF.
3. Whether application FQDN should be considered for UL DNS request. For unencrypted DNS, the FQDN can be considered for UL DNS request based on operator’s requirement. If some MNOs require the high performance of UPF, the FQDN can be skipped and the UL DNS request can be offload locally or still transferred to central PSA UPF based on local policy.
4. Whether application server/EAS IP address(DNS resolved result) should be considered for DL DNS response. For unencrypted DNS, this server/EAS IP address can be used for suitable ULCL/local PSA selection.
5. Central PSA UPF functionality requirement. The LDNSR should collocated with central PSA UPF. 
6. LDNSR requirement, an user plane functionality, and the relationship between LDNSR and C/L-DNS. The LDNSR can add DNAI or UE location information in EDNS Client Subnet option to imply UE location. The LDNSR can also help to judge whether and which local DNS can be used for this DNS request. LDNSR can also be used to replace the target IP address in DNS request into local DNS server’s IP address. There is a mapping table in LDNSR which includes location, corresponding DNS server address, maybe also including FQDN.
7. The relationship between C-DNS and L-DNS. There may be connectivity between C-DNS and L-DNS or not, which is based on local configuration. For unencrypted DNS request, the FQDN can be used in filtering rule in ULCL, therefore the DNS request offloaded in local DN can be resolved by local DNS and there is no need to transfer the DNS request from L-DNS to C-DNS. Anyhow, if the operator see the network deployment allowes the DNS recursive query, and MNOs pay much attention on UPF performance therefore without detecting the FQDN, all the DNS request can be offloaded to local DN and L-DNS is responsible for forwarding the DNS request to C-DNS. What’s more, there is also possibility that the all DNS request can still be transferred to central PSA.
For encrypted DNS request, the proposed method is to offload the DNS request locally by identifying the target IP address in DNS request packet, and then the DNS packet goes through N6-NAT and the source UE IP address will be replaced into a public IP address which implies the UE location. And the suitable EAS discovery is depending on DNS system.
8. Based on AF influence or network capability expsure procesure, there can be some cooperation between MNO and 3rd party. The cooperation including:1) AF providing application information and DNAI, then the PCF generates the ULCL filtering rules for data traffic and/or for DNS request. 2)AF providing DNS related information for LDNSR, e.g. DNS IP address, DNS service location.3) for encrypted DNS request, it is expected that the LDNSR/UPF can be configured with decryption keys, which should be evaluated in SA3. 
9. The relationship between ULCL filtering rule, DNS filtering rule, and the session breakout procedure.AF provides information to 5GC and then PCF generates the ULCL filtering rules. The ULCL filtering rules include data traffic filtering based on IP 5tuples, and DNS filtering based on target IP address. The rules generated before session breakout procedure, while the rules can be configured in UPF before or during the session breakout procedure.
10. Trigger the ULCL insertation.In R15 the ULCL insertation is decided by SMF based on UE subscription,UE location, and application detection. The DNS response contains EAS/APP IP address, therefore the LDNSR/UPF identifies the EAS/APP IP address and fulfil the application detection. The UPF notifies the SMF with the EAS/APP IP and/or FQDN. Then the SMF decides whether, where to insert the ULCL and local PSA.
11. After ULCL insertation, which path the DNS request should be routed,i.e.The local PSA UPF or central PSA UPF. The question has been analyzed in question 7.
12. Local PSA UPF functionality requirement. For unencrypted DNS request, if the DNS request is offloaded to local DN, the DNS request’s target IP address can be replaced by local UPF into local DNS’s IP address, which can help route to local DNS. For encrypted DNS request, the UPF should not try to change the DNS request because only the original target DNS server can decrypt the DNS request, therefore the only way is to update UE’s DNS during PDU session modiciation(i.e.ULCL inserting) through PCO message.
13. DNS request relocation from C-PSA/L-PSA to L-PSA/C-PSA. The question has been analyzed in question 7. And if there are proper network configuration and proper filtering rules, there is no requirement for DNS request relocation.
2. Conclusion proposal 
Based on the above anaylysis, there are some conclusions as following:
For UE side:
The 5G network sends DNS address to UE through PCO during PDU session establishment. And the DNS address can be operators and also can be 3rd parties, which can be distiguised based on DNN and/or S-NSSAI. If the DNS address is provided by 3rd party, the AF influence procedure can be used to pre-configure the AF information(DNS related) in SMF/PCF.
Conclusion 1: The DNS address which UE gets through PCO, can be operators’ and also can be 3rd parties’, and this can be distiguised based on DNN and/or S-NSSAI. The 3rd parties use AF influence or other related procedures to pre-configure the DNS related information in SMF/PCF.
If the application in UE uses its own preconfigured DNS address and ignores the DNS address configured by network, the 5G network can also help the DNS request only if there is cooperation between MNOs and 3rd parties. The Application needs to provide the related DNS IP address, DNS server location in SMF through AF influence.
Conclusion2:in R17 the 5G network can support the DNS optimization when application in UE using its own DNS address instead of network providing DNS address, only if there is cooperation between MNOs and 3rd parties and Application needs to provide the related DNS IP address, DNS server location in 5G network.
Whether the L-DNS IP address and C-DNS IP address are anycast address or not, is dependin on the MNO’s network configuration. Currently from our perspective, there seems multiple(e.g. hundres) Mobile Edge Platforms in the network, and the overhead of network management and operation for maintaining anycast DNS is huge.
Conclusion3: the MNOs can select to use anycast mechanism for DNS discovery based on MNO’s local policy. But for R17 standardization, there must be other solutions for session breakout case in conclusion.
If the L-DNS IP address and C-DNS IP address are different, and/or the L-DNSs’ IP addresses are also different, the target IP address of DNS request packet should be changed in order for correct IP routing. The replacement can be implemented by local/central PSA UPF or by the UE DNS address updating through PDU session modification procedure in PCO.
If the DNS are owned by MNOs, the behaviour of local/central PSA UPF is trusted, therefore the PSA UPF can replace the DNS request’s target IP address. While if the DNS is not belong to MNOs, the UE DNS address updation is preferred.
Conclusion4: If the DNS belongs to MNOs, the PSA UPF can replace the DNS request target IP address; while if DNS belongs to 3rd parties, the UE’s DNS address updating through PDU session modification procedure (in PCO) is preferred. And the two methods can be selected based on operator policy.
For LDNSR：
There is no enough reason to introduce an independent LDNSR NF in R17. Firstly, we see in some solutions the independent LDNSR NF or DNS AF can support the encrypted DNS request, but depending on the SLA between MNOs and 3rd parties. But from our understanding, if a LDNSR can decrypt the DoT or DoH, this LDNSR can not be controlled by MNOs, because it is impossible for 3rd party providing the secret key. Therefore there is no reason to introduce a NF which can not be belong to 5G system. If the LDNSR can not decrypt the DoT or DoH, the LDNSR should be collocated with SMF or UPF. The N4 interface should be updated or some SBI interface should be updated. But the LDNSR collocation with SMF/UPF is much less impact than an independent NF.
Considering the LDNSR is regarded as a user plane functionality, it is suggested to combine the LDNSR into UPF.
Conclusion5：LDNSR should not be introduce as an independent NF, and should be combined with UPF.
For Encrypted DNS:
Based on the key question 9 and some observation, there is no clear relationship between DNS filtering rules and and data traffic filtering rules. There are two kinds of DNS filtering rules, 1) ULCL identifies the DNS IP address and/or port number , and offloads all the DNS request to local DN.2) ULCL identifies the DNS IP address and FQDN, and offload specific DNS request to local DN.
But for encrypted DNS i.e.DoH and DoT, the 5G network can not change the target DNS server through replacing DNS request target IP address, because other DNS server do not have decrypted keys, therefore the DoT and DoH request are suggested to be offloaded to local DN. And the N6-NAT can replace the source IP address and imply UE location to DNS system.
Conclusion 6: there is no clear relationship between traffic offloading rules and DNS offloading rules. But for engrypted DNS request,i.e. DoT or DoH, it is suggested to offload to the local DN. And the N6-NAT can replace the source IP address and imply UE location to DNS system
Conclusion 7: For encrypted DNS, the network can be triggered to insert ULCL/local PSA based on UE location and UE subscription. And 5G network can not change the target DNS server through replacing DNS request target IP address in UPF because other DNS server do not have decrypted keys. Therefore the UE’s DNS address updating through PDU session modification procedure (in PCO) is preferred.
Based on the above thinking, the solution can be divided into two types, one is for unencrypted DNS and one for encrypted DNS.
The detailed is described in the following.
2. Text Proposal
It is proposed to capture the following changes in TR 23.748 v0.4.0
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6.X	KI#1, New Solution #X: A merged solution of session breakout scenario with UPF based
[bookmark: _Toc500949099][bookmark: _Toc22214909][bookmark: _Toc500949101]6.X.1	Description
This solution supports for unencrypted DNS and encrypted DNS, and there are two procedures for each of them.
In this solution, the DNS server can belong to MNOs or 3rd parties. The DNS address which UE gets through PCO, can be operators’ and also can be 3rd parties’, and this can be distiguised based on DNN and/or S-NSSAI. While for the 3rd parties , the AF influence or other related procedures should be used to pre-configure the DNS related information in SMF/PCF.
If the application in UE uses its own preconfigured DNS address and ignores the DNS address provided in PCO during PDU session establishment procedure, the 5G network can also help the DNS based EAS discovery ,only if there is cooperation between MNOs and 3rd parties. The Application needs to provide the related DNS IP address, DNS server location in SMF through AF influence.
In this solution, the C-DNS and L-DNS have difference IP addresses. If the C-DNS and L-DNS have the same IP address, the DNS updation in UPF or UE should be skipped.
If the DNS belongs to MNOs, the PSA UPF can be used to replace the DNS request target IP address by the corresponding DNS server IP address, for correct IP routing in N6; while if DNS belongs to 3rd parties, the UE’s DNS address updating through PDU session modification procedure (in PCO) is preferred. And the two methods can be selected based on operator policy.
There is a functionality LDNSR(local DNS resolver) which is assumed to have visibility of the DNS parameters, is combined with UPF. 
· The configuration of LDNS/UPF is sent from SMF during N4 association setup procedure. There is a mapping table in LDNSR which includes location(e.g.TA), corresponding DNS IP address, maybe also including FQDN.
· The LDNSR can add DNAI or UE location information in EDNS Client Subnet option to imply UE location when the DNS request is sent to C-DNS. 
· The LDNSR can also help to judge whether and which local DNS can be used for this DNS request. 
· LDNSR can also be used to replace the target IP address in DNS request by local DNS server’s IP address. 
· LDNSR/UPF can retrieve the UE location from SMF.
For unencrypted DNS:
The PDU session establishment with the central PSA UPF is triggered by UE. And the UE gets one DNS address in PCO during this procedure. When the central PSA UPF receives the UE sending DNS request, UPF identifies that this DNS request should be processed by LDNSR based on DNS IP address, and/or FQDN. Then the LDNSR/UPF request the SMF for UE location through N4 interface. The LDNSR/UPF checks the mapping table based on UE location, DNS IP address , and/or FQDN, and finds a suitable DNS. 
If the selected DNS is C-DNS, the LDNSR/UPF adds DNAI or UE location information in EDNS Client Subnet option to imply UE location. If the selected DNS is L-DNS, the target IP address in DNS request can be replace by local DNS server’s IP address. Then the DNS request is sent out from central PSA UPF.
When the central PSA UPF accepts the DNS response, the EAS/APP IP address is included in the payload. The central PSA UPF can notify the EAS/APP IP address to SMF, and SMF decides to insert the ULCL and local PSA UPF based on UE location, UE subscription and EAS/IP address.
During the ULCL/local PSA UPF insertation and PDU session modification, 
· the network may update the UE DNS address in PCO, and the new DNS address is L-DNS IP address. In this case the local UPF do not need to replace the target IP address in DNS request.
· the network may configure the local PSA UPF to replace the target IP address in DNS request by L-DNS server’s IP address.
NOTE: If the DNS belongs to MNOs, the PSA UPF can replace the DNS request target IP address because the UPF is in trusted domain; while if DNS belongs to 3rd parties, the UE’s DNS address updating through PDU session modification procedure (in PCO) is preferred. And the two methods can be selected based on operator policy
After the ULCL insertation, the following DNS request can be processed in three methods:
· all the following DNS request without FQDN detection, is still transmitted to central PSA UPF. And the DNS system is responsible for suitable EAS discovery.
· All the following DNS request without FQDN detection, is offloaded to local PSA UPF. When the local DNS can not resolve the FQDN, the local DNS is responsible for recursive query and transfers the DNS request to C-DNS. The connectivity between L-DNS and C-DNS is required.
· Based on the UPF detection, specific FQDN DNS request is offloaded to local DN, and other DNS request is sent to central PSA UPF. There is no connecticity requirement between L-DNS and C-DNS in this case.
NOTE: The above three methods can be selected by MNOs based on network configuration, and local policy. If MNOs pay much attention on UPF performance, the third method based on UPF DPI is not preferred.
For encrypted DNS:
Based on the cooperation between MNO and 3rd party, even the DNS is encrypted, the 5G network can get enough information through NEF (i.e. DNS server IP address for both DoT and DoH, or port number 853 for DoT) for identifying which packet is DNS request.
In this case the FQDN in DNS request and EAS/APP IP address are encrypted in DNS payload and can not be identified by central PSA UPF. Therefore the ULCL and local PSA UPF can be selected based on UE location and UE subscription.
NOTE: In R15, the central PSA UPF can detect the data traffic and determin to insert the ULCL and local PSA UPF. This is not discussed in this solution.
In this case the EDNS can not be used.
After the ULCL insertation, for encrypted DNS i.e.DoH and DoT, the 5G network can not change the target DNS server through replacing DNS request target IP address, because other DNS server do not have decrypted keys, therefore the DoT and DoH request are suggested to be offloaded to local DN. And the N6-NAT can replace the source UE IP address in encrypted DNS request by public UE IP address to imply UE location to DNS system.
When UE moves, the SMF triggers ULCL relocation.In this scenario, the 5G network can not change the target DNS server through replacing DNS request target IP address in UPF because other DNS server do not have decrypted keys. Therefore the UE’s DNS address updating through PDU session modification procedure (in PCO) is preferred. During the ULCL relocation procedure, the SMF sends a new L-DNS IP address to UE in PCO through NAS message.

6.X.2	EAS discovery based on unecrypted DNS 
6.X.2.1	Pre-configuration
In case the DNS belongs to MNOs, the DNS IP addresses and corresponding locations are configured in SMF. During N4 node level procedure, the LDNSR/UPF gets the related DNS IP address and corresponding location.
In case the DNS belongs to 3rd parties, the DNS IP addresses and locations are provided by AF through NEF.
AF provides the EAS information includes FQDNs, EAS/APP IP addresses/prefixes in UDR. And PCC rules are generated by PCF and sent to SMF/UPF during PDU session establishment.

6.x.2.2	Main procedures


Figure 6.x.2.2-1 EAS Discovery based on unecrypted DNS procedure
The PSA UPF1 is deployed in the central network and LDNSR is combined with PSA UPF1.
0. UE triggers the PDU Session Establishment procedure, and the IP address of C-DNS server is provided by SMF to UE via PCO in NAS message.
1. UE sends a DNS query including the requested FQDN.
2. The PSA UPF1 extracts FQDN from DNS request. PSA UPF1 triggers the EAS discovery if application service subscribes for Edge application server discovery service.
3. The PSA UPF1 retrieves UE location, and/or DNAI from SMF through N4 interface. 
4. The PSA UPF1 selects the DNS server based on the UE location, and/or DNAI, and FQDN.
5a-6a. If the suitable DNS is L-DNS, the PSA UPF1 modifies the destination IP address of DNS query into target L-DNS server IP address and forward it to the target L-DNS server. DNS server returns DNS response including EAS/APP IP address. The PSA UPF1 modifies the source IP address into C-DNS server and forward the response to UE.
5b-6b. If PSA UPF1 does not find a suitable L-DNS server in step 4, PSA UPF1 adds UE location/ DNAI in DNS request in DNS Client Subnet Option and sends it to C-DNS. C-DNS returns the DNS response including EAS/APP IP address.
7. UPF extracts EAS/APP IP from DNS response, and notifies the EAS/APP IP address to SMF. 
8.  SMF determines whether to trigger ULCL/BP insertion based on the UE location and EAS IP address and/or FQDN based on R15 stardardization. Uplink traffic filter rule can be configured in ULCL UPF during ULCL insertion procedure. 
9a.The L-DNS server IP address can be provisioned to the UE during ULCL insertion procedure via PCO. 
9b. SMF can update the local UPF configuration to replace the destination IP address of DNS request by L-DNS server address.
10.	For the following DNS request, there are three options and can be selected based on local policy.
	Option 1, all the following DNS request without FQDN detection, is still transmitted to central PSA UPF. And the DNS system is responsible for suitable EAS discovery.
Option 2, All the following DNS request without FQDN detection, is offloaded to local PSA UPF. When the local DNS can not resolve the FQDN, the local DNS is responsible for recursive query and transfers the DNS request to C-DNS. The connectivity between L-DNS and C-DNS is required. 
Option 3, Based on the UPF detection, specific FQDN DNS request is offloaded to local DN, and other DNS request is sent to central PSA UPF. There is no connecticity requirement between L-DNS and C-DNS in this case.
11. ULCL relocation can be triggered based on UE location change. In this case the new L-DNS server IP address can be provisioned to the UE during ULCL insertion procedure via PCO. Or SMF updates the new local UPF configuration to in order to replace the destination IP address of DNS request by new L-DNS server address.
6.X.3	EAS discovery based on ecrypted DNS 
If the 3rd party can provide decrypted key to MNOs via AF influence, and configured in LDNSR/UPF through SMF, the payload of encrypted DNS can be seen by LDNSR/UPF. Therefore the above solution in 6.X.2 for unencrypted DNS can be used.
6.X.3.1	Pre-configuration
AF provides EAS deployment information to UDR via AF influence traffic routing procedure. This includes DNS server IP address and corresponding location. 
6.X.3.2	Main procedure


Figure 6.x.3.2-1 EAS Discovery based on ecrypted DNS procedure
1. During PDU Session Establishment procedure, the address of DNS server(the DNS can be belong to MNO or 3rd party) is provided by SMF via PCO to UE. UE may send DNS request to C-DNS.
2. SMF triggers the procedure of ULCL/BP insertion based on UE location and subscription. The local DNS address may be provided to the UE via the PCO during ULCL insertion procedure as required.
3. UE sends an encrypted DNS query. The encrypted DNS request can be recognized based on destination IP address (DoH, DoT) or port number(DoT 853) and then steered by ULCL to local PSA UPF2.
4. local PSA UPF2 transfers encrypted DNS request to local N6. And in N6-NAT, the source IP address of DNS request is replaced by a public UE IP address which can imply the UE location. If the UE DNS address is updated in step2, the encrypted DNS request can be transferred to L-DNS. If not, the encrypted DNS request is transferred to C-DNS.
5. DNS server returns the DNS response to UE.
6. ULCL relocation can be triggered based on UE location change. The UE DNS IP address can be updated via PCO. 
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc22214911]6.X.3	Impacts on Existing Nodes and Functionality
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
AF:
-	AF provides the EAS information includes FQDNs, DNS server addresses and its serving areas in UDR.
SMF:
-  provide UE location/DNAI to UPF through N4 interface.
-	provide mapping table among FQDN, DNS server and its serving areas per UPF during PDU session establishment through N4 interface to UPF.
-	support to update UE DNS address via PCO during PDU session modification.
UPF：
-	support to add an edns-client-subnet (ECS) EDNS0 option based on UE location/DNAI which derive from SMF by N4 interface.
-	support for detection FQDN in DNS request and extract EAS IP address in DNS response
-	support to modify destination/source IP address of DNS request/response to help the correct DNS query IP routing.

* * * * End of changes * * * *
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