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Abstract of the contribution: This contribution proposes updates and Editor’s Note resolution in Solution #3 User consent for UE data collection.
1
Background
This contribution proposes the following updates to Solution #3 User consent for UE data collection of Key Issue #15 User consent for UE data collection/analysis in TR 23.700-91 0.4.0.
1) Remove ‘Editor's note: How the user consent is validated is FFS.’ The solution now has AF authorisation in step 2 which has the role to authorise the service Provider (e.g.AF) that provides the User consent. This allows to validate the User consent. That is why it is proposed to remove the Editor’s Note.
2) Remove ‘Editor's note: The retrieval of user consent by the AMF as well as collection of data based on such consent is FFS and subject to KI#8 conclusion on methods for data collection from the UE.’ This solution is actually about UE related data collection by NWDAF and/or by the AMF from the UE, from the AF or from other NFs, i.e. not just directly from the UE. So, this solution should not depend from the KI#8 conclusion for data collection from the UE directly as the User consent may be needed for UE related data collection from the AF or from other NFs. That is it is proposed to remove this Editor’s Note. 
3) Remove ‘Editor's note:
Whether step 6 is needed or can be covered via regular AMF - UDM communication during UE registration is FFS.’ The User consent may not be needed only at registration so that the AMF-UDM interaction is re-used. The AMF may need User consent at any time while the UE has already registered and the AMF- UDM interaction may not be available. For example, the NWDAF may require UE location or any information from the UE profile in the AMF for which AMF may inquire with the UDM to check if its provision to NWDAF is a subject to user consent. Other NFs may also require UE rekated data from the AMF that may be subject to User consent and these NFs may not have interaction with the UDM at that time so that they retrieve the User consent themselves. In such cases again, the AMF may retrieve the User consent from the UDM before providing the information.
* * * * Start of the change * * * *
6.3
Solution #3: User consent for UE data collection

6.3.1
Description

6.3.1.1
General
To satisfy the requirement in Key Issue #15: User consent for UE data collection/analytics for privacy of some of the UE data, a User consent may be required for some or all the UE information. It is network operator's responsibility to collect and manage the User consent, if required, before initiating UE data collection and reporting by the UE. The user consent information can be considered as part of the subscription data.

Editor's note:
Coordination with SA3 is required.
6.3.1.2
Procedure
The provision of the User consent for the UE data collection is shown in Figure 6.3.1.2-1 below.
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Figure 6.3.1.2-1: User consent provision for UE data collection

1).
Nnef_ParameterProvision_Update Request(UE_ext_Id, user consent for UE data collection) - The Service Provider (AF) may collect the user consent for UE data collection (if applicable) from its users and provide the information via the NEF in the user consent for UE data collection parameter along with the UE Id for which the user consent applies. The Service Provider may also update or revocate the user consent.

2).
AF authorisation - The NEF checks whether the AF is authorized for user consent provision or update.

3).
The NEF may inquire with the UDM to translate UE ext_Id to a 3GPP internal identity UE_Id. Then the NEF forwards the request from the AF to the UDM via Nudm_ParameterProvision_Update Request (UE_Id, user consent for UE data collection).

4).
The user consent for UE data collection parameter is stored in the UDM as a subscription information. The user consent for UE data collection parameter may define the user consent for UE level data collection from UE or application or network side. The user consent for UE data collection parameter may also be provisioned by the network operator.

Alternatively, the user consent for UE data collection parameter may be configured in the UDM/UDR as a user subscription information.


5).
Nudm_SDM_Get (UE_Id, user consent for UE data collection) - The NWDAF may retrieve the user consent for UE data collection before triggering some UE data specific analytics and data collection.

6).
Nudm_SDM_Get (UE_Id, user consent for UE data collection) - The AMF may retrieve the user consent for UE data collection before triggering some UE data specific data collection



6.3.2
Impacts on services, entities and interfaces
UDM:

-
Holds the user consent for UE data collection as a subscription data.

NEF:

-
AF authorisation and rejection if needed.

NWDAF/AMF:

-
Retrieves and checks the user consent for UE data collection before triggering some UE data specific analytics and data collection.
6.3.3
Evaluation

Solution 3 introduces User consent for the UE data collection. The User consent for UE data collection may be provided by the service provider via the NEF or directly by the network operator and stored in the UDM as a subscription information. The User consent for UE data collection may define the user consent for UE related data collection from UE or application (e.g. AF) or NFs. The solution addresses all the architectural requirements of Key Issue 15. 
This solution has no UE impact.
* * * * End of the change * * * *
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