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[bookmark: _Toc462478989]Abstract of the contribution: This contribution proposes a way forward for KI#1 for Session Breakout Connectivity model excluding the solutions for Dynamic ULCL/Local PSA insertion by DNS response.
1	Introduction
This contribution evaluates the TR solutions for KI#1 for Session Breakout Connectivity Model excluding the solutions where Dynamic ULCL/Local PSA insertion is triggered by the DNS response, and proposes a w ay forward
2	Discussion
There are a number of solutions for KI#1 addressing the session breakout scenario, as described in chapter 4.2. of the TR:
Session Breakout: The PDU session has a PDU Session anchor in a central site and a PDU Session anchor in the local site. Only one of them provides the IP anchor point. The Edge Computing application traffic is selectively diverted to the local PDU Session anchor using UL Classifier or multihoming BP technology. Re-anchoring of the local PDU Session anchor is used to optimize traffic routing for locally diverted traffic as the user moves.
DNS is the main mechanism promoted for EAS discovery in these solutions. In session breakout scenarios, alignment is needed between the settings for the Application Traffic filters to the Local PSA/DNAI, and the EAS selected by DNS for the Local PSA/DNAI to guarantee an optimal data path.
There are different aspects that need to be addressed to solve the session breakout scenario using DNS. The contributions describe variants for how to solve one or more of them:
A   The decision to select and insert the UL CL/Local PSA 
B   The provisioning of the traffic filters for the application traffic for the sessions break out
C   The handling of DNS, as selected mechanisms for EAS discovery, and how to convey information that refers to an IP address / prefix related to the UE (IP) location (Local PSA).
Then, some also address two related challenges
D   Isolated Local DN scenario
E   DNS encryption
For this evaluation, solutions have been grouped (reusing the terminology in Solution #22) into:
-   Solutions with Pre-established UL CL/BP and Local PSA insertion
-   Other types of solutions
A short description of the evaluated solutions follows.
This evaluation does not cover the solutions proposing that Dynamic ULCL/Local PSA insertion is triggered by the DNS response.
Solutions with Pre-established UL CL/BP and Local PSA insertion
These solutions establish the UL CL/BP and Local PSA based on information received via AF Influence on Traffic Routing API or based on information available in 5GC through other means (OAM). UL CL/BP and Local PSA insertion and provisioning is done at PDU Session establishment or afterwards triggered by AF influence on routing and related PCC rules.
DNS is the proposed mechanism for EAS discovery. The goal is to provide the Authoritative (DNS) Nameserver with addressing information about the initiator (the UE) of the DNS request that refers to an IP address / prefix related to where the UE is currently located, in this case, the established Local PSA. 

	Solutions
	Details

	#2: Local DNS based edge server address discovery
	A.  Session breakout is set at PDU Session Set up or later (e.g. at UE mobility) to attend service requirements for applications which can use Edge Computing. A Local DNS is provided to the user.
B.  Only the provisioning of DNS related filters is described. 
C.  All traffic to the Local DNS is broken out. The local DNS works as the authoritative DNS for the applications using EC service and there is no 5GC per FQDN control or authorization of the usage of the EC services. The local DNS has connection with the authoritative DNS for applications non-using EC service. 

For B, Applications filters might be based on the information in the service request or available via OAM, though that is not described.

	#4: Providing the DNS authoritative server with IP addressing information about where the UE is located
	A.  The solution does not address how PDU Session(s) used by the UE are established but assumes such PDU has been established. A Local DNS or Anycast IP could be provided for DNS
B.  Only the provisioning of DNS related filters is described so as the rules to control the different variants for DNS handling (C). 
C  All DNS traffic is broken out. Very exhaustive and complete description that covers all variants of DNS deployments and possible solutions to convey information about user (IP) location (that is at the local PSA) to DNS.
E  DNS encryption has been considered where UPF is proposed to support a local DNS forwarder and modify the DNS. The proposal is for UPF to terminate the TLS interface with the UE.

For B, Applications filters might be based on the information in the service request or available via OAM, though that is not described.

	#5: Server Discovery using DNS, IP Routing and URSP
	A.  The UL CL/PSA insertion takes place at session establishment or at AF request
B.  AF influenced routes are used to set the traffic routing. Anycast IP addresses for EAS are described to be better. The filters for the LBO of DoH requests are based on AF input.
C.  DNS queries are sent via UPF-PSA with an IP address routable to the UPF-PSA egress. That address can then be used by DNS to add an ECS.

For C, the steering of plain DNS and if that is through the Local PSA is not explicitly said (but we assume that to be the case) neither whether there is any DNS selective steering.  

	#7: SMF/I-SMF selection based on DNAI
	A   The Session breakout, ULCL/BP and local PSA, are inserted as per AF request.
B   Filters for DNS are settled to steer to local PSA certain FQDNs or DNS destinations (selective DNS breakout)
C.   Local PSA forwards the DNS to the DNS Resolver that either forwards it to a Local DNS or to an Authoritative DNS after including a relevant ECS.
 
For B, Applications filters might be based on the information in the service request or available via OAM, though that is not described.
For C, the DNS handling in UPF-PSA is unclear so as how the steering of DNS for only certain FQDNs could work with encrypted DNS.
The solution focus is on the specifics of a KI#5 scenario: how the AMF can select SMF or I-SMF based on the requested DNAI(s), whereas in REl’16 that can be based on the current TA.

	#20: DNS Inspector based EAS Discovery
	A  ULCL/BP and Local PSA establishment are not addressed (they are already established at solution start). The DNS provided to the UE is a cloud (central) DNS.
B  Traffic Filters for DNS are set so that, local DNS resolution is attempted first, kind of orchestrated by a local “DNS inspector”. The UL CL/BP UPF forwards all DNS requests from N3 to the DNS Inspector.
C  Regarding the DNS inspector:
-   The DNS Inspector is either a stand-alone logical functionality that can be reached via the UL CL/BP UPF, it can be located in the UL CL/BP UPF, the SMF, the local DN or can be a stand-alone 5GC network function.
-   The DNS Inspector forwards the requests to the Local DNS, which itself resolves locally or recursively involving a central DNS. 
-   The DNS Inspector performs source/ destination IP address translation as needed so that the DNS query source address relates to the UE (IP) location (Local-PSA) and s that forwarding can be performed as described.
D   An empty response e.g. due an isolated Edge DN is solved by the inspector by forwarding the original DNS request (the one that had originally arrived from the UL CL/BP UPF) back to the UL CL/BP UPF, which steers it to the central PSA and then is routed to the Central DNS.

For B, Applications filters might be based on the information in the service request or available via OAM, though that is not described (“the subsequent application traffic will automatically be routed by the UL CL/BP UPF towards an EAS in the local DN or to an application server in the cloud, depending on the destination IP address”).
Whether and how the described solution works for encrypted DNS is not described. 

	#22: DNS based EAS discovery supporting session breakout.
	This solution includes procedures for both, Pre-established ULCL/Local PSA insertion and Dynamic ULCL/Local PSA insertion. Only the first one is considered here:

A.  ULCL/Local PSA insertion can be done before the UE sends out actual DNS queries or traffic to be locally routed, e.g. at PDU Session establishment or be triggered by AF influence on routing related PCC rules. Different PDU sessions can get different DNSs...
B   By AF traffic influence routing network receives the traffic filters corresponding to the service to be steered. including DNS messages. At insertion, SMF sets up filters in ULCL for steering to Local PSA both the edge application traffic and the DNS messages (DNS, DoT or DoH). Any selective DNS steering based on L3/L4 filters. Most detailed description
C   L-DNS may add an ECS and proceed with resolution



Other solutions
The Following solutions do not really fit into one of the two groups described above:
	Solutions
	Details

	#8: Edge Application Server discovery using anycast DNS
	A   This solution adds one more Session breakout (ULCL/BP and local PSA insertion) trigger: any insertion is put on hold till a DNS Query for an EC FQDN triggers it: SMF/UPF receives the DNS Query and triggers the process (for the rest of aspects, it is similar to the solutions for Pre-established UL CL/BP and Local PSA insertion so).
B   Filters for DNS are settled to steer to local PSA and divert to LDNS the DNS requests for Edge applications.
C   Selective steering of DNS through Local PSA: certain FQDNs or DNS destinations (selective DNS breakout).

For B, Applications filters might be based on the information in the service request or available via OAM, though that is not described.
For C, how the selective DNS handling in ULCL woks with encrypted DNS is not described.

	#14 & #15: IP address discovery for the Service Switch mechanism- DNS handling in both UPF and EC / IP address discovery for the Service Switch mechanism-DNS handling in UPF
	In these solutions, DNS is complemented with an Application Layer solution: DNS is used to find the Service Switch (SS) and the SS is the one selecting the EAS based on the source IP address of the Application Traffic it receives. For this solution, aspect “C” needs some rephrasing: “the handling of the traffic to SS, and how it conveys information that refers to an IP address / prefix related to the UE (IP) location (Local PSA) as source IP address”.
The solutions include a number of deployment variants but in general::
A  Sol#14 assumes a PDU session is established with an ULCL/BP and a Local PSA, whereas in Sol#15 that is triggered by the resolution of the DNS Query for the SS FQDN: that is, the insertion is postponed till there is traffic to the SS
B  Both solutions describe how the traffic filters for the traffic to the SS is learnt from the DNS response and are provisioned to divert that traffic to the Local PSA
C  Traffic to the Service Switch goes via Local PSA, if needed the source IP is replaced by an external address of the Edge DN

For B, 
-   How the Applications filters are obtained is not described, we assume this is done via OAM. 
-    It is unclear why getting the IP address of the Service Switch is a bigger of an issue than getting the traffic filters for the application and why filters to the SS and Application aren’t provided together 
-   The solution does not provide a description for this works for encrypted DNS. The solution seems specific for HTTP applications?



Evaluation
For session breakout scenarios with a Pre-established UL CL/BP and Local PSA insertion, the following is concluded:
A   The decision to select and insert the UL CL/Local PSA can reuse existing Rel’16 procedures. The following enhancements are proposed into normative:
-   From Solution#2 and #4: SMF can provide a Local DNS at session establishment, as an alternative to provide, an Anycast address or a central DNS which does not depend on the user location.
-   From Solution#8: the UL CL/BP and Local PSA insertion can be postponed till a DNS Query is received for an EC FQDN. The details for the placement of the required DNS functionality in 5GC should be aligned with the decisions for the “LDNSR” functionality introduced by the solutions proposing Dynamic ULCL/Local PSA insertion is triggered by the DNS response. A pCR S2-2004963 is submitted describing the solution as a function of SMF(LDNSR) as an update to solution #22.
The impacts identified in solution #7 have more to do with a solution to KI#5 and should be discussed there.
B   The provisioning of the traffic filters for the application traffic for the sessions break out is only mentioned by Solution #5 and solution #22. The assumption is that, in all these solutions, the filters are provisioned based on information in the AF service request or information available via OAM and do not require enhancing the Rel’16 procedures. Focus of most solutions is then on the provisioning of the filters for the DNS steering:
DNS Traffic is steered to the Local PSA based on L3/L4 Filters (solutions #2, #4, #5, #20 and #22), or DNS steering also takes information like the FQDN into account (solutions #7 and #8). But, for this last one, the solutions do not describe how the FQDN can be considered for the steering if encrypted DNS is used, and so this last option should not be taken into normative. No enhancements are needed assuming L3/L4 based DNS steering.
C    For the handling of DNS, as the mechanism selected for EAS discovery, and how to convey information that refers to an IP address / prefix related to the UE (IP) location (Local PSA), in this scenario, the different solutions describe different valid variants for how this can be done. However, Solution#4 is preferred as it includes the more complete description for how DNS is handled making no assumptions on the DNS deployment. Solution #4 reuses 5GC functions already specified, except from the UPF internal DNS Forwarder. The UPF internal DNS Forwarder should not be promoted into normative unless any unique values for this alternative can be identified. Else there are other alternatives that can be used and require no enhancement on the 5GC. The requirements and/or limitations of using DNS should also be documented.
D  Isolated Local DN is only addressed by solution #20. However, this solution lacks a description for how encrypted DNS would be handled. Feasibility of the solution for this case is unclear and it can not be promoted into normative.
E  Encrypted DNS: the 5GC EC enablers should not be enhanced to support solutions that will not work with   encrypted DNS. This limitation has already been considered in the evaluation of the solutions in the aspects A-D above.
The coordination between the settings for the Application Traffic filters to the Local PSA/DNAI, and the EAS selected by DNS for the Local PSA/DNAI is managed by the application layer. Via AF or other means the 5GC receives application information that is consistent with the DNS selection so that an optimal data path for the application traffic can be set:
-   The UL CL/BP is provisioned to steer to Local PSA the application traffic according to what has been received from AF or via OAM for the DNAI. 
-   DNS resolves to an EAS IP that is closest to the Local PSA all application DNS Queries that convey location information related to the Local PSA.
Then, the DNS handling for each application needs to be different depending on whether it has or it has not been requested to be broken out at the DNAI. Two solutions include this control in 5GC: solutions #7 and #8 propose DNS steering based on FQDN. But this mechanism will not work if encrypted DNS is used.
One way to handle differently the DNS for the different applications is to enhance the solution as follows: provide a central DNS to the users for the PDU session: DNS queries to central DNS are steered to central PSA and to a “light-LDNSR”. This function decides per application whether to redirect or not the DNS query to a Local DNS (or DNS Anycast IP ) that ULCL/BP steers then through local PSA. Only DNS queries for applications with traffic filters for the DNAI are redirected and steered through the Local DN. A pCR S2-2004963 is submitted to add this alternative as an update to solution #22.
Then, with regards to the 5GC enhancements identified by the proposals in Solutions #14&#15: these solutions require visibility of the DNS response but how that works with DNS encryption is not described. Then, the assumption is that the Application Traffic Filters are known to 5GC, but if so, question remains for why the Service Switch address can’t be obtained in the same way. Therefore, they are not recommended into normative.

3	Proposal
************* Start Changes *************
7	Overall Evaluation
7.X	Evaluation of Solutions for Key Issue #1 for Session Breakout

Several solutions in the TR (solutions #2, #4, #5, #7, #20 and #22) describe how the PDU Session UL CL/BP and Local PSA can be established based on information received via AF Influence on Traffic Routing API or based on similar information available in 5GC through other means (OAM). The UL CL/BP and Local PSA insertion and provisioning is done at PDU Session establishment or afterwards triggered by AF influence on routing and related PCC rules. 
In these solutions, DNS is the proposed mechanism for EAS discovery. The goal is to provide the Authoritative (DNS) Nameserver with addressing information about the initiator (the UE) of the DNS request that refers to an IP address / prefix related to where the UE is currently located, in this case, the established Local PSA.
Solution #8 proposes that it is possible that the establishment of the breakout point is put on hold till the UE sends a DNS Query for an EC FQDN. 
The coordination between the settings for the Application Traffic filters to the Local PSA/DNAI, and the EAS selected by DNS for the Local PSA/DNAI is managed by the application. Via AF or other means the 5GC receives application information that is consistent with the DNS selection so that an optimal data path for the application traffic can be set.
Solutions #14 and #15 propose that 5GC supports an Application Layer solution for EAS selection: DNS is used to find the Service Switch (SS) and the SS is the one selecting the EAS based on the source IP address of the Application Traffic. In this case, the challenge is how to convey information that refers to an IP address / prefix related to the UE (IP) location (Local PSA) as source IP address” in the traffic to the SS. The solution is described for HTTP applications.

From evaluation of above solutions, the following is concluded:
Rel-16 procedures can be used as such to obtain the information needed to select and provision the ULCL/BP and Local PSA at session establishment or session update (e.g. triggered by AF service request). The following proposed enhancements are promoted into normative: 
-	From Solution#2 and #4: SMF can provide a Local DNS at session establishment, as an alternative to providing an Anycast address or a central DNS which does not depend on the user location.
-	From Solution#8: the UL CL/BP and Local PSA insertion can be postponed till a DNS Query is received for an EC FQDN. This enhancement requires that 5GC can handle the User DNS. The placement of the required DNS functionality should be aligned with the placement decision for the “LDNSR” functionality (that is introduced by the solutions proposing Dynamic ULCL/Local PSA insertion triggered by the DNS response).
Then, the impacts identified in solution #7 have more to do with a solution to KI#5 and should be discussed under KI#5.
Once the ULCL/BP and Local PSA have been established, DNS can be used to select the EAS that is closest to the Local PSA to solve KI#1. No 5GC enhancements have been identified at this stage though some issues remained unsolved.
[bookmark: _Hlk48219324]A description for how DNS is used in this scenario should be included into normative. 
-	DNS Traffic is steered to the Local PSA based on L3/L4 Filters as described in solutions #2, #4, #5, #20 and #22. No enhancements are needed assuming L3/L4 based DNS steering. 
-	The selective DNS steering based on FQDN (described in solutions #7 and #8) cannot be promoted into normative as none of the solutions describe how this would work when encrypted DNS is used. 
-	DNS handling for each application needs to be different depending on whether it has or it has not been requested to be broken out at the DNAI, but the control of this differentiation does not reside in 5GC in these solutions.
-	For how a locally steered DNS can be resolved into the closest PSA (that is which alternatives there are to convey information in the DNS Query that refers to an IP address / prefix related to the UE (IP) location (Local PSA)) the description in Solution#4 is recommended. It covers a wide range of alternatives and it is not limiting the type of DNS deployment). 
From solution #4, the UPF internal DNS Forwarder should be excluded. It requires enhancements on 5GC. That is not recommended into normative as no unique values for this alternative is described that can’t be covered by the other alternatives.
Also, which conditions need to be met for these solutions to work should be documented
-	Via AF or other means, the 5GC needs to receive application information which is consistent with the DNS selection so that an optimal data path is set for the applications (NOTE1).
-	These solutions require the corresponding geographical resolution support by the Authoritative (DNS) nameserver.
-	These solutions are guaranteed to work if the operator-provided DNS settings are used by the UE for the DNS Query. Guidelines should be captured to cover scenarios where the OS, user or applications may override the operator-provided DNS settings.
-	When UE DNS Queries are sent to another DNS Resolver instead (that depends on the UE Application client, Browser and/or OS configuration) if that is centrally deployed and it does not support RFC 7871 [7], the selected AS might not be closest to the User PSA. Complementary application layer mechanisms may be needed to reselect AS based on the source IP address of the user application traffic.  
[bookmark: _Hlk48217686]To manage an application that ignores DNS setting provided by the network (e.g. when the application generates the DNS queries, or DNS server configured manually by user), URSP rules can be configured by the operator to not map such application to a PDU session that rely on the DNS server address being provided by the 5GC
NOTE:	The UL CL/BP is provisioned to steer to Local PSA the application traffic according to what has been received from AF or via OAM for the DNAI. DNS resolves to an EAS IP that is closest to the Local PSA all application DNS Queries that convey location information related to the Local PSA. 
What the evaluated solutions do not solve:
-	Isolated Local DN is only addressed by solution #20. However, this solution lacks a description for how encrypted DNS would be handled. Feasibility of the solution for this case is unclear and it can not be promoted into normative.

Solutions #14&#15 require visibility of the DNS response and how that works with DNS encryption is not described. The assumption is that the Application Traffic Filters are known by 5GC (though not described) but if so, question remains for why the Service Switch address can’t be obtained in the same way. These solutions are not recommended into normative.
*************** Next Changes ***************
[bookmark: _Toc43806551][bookmark: _Toc43806244][bookmark: _Toc43801978][bookmark: _Toc43375454][bookmark: _Toc43374993][bookmark: _Toc43317521][bookmark: _Toc31616421][bookmark: _Toc31616345][bookmark: _Toc31616269][bookmark: _Toc31616194][bookmark: _Toc31193015][bookmark: _Toc31192524][bookmark: _Toc31192364][bookmark: _Toc26773897][bookmark: _Toc26346627][bookmark: _Toc26346414][bookmark: _Toc23255042]9	Conclusions
Editor's note:	This clause will list conclusions that have been agreed during the course of the study item activities.
9.X	Conclusion of Solutions for Key Issue #1 for Session Breakout excluding solutions for Dynamic ULCL/Local PSA insertion
The following solutions should be the bases for normative work for KI #1 for session breakout:
[bookmark: _GoBack]-	#2, #4, #5, #20 and #22.
The following enhancements are proposed to go into normative specification:
-	A description for how DNS is used in this scenario.
-	Which conditions need to be met for these solutions to work. 
For further details see clause 7.X.
*************** End Changes ***************
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