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Abstract of the contribution: This contribution proposes a way forward to select EAS for all the PDU session models when communication between UE and 3rd Party Provider/mobile network is encrypted.
1
Introduction
This contribution focuses on solution where the DNS resolver in operator or 3rd Party Provider (3PP) domain is encrypted. Encrypted DNS in 3rd Party Provider domain introduces the most limiting options. Many vertical applications and private enterprises use mechanisms where only limited data is shared. KI#1 solutions to support this class of application domains are analysed in this contribution.
2
Discussion

Applications that need privacy such as in enterprises or vertical applications rely on network to disclose the least amount of information while still providing enhanced capabilities to select the “closest” application server. The general principle is that of minimum trust and least privilege. For KI#1, discovering an EAS using DNS in such cases use encryption (DoH and DoT) between the UE and the DNS resolver. In many cases, the DNS resolver is in a 3rd party network. 5GC and the UE should support PDU session setup for different connection models, encrypted DNS resolver in the network and the different models for DNS stub resolver in the UE. This contribution provides an evaluation of solutions that address these needs.
The solution aspects for UE provisioning, UE location/ IP subnet, selecting “closest” server for different connectivity modes, and anycast/N6 dynamic routing are divided into categories 1-3 to align with other way forward/conclusion proposals. The sub-issues to be addressed are sometimes different due to the nature of  issues for 3rd Party Provider and encrypted DNS.
Category 1: Solutions not directly on EAS discovery
Applications that use encrypted messaging, including for DNS resolution, cannot be inspected on path for 5GC to reconfigure the user plane for an optimal path. Thus, configuration of parameters and procedures to establish an optimal PDU session for all connection modes should be managed before application data is sent. The table below shows solutions that address these aspects.
	 
	Sub-issues to be addressed
	Candidate Solutions
	High-level descriptions
	Recommendation

	1
	Enhancement of URSP to support UE provisioning (bootstrap)
	Sol#1
	extensions of AF influence procedures to provision DNS resolver address based on DNN during PDU session establishment.

Some applications may use initial DNS query to bootstrap to privacy mode DNS.
	Recommend to normative. 

	2
	Establishment of optimal PDU session path
	Sol#5, 11
	URSP rules to configure UE's DNN, slice
	Rel 16 URSP configuration with UE's DNN, slice should be used in encrypted DNS mode. 

	3
	PvD to support UE provisioning 
	Sol#21
	proposes using PvD (provisioning domains) to provision UE policy
	similar to URSP. 
Sol#1 addresses the issue by extending existing mechanisms and thus, sol 21 is not recommended.


Applications that use encrypted messaging, including for DNS resolution, cannot be inspected on path for 5GC to reconfigure the user plane for an optimal path. Thus, configuration of parameters and procedures to establish an optimal PDU session for all connection modes should be managed before application data is sent. 
Applications that use a pre-installed DNS resolver address (anycast) do not need additional URSP support for DNS resolver location. However, applications that need support for bootstrapping the initial provisioning server may use enhanced mechanims for URSP proposed in solution 1 to obtain the operator DNS resolver address. The DNS resolver configured in solution 1 would however use classic DNS (Do53). 

Recommendation 1: Propose to take to normative solution 1 aspects of URSP based procedure to obtain DNS resolver address. This provides flexibility to those applications that need to find initial provisioning server address before using encrypted DNS.
Category 2: Non-DNS based EAS discovery
The application domain may find it necessary to re-select an EAS instance to balance load, handle failures, mitigate DDoS attacks or for other policy objectives. 
Application level redirects may be used following initial server selection and have no impact to 5GC.
Category 3: DNS based EAS discovery
	 
	Sub-issues to be addressed
	Candidate Solutions
	High-level descriptions
	Recommendation

	5
	Location of UE (IP address) for selection of "closest" server instance
	Sol#4, 5, 10
	Provides DNS authoritative server with IP address information of UE location. Re-writes address for NAT addresses. NAT is located on UPF-PSA or N6 before DNS resolver.

UE location address based on rewriting to routable address at UPF egress interface.
	Propose to use NAT procedure, and extend to cover rewriting all non-routable addresses (including IPv6).

Extend to rewriting to routable address at either UPF-PSA, or N6, but before DNS resolver (similar to sol 4, NAT).

	6
	Server selection for all connectivity models, including with 3rd party encrypted DNS.
	Sol#5,11, 22
	Server selection: N6 /IP route mechanisms to select server instance for distributed anchor, multiple session. AF influenced route, traffic filter and local N6 routing for session breakout. OAM metrics for provisioning DNS backend.

Pre-established model in sol 22 to setup PDU session. Option 3a uses L-PSA and local resolver for session breakout. 
	Propose to use server selection mechanisms for all connection models.

	7
	Anycast Address, Dynamic N6 route updates
	Sol#5, 8
	Proposal to use anycast address for all the connectivity models. 
Relies on anycast addressing by application domain.
Dynamic N6 routing for updates.
	Proposal for anycast addressing by application domain, and dynamic routing by N6 IP transport.


Solutions 4, 5, 10 describe aspects necessary for providing UE location information to the 3rd Party Provider domain DoH or DoT resolver to facilitate the selection of the “closest” server. Solution 4 describes NAT address rewriting to a routable address and solution 5 generalizes that to rewriting any non-routable address (including non-topological IPv6 address of UE) to a routable address in N6. However, solution 4 clarifies that this may be done at the UPF-PSA or N6 (routers), but before the DNS resolver. The flexibility of placing the translation (or rewrite) function at UPF-PSA or in N6 in solution 4, along with its use for translating all non-routable addresses (IPv4 NAT, non-topological IPv6, etc) should be taken to the normative phase. An option in solution 10 to locate DNS resolver close to UPF-PSA can avoid using ECS (RFC 7871). This is feasible if the DNS resolver is located in the operator network, but is not generally applicable for the DNS resolver in 3rd Party Provider domain.

Recommendation 2: For providing UE location, propose to take to normative the aspects from Solution 4, 5 described above on UE address translation of non-routable (NAT, non-topological IPv6) to routable address.

Solution 5, 11, 22 address aspects for server selection with all three connectivity models. Solution 11 proposes DNS AF resolver in the MNO domain and may be applicable for operator DNS resolver, but is not recommended for the 3rd Party Provider scenario. Solution 5 addresses the three connectivity models and uses OAM metrics in N6, along with other application domain criteria for application domain to inject N6 route information that selects server instance (for the same anycast destination). For the session breakout model, solution 5 describes AF influenced routing with anycast destination (service address), DNN and traffic filters setup at ULCL based on this during PDU session setup. Solution 22 describes the pre-established model that sets up an optimal user plane path with traffic filters during PDU session establishment and for a DNN, slice.

Recommendation 3: 
(a) Propose to take to normative solution 22 pre-established mode, solution 5 session breakout aspects.
(b) OAM metrics in N6 should be available for all connection modes to allow application domain to select best server instance.
Solutions 5, 8 propose using anycast addresses for application domain servers (DNS, EAS). Anycast proposed in solution 8 is necessary, but user plane reconfiguration using inspection is not recommended for encrypted messaging. To support the range of DNS stub resolver implementations in the UE (OS, app layer) with various TTL and caching mechanisms, anycast addressing is recommended as described in solution 5. This is complemented in the network by using N6/IP routing and traffic filter steering to reach the closest server. 

Recommendation 4: Application domain should use anycast addressing and N6 routing should support dynamic route updates.
3. 


Proposal

It is proposed to include the following updates in TR 23.748.
* * * * Start Changes * * * *
7
Overall Evaluation
Editor's note:
This clause will provide evaluation of different solutions.
7.1
Evaluation for KI#1
7.1.X
Encrypted DNS based selection of EAS Instance
Category 1: Solutions not directly on EAS discovery
Applications that use encrypted messaging, including for DNS resolution, cannot be inspected on path for 5GC to reconfigure the user plane for an optimal path. Thus, configuration of parameters and procedures to establish an optimal PDU session for all connection modes should be managed before application data is sent. 
Applications that use a pre-installed DNS resolver address (anycast) do not need additional URSP support for DNS resolver location. However, applications that need support for bootstrapping the initial provisioning server may use enhanced mechanims for URSP proposed in solution 1 to obtain the operator DNS resolver address. The DNS resolver configured in solution 1 would however use classic DNS (Do53). 

Recommendation 1: Propose to take to normative solution 1 aspects of URSP based procedure to obtain DNS resolver address. This provides flexibility to those applications that need to find initial provisioning server address before using encrypted DNS. 
Category 2: Non-DNS based EAS discovery
The application domain may find it necessary to re-select an EAS instance to balance load, handle failures, mitigate DDoS attacks or for other policy objectives. 

Application level redirects may be used following initial server selection and should have no impacts to 5GC.
Category 3: DNS based EAS discovery
Solutions 4, 5, 10 describe aspects necessary for providing UE location information to the 3rd Party Provider domain DoH or DoT resolver to facilitate the selection of the “closest” server. Solution 4 describes NAT address rewriting to a routable address and solution 5 generalizes that to rewriting any non-routable address (including non-topological IPv6 address of UE) to a routable address in N6. However, solution 4 clarifies that this may be done at the UPF-PSA or N6 (routers), but before the DNS resolver. The flexibility of placing the translation (or rewrite) function at UPF-PSA or in N6 in solution 4, along with its use for translating all non-routable addresses (IPv4 NAT, non-topological IPv6, etc) should be taken to the normative phase. An option in solution 10 to locate DNS resolver close to UPF-PSA can avoid using ECS (RFC 7871). This is feasible if the DNS resolver is located in the operator network, but is not generally applicable for the DNS resolver in 3rd Party Provider domain.
Recommendation 2: For providing UE location, propose to take to normative the aspects from Solution 4, 5 described above on UE address translation of non-routable (NAT, non-topological IPv6) to routable address.
Solution 5, 11, 22 address aspects for server selection with all three connectivity models. Solution 11 proposes DNS AF resolver in the MNO domain and may be applicable for operator DNS resolver, but is not recommended for the 3rd Party Provider scenario. Solution 5 addresses the three connectivity models and uses OAM metrics in N6, along with other application domain criteria for application domain to inject N6 route information that selects server instance (for the same anycast destination). For the session breakout model, solution 5 describes AF influenced routing with anycast destination (service address), DNN and traffic filters setup at ULCL based on this during PDU session setup. Solution 22 describes the pre-established model that sets up an optimal user plane path with traffic filters during PDU session establishment and for a DNN, slice.
Recommendation 3: 
(a) Propose to take to normative solution 22 pre-established mode, solution 5 session breakout aspects.
(b) OAM metrics in N6 should be available for all connection modes to allow application domain to select best server instance.
Solutions 5, 8 propose using anycast addresses for application domain servers (DNS, EAS). Anycast proposed in solution 8 is necessary, but user plane reconfiguration using inspection is not recommended for encrypted messaging. To support the range of DNS stub resolver implementations in the UE (OS, app layer) with various TTL and caching mechanisms, anycast addressing is recommended as described in solution 5. This is complemented in the network by using N6/IP routing and traffic filter steering to reach the closest server. 

Recommendation 4: Application domain should use anycast addressing and N6 network should support dynamic route updates.
* * * * End of Changes * * * *
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