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1.
Introduction

Any Push service must provide 1) an addressing and delivery method, 2) an accessibility solution (i.e. handling of delivery if user is not accessible), and 3) security.  The proposed TR titled “Feasibility study of architecture for network requested context activation with User-ID” calls out addition of a new Push service over IP connectivity.  The TR does not include an accessibility solution. And it does not discuss alternative methods of addressing and delivery.

SMS is a Push service option.  Before adding a new Push service with additional requirements on the network, the use cases for this service should be identified.  These can then be used to clarify requirements and determine what type of push service (if any) needs to be added to the network. 

2. Discussion

The following definition and use case example for Push Service are based on the characteristics of WAP Push service.

2.1
Push Service Definition

What are the usage characteristics of a 3G Push service?  

· A Push service is the delivery of information (data/multimedia) from a server (application) to the UE (end user).

· A Push service must include some restrictions and/or other security mechanisms to protect users from unwilling access.

· A Push service is not an interactive exchange between two users.  This situation is best managed via a SIP session.

· A Push service could be used for delivery of multicast information to multiple users, but it must be subject to any restrictions/security designed to protect users.

The 3G network must provide the necessary bearer capabilities and security mechanism to support a Push service.  

The format of the Push information, mechanisms for authorizing or requesting Push information from the application server, and the handling of received Push information at the UE, are defined by the application using the 3G Push service (e.g. WAP).

2.2
Push Service Example

A simple example of a Push service is notification of stock market changes.  To receive such notifications, the user selects the stock to watch; sets a target for notification (e.g. when the stock hits a certain price); and defines an expiration date for the notification (e.g. within 7 days).

There are five diagrams below that define one of the key issues for a 3G Push service: end user accessibility.

The diagrams show a high level view of the exchange and do not include all of the steps.  For example, acknowledgements would likely be needed following many steps, but these are generally not shown for simplicity.

2.2.1
Stock Notification Request and Delivery

This is the simplest case.  The user requests notification, and the notification is delivered before the UE becomes inaccessible.

This first diagram includes the user requesting the stock notification from the server.  It shows the stock price change triggering the notification while the UE is still accessible.  The diagram also assumes that the stock notification server has a simple, fixed method of addressing the UE (e.g. respond using an IP address that was included with the request for notification).
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Figure 1 – Stock Notification Request and Delivery

When the stock notification is delivered to the 3G network, a method must be available for delivering the notification to the UE.  The options available for this are discussed in detail later.  At a high level they are:

· Existing PDP context (i.e. long-lived PDP context established by the UE)

· SIP connection established on demand

· Network Initiated PDP context

· SMS

2.2.2
Attempted Delivery when Mobile is not Accessible

If the UE becomes inaccessible, a push notification could be dropped/lost. 

The diagram below assumes that the user is already viewing the web page for requesting stock notification from the server.  It shows the UE requesting the notification, becoming inaccessible and then having the stock price change trigger a notification. 
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Figure 2 – Attempted Delivery when Mobile is not Accessible

This case leaves it up to the Server to continue to retry the message delivery with no indication of when the delivery might be successful.

The address provided in the initial request for notification may also become invalid (i.e. if the address was a dynamically assigned IP address).

2.2.3
Delivery via PLMN Store and Forward Service

This case assumes that the PLMN provides a store and forward service. 

This diagram assumes that the user is already viewing the web page for requesting stock notification from the server.  The user requests the stock notification, the UE becomes inaccessible, then a stock price change triggers a notification.  The PLMN receives the notification, and stores it until the UE becomes accessible.
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Figure 3 – Stock Notification Delivery using Store and Forward

In this case, the Server does not need to monitor the UE to determine when to send the notification.  It simply sends the notice to the PLMN and leaves delivery to the PLMN.

This case is dependent on a service in the PLMN.  It is not feasible for such a service to intercept traffic addressed directly to the UE (i.e. IP address or SIP).  Instead, this case requires addressing the notification to the PLMN service and including the UE’s PLMN internal id (e.g. MSISDN) as a parameter.

The existing SMS bearer service uses this method with a PLMN address service to provide Push service.
2.2.4
Delivery using Presence Service

In this case, a Presence Service is provided in the PLMN. This presence service allows the Server to register with the PLMN to be provided indications when the accessibility status of the UE changes.  

The diagram below assumes that the user is already viewing the web page for requesting stock notification from the server.  The user requests the stock notification, which causes the Server to register for presence notification with the PLMN.
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Figure 4 – Stock Notification Delivery using Presence Service

2.2.5
Delivery using Application Level Registration

In this case, the UE and the application server work together with an Application Level Registration. It is up to the UE to register presence with any application server from which it needs Push services.  

The diagram below assumes that the user is already viewing the web page for requesting stock notification from the server.  The user requests the stock notification, then powers off.  The server later attempts delivery of the notification, but since the UE is shutdown, delivery fails.  When the UE powers on, it registers with the server, and the server then delivers the notification.
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Figure 5 – Stock Notification Delivery using Application Level Registration

2.3
Push Service Issues

The Push service example above highlighted some of the issues related to 3G Push.  The bearer capabilities provided by the 3G network for Push service have three issues to cover:

1. Addressing – a consistent mechanism for addressing any user terminal in a 3G network.  In most cases, the addressing solution provides its own method for delivery.  However, in one case (PLMN address service), an additional method of delivery needs to be defined. 

2. Accessibility – delivery of information is dependent on the accessibility of the user terminal.  The application server must either know when it is able to deliver information to the device or it must be able to deliver information to the 3G network and the network must be able to store the information and forward it to the user when the user is accessible.

3. Security – protection from unwilling access or restrictions on the information that can be delivered to the end user.

2.3.1
Push Service Addressing

There are three possible methods for addressing the end user in a 3G network:

1. Use SIP to address the end user directly.  To initiate a Push service, the application server would open a SIP session with the end user.  This would require SIP functionality at the end device and at the application server.

2. Use Mobile IP with a static IP address for the user terminal.  This requires Mobile IP at the end device, but places no requirements on the application server.  In this case, the application server would simply use the IP address of the device.  This solution works best when the application server is using IP version 6 and the end device has an IP version 6 address.

3. Create an Address Service within the 3G network.  An application server would contact the address service with a request containing a local 3G identity of a user terminal (i.e. MSISDN or other unique identifier).

In the first two addressing solutions, the UE would register its address (with a SIP proxy or Mobile IP Home Agent) as part of normal startup.  This would be standard for any SIP or Mobile IP device, thus it does not add any additional requirement to the device beyond support of the SIP or Mobile IP protocols.  For SIP, the method of delivery for the Push information would be a SIP context/session.  For Mobile IP, the method of delivery would be a network initiated PDP context.

The Address Service option does not have a default method for delivery.  In this option, addressing goes through interpretation/transformation in the 3G network.  The most common solution is to combine the delivery method with the Address Service.  One example of the third option is the existing SMS bearer service.  SMS provides both an address service and a delivery method.

2.3.2
Push Service Accessibility

There are three possible methods for solving the accessibility issue in a 3G network:

1. The 3G network provides Store and Forward of delivered information.

2. The 3G network provides a Presence Service to external application servers (upon request).

3. Require the user terminal and application server to maintain their own Application Level Registration in lieu of presence information from the 3G network.

The Store and Forward option is currently implemented in the SMS bearer service.  It works well with SMS because the delivered information is restricted in size.  SMS includes mechanisms for defining the life of any message should the user terminal remain inaccessible.  In the SMS environment, the application server does not receive confirmation of delivery.  Any acknowledgements must be provided at the application level between the user terminal and the application server through an additional communication path.

The Presence Service option would require addition of a new service in the 3G network.  This Presence Service would allow external application servers to register for presence status on a specific user terminal.  The Presence Service would deliver status to registered application servers when the user terminal’s accessibility changes.  In this case, the application server would remain directly involved in the delivery of the Push information and could include confirmation of delivery in the process.

The Application Level Registration option assumes that the Push service is a specific application within the UE.  This application would deliver presence status to the application server as part of its normal startup and shutdown.  This requires the UE to maintain information about any application servers requiring presence status.

The following table compares the advantages and disadvantages of the three accessibility options.

Table 1: Accessibility Option Comparison


Advantages
Disadvantages

Store and Forward
· Transparent to UE

· Application server can send information to 3G network and forget about it

· Works well with the Address Service solution to the addressing issue
· Limits the type/size of information delivered

· Requires a “store” in the 3G network

· Application server is not involved in delivery to user

Presence Service
· Transparent to UE

· Application server is involved in delivery to user – receives direct confirmation of delivery

· Push information type/size is completely flexible/expandable
· Requires a new service in the 3G network

· New service must maintain a list that includes user address and application server address

· Application server must remain active in the delivery process (can’t send and forget)

Application Level Registration



· No additional service requirements in 3G network

· Application server is involved in delivery to user – receives direct confirmation of delivery

· Push information type/size is completely flexible/expandable
· UE must manage application level registration for each application that uses presence

· UE must track each application requiring presence status

· UE may not be able to provide presence status when shutdown in all cases – application server must handle this case 

· Temporary user unavailable conditions or network congestion can appear as though the UE is shutdown, but UE would not provide presence status when these conditions clear

· Additional time/power required to deliver status from UE during startup and shutdown

2.3.3
Push Service Security

Any addressing or accessibility options selected for Push service must allow for protection from unwilling access to the user terminal.

One method for controlling access is limiting the service to delivery of short messages that either deliver all the information needed (e.g. the stock notification) or deliver enough information to allow the user to initiate a full bearer service to retrieve the remaining information.  This method is provided using the existing SMS bearer for Push service.

The SIP protocol provides a built-in method for managing access.  Each SIP Invite message includes information about the connection to be established.  The user has the option to reject the SIP session if the connection requested is not agreeable to the user.  As with SMS, the SIP Invite message is delivered to the user over a control path.  The bearer/user path is only connected if the user accepts the SIP connection.

If a Mobile IP or Address Service based Push is created, security mechanisms must be included to protect the user from unwilling access.

3
Scope and Title of the TR

The title for the document does not reflect the information included in the document.  The title limits the scope to network initiated PDP context activation with User-ID.  However, push service is discussed throughout the document.

Push service involves much more than network initiated PDP context.

If the scope of the TR includes Push service, the title should state this (e.g. Feasibility study of an Architecture for Multimedia Push Service).  In this case the discussion in section 2.2 is applicable for this study.

If the scope of the TR is an addressing alternative for network initiated PDP context, then references to Push service should be removed from the document.

4.
Proposal

3.1
Proposed changes to the TR

Expand the TR to include a proposed solution to accessibility that integrates well with the addressing and delivery method discussed in the TR.
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