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Abstract of the contribution: This contribution proposes a solution for issues 2, 5.
1
Background
The solution proposes a mechanism for authorizing UAV for flight operation and monitoring&identification once the UAV is authorized for flight by the UTM.
2. Proposal

It is proposed to include the following solution in TR 23.754. All the texts are new.
* * * * First Change * * * *
6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	1
	2
	3
	4
	5
	6
	7

	1
	
	
	
	X
	
	
	

	2
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	

	x
	
	x
	
	
	x
	
	

	
	
	
	
	
	
	
	


* * * * Second Change (all new texts)* * * *
6.X
Solution #X: Network-Assisted UAV Verification and Monitoring
6.X.1
Introduction

The solution defines a set of mechanisms to enable UAV to be authorized for flight operation in the 3GPP system including tracking and identification once the UAV is authorized by the UTM.
6.X.2
Functional Description
The solution considers the scenario where 5GS assists the UTM to authorise a UAV for e.g. flight operation. Due to law enforcement, it is concluded that UAV cannot take off without permission from authorized government agency (e.g. UTM).
5GS either establishes link between UAV and UTM, which allows UTM to authorize the UAV locally, or 5G NF execute verifications on behalf of UTM. In addition, 5G NF may provide the verification results and UAV behavior information to UTM for final authorization decision. 
The following verifications are proposed to be executed by 5G network:
· verify whether the UAV taking off site is within the allowed/restricted area;
In addition, the solution considers another scenario where 5GS assists the UTM to monitor and track UAV flight behaviour. Specifically, after permiting UAV to take off, UTM can subscribe to 3GPP system for the repeodic UAV flight report that shall include the UAV flight behaviour information, such as UAV position, UAV flight status, planned trajectory, UAV speed, UAV power status, UAV RRC status with UAVC etc. If detecting any abnormal UAV flight behaviour based on the report provided by 3GPP system and UTM local policy, UTM could, for example, take charge of UAV by sending the C2 communication to UAV immediately.   
6.X.3
Procedures
This procedure enable UTM to require 3GPP system to execute specific verification regarding specidic target UAV, such verification result can be used by UTM as criteria to authorize UAV flight operation. Furthermore, this procedure also enable UTM to request the 3GPP system to report UAV behaviour information periodically for monitor and tracking purposes.





















Figure 6.X.3-1: Procedure for Network-Assisted UAV Authorization&Monitoring upon Flight Operations
1. UAV register to network and is authorized as a UAV. The UTM might be involved in the authorization procedure.
2. UAV triggers and establish the PDU session with UTM for C2 communication..
Editor's note: The PDU Session establishment can reuse current PDU Session establishment procedure defined in clause 4.3.2.2 of TS 23.502 or refer to solution X in S2-2004003.
3. When UAV is triggered e.g. by an upper layer application to take off, UAV sends flight operation permission request to UTM via user plane of 3GPP system. This request may include UAV identity, UAV current location, UAV planned trajectory etc.
NOTE: step 3 is outside the scope of 3GPP.
4. UTM sends the Nnef_ProvideLocation Request to NEF to request 5GS to execute specific verifications regarding to target UAV, such as verify whether the UAV taking off site is within a restricted zone or not. This request may include the UAV identity, UAVC identity, UAV current location, and also indicate which verification type core network is requested to execute.
5. The NEF forwards the request to UCF.  
6. After receiving the request, the network shall conduct the verification procedure as requested by UTM regarding to target UAV, such as obtaining the location information of UAV and UAVC by following the Location Proceudres defined in TS 23.273, or verifying whether the UAV taking off site is within the restricted zone.
Editor’s Note; how the restricted zone is defined is FFS.
7.
UCF transfer the verification results or some other UAV behavior information (UAV position, UAV height, UAV RRC status with UAVC etc) obtained in step 6 to NEF. 
8.
NEF forwards the verification results or other requested UAV behaviour information to UTM.
9.
UTM evaluates the flight permission request sent by UAV based on the verification results or UAV behaviour information provided by the network and local policy, and then returns the flight permission response to UAV via user plane of 3GPP. If UAV does not get flight permission from the UTM, step 10 to step 16 are skipped.
10.If the UTM authorizes the UAV to take flight in step 9, UTM shall send Nnef_EventExposure_Subscribe request to the NEF to subscribe for the UAV flight status report, this request shall indicate what UAV flight status information should be included in the UAV flight status report required by UTM.
Editor’s Note: it is FFS what such service would entitle and what aspects would be monitored.
11.
NEF invokes the Nnef_EventExposure_Subscribe Request to UCF for subscribing the UAV flight status report required by UTM.
12. UCF acknowledges the execution of the subscription to NEF.
13. NEF acknowledges the execution of the subscription to UTM.
14. Core network periodically monitors the UAV flight status e.g. generating UAV positon information, UAV flight mode, UAV planned trajectory, UAV height, UAV RRC status with UAVC etc as requested by the UTM.
Editor’s Note: it is FFS whether there is a requirement for such functionality and whether aspects such as UAV RRC status monitoring are relevant, whether the CN monitors the UAV planned trajectory or is even aware of it, and how it relates to the UTM level flight plan. 
15. UCF invokes the Nnef_EventExposure_Notify to NEF to transfer the UAV flight status report, this report includes the information requested by the UTM.

16. NEF forwards the UAV flight status report to UTM.
17. After receiving the UAV flight status information provided by core network, UTM shall evaluate the UAV flight behavior based on the local policy or creteria, if detecting any UAV abnormal behavior, UTM may, for example,  take over the UAV control immediately by C2 communication with UAV.
NOTE: step 17 is outside the scope of 3GPP.
6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.
6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * End of Change * * * *
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6. Network-Assisted Flight Verification Procedure





7. Nucf_ProvideLocation Response
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14. UAV Flight Behaviour Monitor Procedure
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