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Abstract: It proposes to use the enhanced secondary authentication to support the authentication and authorization by UTM.
1. Introduction
As mentioned in Discussion paper (S2-2004004), according to regulatory demands, it is required that UAVs can perform flight operations only after authorization by UTM which including trusted position check and no-fly area check.
For abnormal cases (e.g. hacked), it cannot ensure the UAVs establish user plane to the UTM for authorization when the communication link between UAV and UTM is UP-based. Therefore the MNO can do some enhancement before the UAVs have established any one PDU session (assuming the communication layer is credible) to help the UTM find the abnormal cases and complete related authentication/authorization which can be regarded as one kind of UP-based solution.
2. Text Proposal
It proposes to capture the following changes vs. TR 23.754.
* * * * First change * * * *

6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	1
	2
	3
	4
	5
	6
	7

	1
	
	
	
	X
	
	
	

	2
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	

	X
	x
	x
	
	
	x
	
	

	
	
	
	
	
	
	
	


* * * * Second change * * * *
6.X
Solution #X: Enhanced Secondary Authentication/Authorization for UAVs
6.X.1
Introduction
The solution addresses key issue #1, #2 and #5 for the 5GS and is not applicable to the EPS.
Figure 6.x.1-1 illustrates the procedure for UAV authorization by UTM, using an enhanced Secondary Authentication/Authorization procedure, whatever PDU session the UAV is trying to establish, the MNO can help provide the UAVID and trusted position to the UTM for related authentication and authorization (including no-fly area check) during the secondary authentication procedures.
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Figure 6.x.1-1 Enhanced Secondary Authentication/Authorization
In case that the communication link between UAV and UTM is UP-based, UAVs may be controlled by non-networked UAVC (e.g. the 3rd party UAS server). The communication link between UAVs and networked UAVCs can be established using N6 routing (via the relaying UAS Server), or via 5G-LAN like method (UPF local switch).
Editor’s Note: the relationship between the communication link between UAV and UTM being UP-based and the UAV being controlled by a non-networked UAVC is FFS.
The connection between UAV and controller should be under UTM control, which means UAV cannot have connection to controller only but no connection with UTM. If mis-behaved, the UAV may skip the PDU Session establishment to the UTM, and just establishes a link to the UAS server.

5G network should be able to detect whether the PDU session established by the UAV targets to the UTM and then receive the command from UTM to perform Authorized Operations (e.g. nothing, or limited PDU sessions, or disconnect all the UP connectivity for the consideration of high security in some confidential areas).
Editor’s Note: the UTM and UAS server can belong to different domains, whether existing secondary authentication can support the authentication by UTM in another domain (regarded as the AAA Server) or any enhancement is needed depends on SA3 group.
6.X.2
Functional Description
6.X.2.1
Architecture
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Figure 6.X.2.1-1: Architecture for enhanced secondary authentication
NOTE: the UTM and UAS server can belong to the same DN domain.
6.X.3
Procedures
The figure 6.X.3-1 below shows a high-level flow of the actions needed for a successful enhanced secondary authentication procedure.
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Figure 6.X.3-1: High-level flow of enhanced secondary authentication
0. The SMF determines that it needs to contact the UTM/DN-AAA server based on local configuration and/or the Aerial UE information (UAV-specific) contained in the subscription. If the SMF don’t have the Aerial UE information, it can use Nudm_SDM_Get service to obtain from UDM.
The SMF identifies the UTM based on local configuration or using the DN-specific identity described in step 0 of TS 23.502 clause 4.3.2.3. Here the DN-specific identity can be the CAA-Level UAV ID and contain information that can be resolved to identify the UTM. The CAA-Level UAV ID can be allocated by UTM or MNO.
Editor’s Note: how the CAA-Level UAV ID is used to resolve to the correct UTM in case the CAA-Level UAV ID is allocated by the UTM or the MNO is FFS.
1. Same as the step 1 of clause 4.3.2.3 in TS 23.502.
2. Same as the step 2 of clause 4.3.2.3 in TS 23.502.
Editor’s Note: it is FFS whether the steps of clause 4.3.2.3 in TS 23.502 are unmodified.
Editor’s Note: it is FFS whether steps 2 and 3a are carried out over a AAA interface.
Editor’s Note: It is FFS what UAV identifier the UTM is given during the authentication/authorization request.
3. Same as the step 3a of clause 4.3.2.3 in TS 23.502. If the A DN Authorization Profile Index which is a reference to authorization data for policy and charging control locally configured in the SMF or PCF, indicates the MNO provides the trusted position information to UTM in the following procedures, step 3b-3e can be performed.
3a. The SMF can perform the Namf_Location_ProvidePositioningInfo or Namf_Location_ProvideLocationInfo service operation to get the trusted position information of UAV.
3b. AMF can obtain existing location info (e.g. Cell ID) or perform NPLI procedures or other positioning procedures defined in clause 4.13.5.1 of TS 23.502.
3c. AMF responses the trusted positioning procedures to SMF.
3d. Same as the step 3b of clause 4.3.2.3 in TS 23.502.

3e. Same as the step 3c and 3d of clause 4.3.2.3 in TS 23.502 with the following difference: in addition to the CAA-Level UAV ID, optionally the location information provided by itself and flight path can also be contained in the Authentication Message.
The location information provided by UE (e.g. GPS location) shall be transparently sent to UTM and used to be compared with the trusted positioning information by UTM.
The flight path provided by UE can be planned flight path which should be checked by UTM.
3f. Same as the step 3e of clause 4.3.2.3 in TS 23.502.

3g. SMF constructs the DN Request Container which contains Authentication Message received from UE and trusted positioning information provided by the MNO.
3h. Same as the step 3f of clause 4.3.2.3 in TS 23.502.
4. Same as the step 4 of clause 4.3.2.3 in TS 23.502. If an SM PDU DN Response Container contained in the response indicates the Authorized Operations which shall be performed by the SMF targeting the PDU session or QoS flows between UAV and UAVC. The Authorized Operations applicable to established/upcoming PDU sessions or QoS flows can be:
· No limitation when receiving the successful response from UTM.
· Disable target established/upcoming PDU sessions or QoS flows based on differentiated types of PDU sessions or QoS flows (e.g. indication in the PDU session establishment used to differentiate flight or non-flight purposes) when receiving the failed response from UTM;
· Disable target established/upcoming PDU sessions or QoS flows based on the white lists (e.g. allowed DNNs or IP addresses) when receiving the failed response from UTM;
Editor’s Note: it is FFS whether the Authorized Operations can be something else.
5. Same as the step 5 of clause 4.3.2.3 in TS 23.502.
6.X.4
Impacts on existing entities and interfaces
Editor's note: This clause describes procedures and information flows for the solution.
* * * * End of changes * * * *[image: image4.png]
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1. N4 Session Establishment

2. Authentication/Authorization Request

3a. Authentication/Authorization Response

3e. Namf_Communication_N1N2MessageTransfer

3f. NAS SM Transport (Authentication Message

(CAA-Level UAV ID, [location info], [flight path]))

3g. Nsmf_PDUSession_UpdateSMContext (N1 SM message(Authentication Message))

3i. Authentication/Authorization Request(DN Request Container)

4. Authentication/Authorization Response(Authorized Operations)

5. Continuation of PDU session establishment as in Figure 4.3.2.2.1-1 or 4.3.2.2.2-1 up to completion of PDU session establishment

0. Trigger to initiate enhanced UAV

secondary authorization/authentication proceudre.

3b.Namf_Location_ProvidePositioningInfo/Namf_Location_ProvideLocationInfo request

LMF

3c. To obtain existing location info(Cell ID) or to perform NPLI procedures or other positioning procedures.

3d. Namf_Location_ProvidePositioningInfo/Namf_Location_ProvideLocationInfo response

3h. SMF constructs DN Request Container




