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Abstract of the contribution: This pCR proposes a solution to KI#1 on Discovery of Edge Application Server. In particular, the solution proposes a method to assist the DNS resolution.
1 Introduction
This solution addresses Key Issue #1 on Discovery of Edge Application Server. In particular, the solution proposes a method to assist the DNS resolution. 
2 Discussion

KI#1 on Discovery of Edge Application Server involves aspects related to assisting the DNS resolution.
The proposed solution supports the "Session Breakout" connectivity model with dynamic insertion of local PSA for Edge Computing. 

In particular, the solution considers the scenario determined by the following requirement in clause 4.3 (General Requirements and Assumption):

-
It shall be possible for an edge computing hosting environment to have no connectivity with the central data network.
In the scenario considered by this solution, the UE has established a PDU Session with a DN to perform communication with Edge Application Servers (EAS) deployed in local Data Network (LDN). For the edge application, Authoritative DNS Servers are deployed in the LDNs. A DNS Resolver is used to forward a DNS query from the UE to the appropriate Authoritative DNS Server. The address of the DNS Resolver is provided to the UE via PCO during the PDU Session Establishment. 
If direct connectivity between the DNS Resolver and the LDNs is supported (case 1), the DNS Resolver forwards the DNS query to the distributed DNS Servers directly.

The proposed solution addresses the scenario where direct connectivity between the DNS Resolver and the LDNs is not supported (case 2): in this case the DNS Resolver, acting as an AF, requests the 5GC to forward the DNS query. 

.
The 5GC may support the DNS Resolver in determining the appropriate Authoritative DNS server location. How this is done (e.g. by adding an ECS option to the DNS query or by providing UE location notifications to the DNS Resolver acting as a AF) is not in the scope of this solution.
3 Proposal
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Start of changes (all new text)
6.X Solution #X: Assist DNS resolution without connectivity between local and central data network 

KI#1 on Discovery of Edge Application Server involves aspects related to assisting the DNS resolution.
The proposed solution supports the "Session Breakout" connectivity model with dynamic insertion of local PSA for Edge Computing. 

In particular, the solution considers the scenario determined by the following requirement in clause 4.3 (General Requirements and Assumption):

-
It shall be possible for an edge computing hosting environment to have no connectivity with the central data network.

6.X.1 Description

In the scenario considered by this solution, the UE has established a PDU Session with a DN to perform communication with Edge Application Servers (EAS) deployed in local Data Networks (LDNs). For the edge application, Authoritative DNS Server(s) are reachable via the LDNs. A DNS Resolver in the central DN is used to forward a DNS query from the UE to the Authoritative DNS Server. The address of the DNS Resolver is provided to the UE via PCO during the PDU Session Establishment. 

If direct connectivity between the central DN and the LDNs is supported, the DNS Resolver forwards the DNS query to the Authoritative DNS Server directly.
The proposed solution addresses the scenario where direct connectivity between the DNS Resolver and the LDNs is not supported: in this case the DNS Resolver, acting as an AF, requests the 5GC to forward the DNS query. A relevant scenario where the is no connectivity between the DNS Resolver and the LDNs is depicted in Figure 6.X.1-1. In this scenario the local DN belongs to an Enterprise and the DNS Resolver is in the operator’s network (i.e. N6 network). In this case maintaining direct connectivity (e.g. a VPN) between the operator’s network and the LDN for all the LDNs of a multiplicity of Enterprises is complex/expensive. 
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Figure 6.X.1-1: “no connectivity” scenario

NOTE: The ADNS in this scenario may be located in a private DN reachable from a multiplicity of local N6 interfaces and local DNs belonging to the Enterprise.

6.X.2 Procedures

6.X.2.1 DNS query forwarding via 5GC
Figure 6.X.2.1-1 shows the procedure to support the application layer in forwarding via 5GC Control Plane the DNS query and the related DNS response. The procedure applies in non-roaming and LBO scenarios. The procedure applies when the DNS resolver has no direct interface with the authoritative server.
In step 0, the UE establishes a PDU Session to perform communication for an edge application. Via UPF1, the PDU provides connectivity to the DN where the DNS Resolver resides. Via UPF2, the PDU Session may provide also connectivity to a local N6 to the local DN where EAS and Authoritative DNS Server are deployed.

1. Via the UP of the PDU Session, the UE sends (step 1a) a DNS query to resolve the FQDN of a EAS. Via UPF1, the DNS query is forwarded to the DNS Resolver. Based on the knowledge of the UE location, the DNS Resolver selects the Authoritative DNS Server (based on configuration in the DNS resolver, which maps the UE location to the Authoritative DNS IP address) and needs to forward the DNS query. Since there is no direct connectivity between the DNS Resolver and the local DN, the DNS Resolver acts as AF (step 1b) to request the forwarding via 5GC.

NOTE 1: How the DNS Resolver gets the information on the UE location is not in the scope of this solution. The DNS Resolver can get this is information from the AF, which can get it by subscribing for UE location change notification from the 5GS. 
2. Acting as an AF, the DNS Resolver invokes an SMF service operation to request forwarding the DNS query to the local DN. The parameters of the SMF service operation are the UP packet used to send the DNS query and a destination identifier. The destination identifier can be e.g. a DNAI of the local N6 if the AF interacts directly with the SMF, or an AF-Service-ID (see TS 23.501 clause 5.6.7) if the AF interacts with the SMF via NEF. The AF indicates also an address for notifications on the DNS response. The implementation of the SMF service operation (and of the related NEF service operation) is discussed in clause 6.X.3. 
NOTE 2: AF influence on traffic routing in Rel-16 applies only to non-roaming and LBO scenarios. The same applies also for the proposed solution, which assumes that the AF is in the V-PLMN. In the LBO scenario, the address of the DNS Resolver is assigned by the V-SMF to the UE. 
NOTE 3: If the AF interacts directly with the SMF, the AF determines SMF_ID from UDM using SmfRegistration Information Retrieval (TS 29.503 clause 5.3.2.5.7) by providing GPSI, DNN, S-NSSAI. The AF can map the GPSI from the UE IP address; the DNN and S-NSSAI can be configured in the AF for the related application. If the SmfRegistration Information Retrieval returns multiple SMF ID, the AF can filter the correct one based on the UE IP address. If the AF interact via NEF, the AF includes the UE IP address and the GPSI (mapped from the UE IP address) in the service request, and the NEF determines the SMF by performing the SmfRegistration Information Retrieval as above. 
NOTE 4: The AF can receive the mapping between the GPSI and the UE IP address from the application layer; the application layer can determine the mapping between the GPSI and the UE IP address by:

- Being configured with a mapping table between GPSI and application level user ID

- Using application level signaling (e.g. application client registration) to determine the mapping between UE IP address and application level user ID.
Editor’s Note: how the AF performs the mapping or receive the mapping between the GPSI and the UE IP address is FFS.
3. If not yet inserted, the SMF inserts UPF2 and configured the ULCL and local PSA. Via N4, the SMF sends the DNS query to the UPF2 and configures the UPF2 to forward the DNS query to the local N6 and to intercept the DNS response and forward it to the SMF. Control of User Plane Forwarding in order to forward traffic to/from the SMF is described in TS 23.501 clause 5.8.2.5.1 and 5.8.2.5.2 and in TS 29.244 clause 5.3: the SMF can create a PDI (packet detection information) in a PDR with a filter that matches e.g. with dst IP address = DNS resolver address and src IP address = L-DNS server address; the UPF forwards the matching packets to the tunnel towards SMF.
4. The UPF2 intercepts the DNS response by matching the PDI configured by the SMF in step 2and forwards it to the SMF. 
5. The SMF forwards the DNS response to the address for notifications provided by the AF in step 2. This can be done by a notification. The implementation of the notification to the AF (and the related NEF service operation) is discussed in clause 6.X.3. The DNS Resolver forwards the DNS response to the UE via UP of the PDU Session.

[image: image2.emf]DNS 

Resolver

UE AMF SMF NEF

AF

UPF1 UPF2

ADNS

0. PDU Session Establishment

Local N6

AN

1a. DNS query

1b. DNS query

4a. DNS response

2. Nsmf_UPforward_Req(DNS query, destination_id)

3a. [N4] DNS query forwarding

3b. DNS query

4b. [N4] DNS response forwarding

6a. DNS response 5. Nsmf_Notify(DNS response)

6b. DNS response


Figure 6.X.2.1-1: DNS query forwarding via 5GC
6.X.3 Impacts on Existing Nodes and Functionalities
The proposed solution introduces new SMF and NEF service operation to request forwarding of UP packets via 5GC and uses notifications to carry UP packets to the AF:

- Step 2, implementation of the SMF service operation and of the related NEF service operation: 

- The SMF service operation can be implemented as an extension of Nsmf_PDUSession_SendMOData (TS 23.502 [3] clause 5.2.8.2.12) or as a new SMF service operation.
- The NEF service can be implemented as an as an extension of the Nnef_TrafficInfluence service operation (TS 23.502 clause 5.2.6.7), or as an extension of the Nnef_NIDD service operation (TS 23.502 clause 5.2.6.14) or as a new NEF service operation.
The parameters of the SMF and NEF service operations need to include the UP packet used to send the DNS query, the destination identifier (e.g. a DNAI of the local N6 if the AF interacts directly with the SMF, or an AF-Service-ID if the AF interacts with the SMF via NEF) and an address for notifications on the DNS response.
- Step 5, implementation of the notification to the AF and the related NEF service operation:

- The notification to the AF from the SMF can be implemented as an extension of the Nsmf_EventExposure service operation or as a new SMF service operation

- The notification to the AF from the NEF can be implemented as an extension of the Nnef_EventExposure service operation or as a new NEF service operation.
End of changes
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