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Abstract of the contribution: The proposal targets to a solution merging commonalities of solutions for DNS based EAS discovery supporting session breakout.

1 Introduction

This solution proposes a solution for key issue #1 by merging commonalities of solutions for DNS based EAS discovery.
2 Proposal

It is proposed to add the following solution in TR 23.748.
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Next changes (all new text)
6.X Solution #X: DNS based EAS discovery supporting session breakout
This solution is for Key Issue #1 on DNS based EAS discovery supporting session breakout.

6.X.1 Description
6.X.1.1. Deployment assumption of the solution
Centralized DNS (C-DNS) server is centrally deployed by MNO or 3rd party and responsible for resolving the UE DNS queries into a suitable (Edge) Application Server IP address. 
Localized DNS (L-DNS) resolvers/servers may be locally deployed within edge hosting environment and responsible for resolving the UE DNS queries into a suitable EAS IP address within the Local DN. The L-DNS resolvers/servers may or may not have connectivity with C-DNS server depending on the deployment.
NOTE 1: The C-DNS server and/or L-DNS resolvers/servers may use an anycast address.

NOTE 2: The C-DNS server or L-DNS resolvers/servers may contact any other DNS servers for recursive query, which is out of control of 5GS and not described in the paper.
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Figure 6.X.1-1: Target deployment scenario of the solution
The solution requires a new Function, an enhanced DNS Forwarder here referred to as “LDNSR” (taken that for alignment with earlier discussions). It coordinates Edge AS Discovery using DNS and the 5GC connectivity. 

Editor’s Note: It’s FFS whether the LDNSR can be integrated into SMF or UPF.


NOTE 3: If the LDNSR is separately deployed, it is located before the N6 NAT, if any.
6.X.1.2. PDU session establishment

UE set up a PDU session with remote PSA. 

No UL CL/L-PSA is inserted yet
, or SMF selects ULCL/local PSA and installs uplink traffic filter in ULCL to steer traffic based on AF request on influenced traffic routing (e.g. local routing for DNS over HTTP). 
UE is configured with a DNS server during PDU session establishment by SMF via PCO. The DNS server can be C-DNS server or can be the LDNSR. 
Editor’s Note: It’s FFS whether both above options of DNS configuration on UE need to be supported.
If the C-DNS server address is configured on the UE, the network deployment should ensure the DNS messages goes via a LDNSR.
6.X.1.3. DNS resolution before and after UL CL/L-PSA insertion
The EAS discovery can happen in two phases:
· Phase 1: Before UL CL/L-PSA insertion
Option 1: LDNSR receives UL DNS query, it then obtains ECS option from SMF and insert it into DNS query then send it to C-DNS. (sol 3/ sol 6) or

Option 2: LDNSR obtains L-DNS address then forward it to L-DNS. (sol 3/ sol 6/moto sol) 
For both options, LDNSR triggers UL CL/L-PSA insertion with SMF based on EAS IP address in DNS response. (sol 3/ sol 6)
SMF optionally configures UL CL to local route some subsequent DNS queries based on FQDNs supported by the Local DN/DNAI.
· Phase 2: After UL CL/L-PSA is inserted

Option 3: If in Phase 1 SMF configured a FQDN query can be local routed on the UL CL or SMF fetches service routes for a DNAI from PCF, then the subsequent DNS queries for the FQDN will be local routed to the L-PSA. The L-PSA may 
a) Either send the DNS query to a L-DNS resolver (this can be done by various way listed in sol 4 and intel sol), so that the L-DNS can add ECS option based on its own configuration (sol 4/ intel sol)
b) Or forward the query to L-DNS if traffic filter (service route for DNS) is installed in initial PDU session setup, and if not to C-DNS server. Both assume that the deployment should ensure DNS query packet has topologically correct UE source address at UPF-PSA (local or central) when DNS resolver gets it(sol 5)

NOTE 4: Option 1 and 2 can be still applicable in Phase 2 if the requested FQDN is not configured to be local routed on the UL CL.
Editor’s Note: How to support the scenario that local DN has no connectivity with central DN is FFS. One option is LDNSR drops the DNS query instead of sending it to C-DNS. The SMF inserts UL CL, then the next DNS query will be handled as phase 2. (China Telecom sol)
NOTE 4a: Option 3 (b) approach is to install a service route/traffic filter for DNS during PDU session setup and treat as any other application message (including DNS over HTTP) for scenario that local DN has no connectivity with central DN.
The above options for the EAS discovery using LDNSR can be described in Figure-1.
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Figure 6.X.1-2: Options for the EAS discovery using LDNSR for PDU session breakout
6.X.2
Procedures
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The AF provide EAS deployment information to UDR via AF influenced traffic routing, including FQDNs, IP addresses/prefixes, Local DNS resolver/server IP address per DNAI. The SMF get the information from UDR during PDU session establishment.
During PDU Session Establishment procedure, the address of C-DNS server or LDNSR is provided by SMF via PCO to UE. The SMF may request policy from the PCF for the PDU session with S-NSSAI, DNAI and obtains a list of service IP addresses for the DNAI then performs UL CL/L-PSA selection and set up uplink filter rule on UL CL.
1.
The UE sends a DNS query including the requested FQDN. 
2. 
If an ULCL exists and the DNS query matches the uplink filter rule on UL CL, then step 3 to 7 are skipped. Otherwise the PSA1 UPF forwards the received DNS query to the LDNSR.
3.
The LDNSR contacts SMF and provide UE’s IP address and FQDN and then: 


Option 1: the LDNSR retrieves IP address corresponding to the DNAI selected by SMF based on UE location. or
Option 2a (with direct connectivity between LDNSR and L-DNS): the LDNSR retrieves the address of L-DNS server serving the DNAI selected by SMF based on UE location.
Option 2b (without direct connectivity between LDNSR and L-DNS): the LDNSR requests the SMF to forward the DNS query via the user plane. The SMF determines the DNAI based on the UE location.
Editor’s Note: Whether and how SMF indicate LDNSR to contact SMF based on e.g. UE location is FFS.
NOTE 5: If the LDNSR is integrated into the UPF, the UPF provides the above parameters without UE’s IP address.

4a-4b:
Option 1: The LDNSR adds the IP address retrieved from SMF as ECS option as specified in RFC 7871 and sends it to C-DNS server. The C-DNS returns the DNS response including EAS IP address. After receiving the DNS response, the LDNSR provides SMF with IP address of EAS and optional FQDN.

4c-4d:
Option 2a (with direct connectivity between LDNSR and L-DNS): the LDNSR sends DNS query to the L-DNS server and get the DNS response including the EAS IP address. After receiving the DNS response, the LDNSR provides SMF with IP address of EAS and optional FQDN.

NOTE 6: If the LDNSR is integrated into the SMF, the above interaction with SMF can be omitted.
5.
The SMF perform UL CL/L-PSA selection and set up. The UL CL/Local PSA2 is selected based on the information provided by LDNSR to ensure the selected local PSA and EAS are corresponding to same DNAI. The SMF may configure uplink forwarding rules on UL CL to route the traffics and subsequent DNS queries for FQDNs corresponding to the DNAI to the Local PSA2. Option 2b: If the LDNSR requested the SMF to forward the DNS query in step 3, the SMF sends the DNS query to the address of the local DNS server via the Local PSA2. The SMF configures the Local PSA2 to forward the DNS response to the SMF. When receiving the DNS response, the SMF forwards it to the LDNSR.
6.
The LDNSR sends DNS response to UE via PSA1.

7.
Option 3: Based on the uplink forwarding rules, if an ULCL exists and the query matches the uplink filter rule on UL CL, the UL CL route the DNS query to local PSA2 then Local DN. 
The DNS query may be routed to a local DNS resolver which then derive an ECS option (using locally configured value or the source address/prefix of the received DNS request), then send the DNS query to C-DNS server using the ECS option. 

Editor’s Note: How the DNS query is routed to local DNS resolver (NAT? tunnel?) is FFS.

Editor’s Note: How to perform DNS resolution if the local DNS resolver share same anycast address with C-DNS is FFS.

Alternatively, the DNS query may be routed to C-DNS server via Local DN. The deployment should ensure the DNS query packet has topologically correct UE source address when DNS resolver gets it, e.g. via NAT in Local DN.
The local DNS resolver or C-DNS server responds DNS response to the UE via L-PSA2.
NOTE 7: Option 1 and 2 can be still applicable in Phase 2 if the requested FQDN is not configured to be local routed on the UL CL.
6.X.3
Impacts on Existing Nodes and Functionality
Editor's note:
This clause will be finalized when the EN of the previous clauses are closed.

End of changes
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�The SMF is usually centralized, so the LDNSR is not local if it is deployed with the SMF. So the name should be more generalized, e.g. Address Resolution Function (ARF)😊


�This name LDNSR need to be revisited.


�For sol 5, the assumption is that ULCL/L-PSA is established based on S-NSSAI, DNAI in PDU session request �(route configuration is via AF traffic infl routing)


�For either Option, the enhancement should be done within the service area of the local DN(EDN.)


�EN added, some enhancement may be needed. But whether we need service area of LDN and the relationship between LDN service area and UPF service area or DNAI is not clear.
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