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Abstract of the contribution: This contribution proposes a new solution for NWADF-assisted application detection.
1. Discussion
To differentiate an application traffic handling, the first step is to distinguish application traffic from other traffics. In 5G network, an application can be distinguished by a set of packet headers (SDFs) or application IDs. The most common approach to detect traffic is a set of packet headers, that usually contains source and destination address. The application ID can be used for referring the UPF’s specific application detection filter. For managing detection information associated with application IDs, AF may provide PFDs according to clause 4.18 of TS 23.502 to update application detection filter information. 
Nowadays, application deployment environment is getting complex due to the introduction of cloud computing and virtualization/containerization techniques. For example, with the introduction of cloud computing, an address and port based application detection approach is not an efficient way because the application are easily migrated to other addresses and the ports could be changed. In other hand, the number of application is also increasing rapidly. It means that need to update UPF’s specific filters more frequently to provide differentiated service on time. To address these problems, a network need to a way to detect application traffic considering unique characteristics of network traffic such as a payload signature, statistical characteristics, and traffic patterns. 
The objective of this solution is to extract network traffic signature using the network data analytics. To realize this solution, one of the main feature is 1) collect measurement of an application to extract statistical characteristics, 2) collect payload of packets to extract payload signature (such as domain name contained in the payload). The baseline usage of the generated analytics is to store the captured application characteristics as a PFD, and the PFD is used by SMF and UPF to detect an application defined as TS 23.502. 
Proposal. NWDAF collects packets and measurement, and extract unique application signature as an output analytic. 
2.	Proposal
It is proposed to include the added text into the TR 23.700-91 as a solution for Key Issue #14.
* * * * First Change (all new text) * * * *
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Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues
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* * * * Second Change (all new text) * * * *
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[bookmark: _Toc528436042][bookmark: _Toc528569786][bookmark: _Toc528576630]6.X.1	Description
This solution is for Key Issue #14: NWDAF-assisted application detection. 
To differentiate an application traffic handling, the first step is to distinguish application traffic from other traffics. In 5G network, an application can be distinguished by a set of packet headers (SDFs) or application IDs. The most common approach to detect traffic is a set of packet headers, that usually contains source and destination address. The application ID can be used for referring the UPF’s specific application detection filter. For managing detection information associated with application IDs, AF may provide PFDs according to clause 4.18 of TS 23.502 [X] to update application detection filter information. A PFD contents could contain flow description (3-tuple), URL, and domain name/protocol information. When an AF deliver PFD to NEF (PFDF), it will be distributed to SMFs and UPFs to enable flow detection according to clause 5.8.2 of TS 23.501 [X]. 
The objective of this solution is to automate application detection method using PFDs for newly/updated applications by extracting network traffic signature using the network data analytics. To realize this solution, one of the main feature is 1) collect measurement of an application to extract statistical characteristics, 2) collect payload of packets to extract payload signature (such as domain name contained in the payload), 3) the usage report from UE describing application usages. The baseline usage of the generated analytics is to store the captured application characteristics as a PFD, and the PFD is used by SMF and UPF to detect an application defined as TS 23.502. 
The below is the principles of the solution: 
· A consumer (e.g. NEF) request to NWDAF to detect new applications, not matched with SDF or application IDs. The triggering can be configured by local configuration or OAM. 
· NWDAF collect SMF’s data for user plane usage report and/or packets for default QoS flow (not matched with any SDF or application ID)
· NWDAF collect UE’s application usage report 
· NWDAF analyse the collected data to generate unique packet signature, traffic characteristic, and traffic patterns. 
· The consumer stores PFD associated with an application ID to enable the detection of application traffic in the future. (out of scope)

6.X.2	Input Data
NWDAF collects QoS flow related data from SMF for a specific S-NSSAI, DNN, and UE. This solution collect data for matched on default QoS, for no SDF or Application IDs are known. The detailed data are described in Table 6.X.2-1. 
Table 6.X.2-1 input data to detect new application from UE
	Information
	Source
	Description

	SUPI
	UE
	Identifies the subscriber  

	PDU session ID
	UE
	Identifies PDU session of a UE

	OSId
	UE
	Identifies OS that UE is running

	> OSAppID
	UE
	Identifies the Network Slice for which analytics information is provided.

	>> Start/end time
	UE
	Start and end time of application


NOTE:	Checking user consent is out of scope for this solution.  

Table 6.X.2-2 input data to detect new application from NFs
	Information
	Source
	Description

	SUPI
	
	

	S-NSSAI 
	SMF
	Identifies the Network Slice for which analytics information is provided.

	DNN
	SMF
	Identifies the data network name (e.g. internet) for which analytics information is provided

	Start/end time
	SMF
	Start and end time of traffic detection

	Data volume
	SMF
	Measured data traffic volume (per UL/DL)

	Data duration
	SMF
	Measured data traffic duration (per UL/DL)

	QoS flow Bit Rate
	SMF
	The observed bit rate (per UL/DL)

	Packet transmission
	SMF
	The observed number of packet transmission (per DL/DL)

	Payload packets
	SMF
	The user plane packets collected. 



Editor’s Note: For collecting packets from UPF to SMF, the forwarding mechanism is defined in clause 5.8.2.5.2 of TS 23.501. It is FFS, how expose SMF the forwarded packets to NWDAF

6.X.3	Output Analytics
The output analytics of NWDAF is defined in Table 6.X.2-1. 
· Table 6.X.3-1. Output for new application detection
	Information
	Description

	S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided

	Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol) 

	URL
	the significant parts of the URL to be matched, e.g. host name defined in  

	Domain name information
	a Domain name matching criteria and information about applicable protocol(s).



[bookmark: _Toc26386439][bookmark: _Toc26431245][bookmark: _Toc30694643][bookmark: _Toc31096557]6.X.4	Procedures
For the procedure to extract the unique characteristic of application traffic such as traffic patter, URL, and/or domain name related information. The procedure depicted in 6.X.4-1 shows new application detection analytics and store as PFDs by NEF.
 

 
Figure 6.X.4-1. A procedure to extract application characteristics

Step 1. NEF request to NWDAF to request application detection information. This request maybe be triggered by local configuration or OAM.
Step 2. NWDAF request to UE for collecting UE application usage described in Table 6.X.2-1. 
Editor’s Note: Data collection from UE should aligned with the solution of Key Issue #8: UE data as an input for analytics generation.
Step 3. A target UE establishes PDU session for communication
Step 4. NWDAF request to subscribe session related information and request to forward packets.
Editor’s Note: For collecting packets from UPF to SMF, the forwarding mechanism is defined in clause 5.8.2.5.2 of TS 23.501. It is FFS, how expose SMF the forwarded packets to NWDAF
Step 5. UE report the application related data requested by step 2.
Step 6. A NWDAF extracts the application traffic characteristics.
Step 7. (Out of scope) NWDAF notifies the analytic to the NEF, and NEF may uses the application detection information as PFDs  

[bookmark: _Toc528436045][bookmark: _Toc528569789][bookmark: _Toc528576633]6.X.5	Impacts on services, entities and interfaces
NWDAF:
· Need to provide a new analytics for application detection information
SMF:
· Need to forward user plane packets to NWDAF
UE:
· Need to report application usage to NWDAF
* * * * End of change * * * *
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