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Abstract of the contribution: This pCR is to propose a new solution for KI#1.
1. Solution Proposal

A new solution is proposed to be documented in the TR. 
* * * * Start of Change (all text below are new)* * * * 
6.X
Solution #X: Mapping the AS IP address to Edge Server IP address
6.X.1
Description

Editor's note:
This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). (Sub) clause(s) may be added to capture details.

This solution addresses the Key Issue #1: Discovery of Edge Application Server.

There are a lot of DNS meachnisms defined in IETF, if the DNS is running in the way of “DNS over X (DoX)” in which the DNS may run over the HTTPS or TLS instead of UDP at the port of 53, the 5G network can not "change" the DNS query and DNS response, and cannot steer the UE to access the local EAS.
We propose a new solution, based on this solution, the network does not change the DNS query and DNS response, but the 5G network will try to match and map the destination AS IP address (IPas) to a local EAS IP address (L-IPas) via 3 DNS operations (PTR, SRV and A/AAAA query).It is assumed that the FQDN for an AS does not change frequently (in fact, a FQDN for an AS does not change at all in a very long time), but the IP address for the FQDN can be change frequently because there are a lot of physical servers to support the same FQDN AS. Keeping the same FQDN of the AS, if an IPas can be matched to a L-IPas with the same FQDN in the EC DNS Server, the SMF will command the UPF to Reverse NAT operation, i.e. change the target IPas to L-IPas for the UL data and change source L-IPas back to the IPas for the DL data, since the normal NAT operation is changing the source IPue to an external IP address (EIPue) for the UL and changing the source target EIPue back to IPue.

In this way, we can provide a meachnism to map and steer the accessing to the AS to access to a local EAS server. To make this solution to work, the EC DNS Server is configured the mapping between the AS IP address and its FQDN to a local EAS IP address.

6.X.2
Procedures

Editor's note:
This clause describes high-level procedures and information flows for the solution.
6.X.2.1
Server Discovery without UL CL
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Figure 6.X.2.1-1 Server Discovery without UL CL
Step1, UE establishes a PDU Session with the PSA.

Step 2, The UE performs the DNS query for an AS, and gets the IP address (IPas) for the AS server. The DNS query and response can be encrypted and cannot be steered or changed by the 5G network.

Step3, The UE sends out an UL TCP packet with 5tuples (Source IPue, Destination IPas，Source PORTue，Destination PORTas，TCP) 

Step4, The PSA get the destination IP address (IPas) for the UE UL packet, and sends an PTR Query(IPas) to the DNS server and gets a list of FQDNs(ASx) for the IPas.

Note: The DNS Server in Step 4 can be different with the DNS Server in Step 2.

Step 5, The PSA performs the DNS SRV query (ASx, Destination PORTas, TCP) to the EC DNS Server and gets a list of local EAS (L-AS) FQDN from the EC DNS Server.

Step 6, The PSA performs the A or AAAA Query (L-AS FQDN) and gets the local EAS IP address L-IPas.

Step 7, The PSA reports the mapping between the IPas and L-IPas to the SMF and SMF commands the PSA to perform the reverse NAT operation.

Step 8, The PSA performs the R-NAT and changes the UL destination IPas to L-IPas .

Step 9, The PSA sends the changed UL packet to the EAS.

Step 10, The EAS responses with a DL packet with the 5 tuples (Source L-IPas, Destination IPue，Source PORTas，Destination PORTue，TCP)

Step 11, The PSA performs the R-NAT and change the DL source L- IPas to IPas .

Step 12, The PSA forwards the DL packet to the UE.

Step 13. The PSA continues to perform the functions as described in step 8 to 12.
6.X.2.2
Server Discovery with UL CL
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Figure 6.X.2.2-1 Server Discovery with UL CL
Step1 is the same as the step 1 to 6 of the procedure 6.x.2.1.

Step2, The PSA reports the mapping between the IPas and L-IPas.

Step 3, The SMF decides to select an UL CL to route the UE packet to the EAS (L-IPas) based on the UE location (e.g. Cell ID) and EAS association information.

Step 4, The SMF decides to select a PSA2 to route the UE packet to the EAS( L-IPas).

Step 5, The buffered UL IP packet is data forwarded to the UL CL.

Step 6, The SMF commands the UL CL to route the IP packet with destination IPas to PSA2.

Step 7,The SMF commands the PSA2 to perform the R-NAT with destination IPas.

Step 8, The PSA2 performs the R-NAT and changes the UL destination IPas to L-IPas.

Step 9, The PSA sends the changed UL packet to the EAS.

Step 10, The EAS responses with a DL packet with the 5 tuples (Source L-IPas, Destination IPue，Source PORTas，Destination PORTue，TCP)

Step 11, The PSA2 performs the R-NAT and changes the DL source L- IPas to IPas .

Step 12, The DL packet is forwarded to the UL CL then to the UE.

Step 13. The PSA2 continues to perform the functions as described in step 8 to 12.
Note: The SMF can alternatively command the UL CL to perform the R-NAT in step 7, in such case, the UL CL will execute the NAT in step 8,11 and 13, i.e. changes the UL destination IPas to L-IPas and changes the DL source L- IPas to IPas.
6.X.3
Impacts on Existing Nodes and Functionality
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
EC DNS Server: 

· the SRV records for EAS and SRV query
·  the A/AAAA records for EAS and A/AAAA query;
PSA: 
· PTR, SRV, A/AAAA DNS query 
· R-NAT for UL and DL IP  packets

SMF:
· Command UPF to performance R-NAT
UL CL: 
· R-NAT for UL and DL IP packets

* * * * End of Change * * * *
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