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Within FAA, ASTM and ARC requirements there is a need for UAVs to support locally broadcasts (of its flight information and of its UAV identities). Such local broadcast is of use by Public Safety bodies and/or even other UAVs in vicintity of other UAVs for collison avoidance.
In TS 22.125, for decentralised UAS traffic management on efinds this following Stage 1 requirement.
[R-5.2.2-001] The 3GPP system shall enable a UAV to broadcast the following data for identifying UAV(s) in a short-range area for collision avoidance: e.g. UAV identities if needed based on different regulation requirements, UAV type, current location and time, flight route information, current speed, operating status.

In the SA2 TR, there is also the issue of tracking the UAVs in open issue 4
Issue 4: UAV and UAV Controllertracking:

-
What information is required for the 3GPP system to track the UAV and the UAV Controller?

So to mitigate collision when density of UAV population is detected to be approaching or have reached a certain threshold, the UAVs, or selected UAVs, in that area can then be triggered by the UTM/USS to initiate local broadcasting. Such initiation of local broadcasting rather only upon approaching or reaching some threshold would allow for power and resource savings (of the UAVs) i.e the UAVs do not have to be always doing local broadcast and also allow that UAVs not in that vicinity where UAV population density is high, to not "show" themselves for privacy purposes.
Another feature of this proposal centering around privacy purposes, when triggered to perform local broadcast, the UAV is broadcasting a (publicly defined) UAV Type and not the CAA Assigned ID (or in FAA terminology, the Session ID). The UAV type – mentioned in TS 22.125 [R_5.2.2.-001] – would be like the category of the UAS – as mentioned FAA requirements. Examples of UAV type, to our understand, would be indicating if the UAV is for "logistics", "recreactional", "public news broadcast/media outliets" etc.

This proposal of broadcasting the UAV Type and not immediately exposing the CAA Assigned ID, would provide a level of privacy for the UAS, in that the CAA Assigned ID is not immediately exposed publicly. Private and personal information such as CAA Assigned ID, serial number (of equipment), flight details etc, will only be exchanged once secured local communications between UAVs have been established.
Proposal

It is proposed to include the following in the TR 23.754, v0.1.0.
* * * Start of Change * * * *
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6.X
Solution Y: Local Broadcast for Remote Identification followed with direct communication
6.X.1
Introduction

This solution addresses the key issue #4.

This solution also covers the requirement [R-5.2.2-001] in TS 22.125 [5] which requires local broadcasting of UAV information within short range and specific areas for collision avoidance.

This solution allows UTM/USS to trigger the UAVs to do local broadcast as and when it is detected that such broadcast is necessary e.g when within a certain air space the density of UAVs are getting high. Such on demand broadcast would serve as local broadcast for Remote Identification and Tracking and further assist in collision avoidance. A further feature of this solution is that the local broadcast by the UAV only includes non-private information, i.e information such as CAA Assigned ID (i.e. in FAA terms the "Session ID"), serial number of equipment, personal details related to pilot or UAVC are not locally broadcasted. Instead what is broadcast is the type of UAV, i.e. UAV Type, as has been referred to in TS 22.125 [5]. Such information especially CAA Assigned ID are provided once direct commuincations are activiated between one UAV and another UAV.
Assumptions made in this solution:-

-
The UAVs registers to the 3GPP system and through that request registration for UAS operations to UTM/USS.
In that registration process to UTM/USS, UTM/USS provides to the UAV the CAA Assigned ID.

-
The monitoring of UAVs (and allowed density of UAVs) over any certain air space is performed at the UTM/USS or performed at 3GPP network based on the instruction from the UTM/USS.
Summary of this solution:-

-
A UAV type is provided to the UAV when UAV request flight authorization. This UAV type – by its name – identifies the type of UAV, e.g. a commercial goods delivery UAV; privately owner hobbyist or recreation UAV; public media/broadcasters, public safety – police; public safety – medical services; etc.

Editor's Note:
The formal decodes of the UA Type is FFS.

-
UTM/USS and if required in conjunction with 3GPP system, decides there is a need to trigger certain UAVs in an area to start local broadcasting for Remote Identification.
One such use case can be when for a certain flight space the density of UAVs is approach some limits or an officer of a TPAE traffic surveillance drone noticed unidentified UAVs.
-
Whilst the trigger to UAV to initiate local broadcast for Remote Identification purposes is provided by the 3GPP CN, this is done on interactions between UMT/USS and 3GPP.
-
When triggered to start local broadcast, the UAV broadcasts its UAV Type and not it's CAA Assigned ID. The main point being for reason of privacy, information such as CAA Assigned ID, serial number of equipment, etc are not broadcast, but rather is exchanged after secure direct communication is established..
-
This local broadcast is detected by the monitoring UAV and a direct communication is initiated between the UAV that wants to monitor the other UAV (that has been triggered to perform local broadcasting.
This solution does not mandate a 3GPP direct communication method (e.g. ProSe direct communication) but rather considers that other communication such as through Bluetooth or WiFi as possible candidates.
Only after direct communication is established will private information such as as CAA Assigned ID, serial number of equipment, flight or route details, etc provided by the UAV being monitored to the monitoring UAV.
6.X.2
Functional description
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Figure 6.X.2-1: Procedure for on-demand local broadcast for Remote Identification and Tracking
1.
The UAV makes aregistration to the 3GP system for access to 3GPP network and services. In this registration the UTM is contacted where the UAV request for registration for UAS operations. As part of this registration to the UTM/USS, the UTM/USS provides the CAA Assigned ID (i.e. in FAA terms the "Session ID") that is necessary for Remote Identification and Tracking.

As part of this registration the flight route details can be provided by the UTM/USS to the UAV. Alternatively the flight authorization and its details can be done as a separate step between UAV and UTM/USS.

2.
Part of the authorization for flight operations will include the UAV Type, as does flight route information, allowed speed, minimum and maximum elevation, etc. These information are store by the UAV – UAVC (UAS).
3.
As part of its tracking and monitoring function, the UTM/USS, interacting with 3GPP, decides that certain UAVs need to start local broadcasting. Such interaction with 3GPP system might trigger some 3GPP specific procedures such a Location Services as defined in TS 23.273 [8].
Editor's Note:
It is FFS if the monitoring functions can be performed by the 3GPP system as a part of the UAS feature.
4.
As a result of its interactions with UTM/USS, the 3GPP CN triggers the intended UAV to start local broadcasting.
5.
UAV starts broadcasting its UAV Type. This way of broadcasting is similar to announcing the ProSe Application Code in TS 23.303 [x].
6.
Monitoring UAVs or nearby UAVs discovers that type of UAV is in its vicinity.

7.
Direct communication is set up between the UAVs. This direct communication can utilised 3GPP's ProSe services or can use Bluetooth or WiFi direct communications. If 3GPP's ProSe is used, the procedures in TS 23.303 [x] can be used to establish secure layer-2 link over PC5. For Bluetooth or WiFi, the protocols for such communications are out of scope of 3GPP.

8.
Once secure direct commuincations is activated, the CAA Assigned ID amongst other private and personal information can be exchanged or obtained. Such exchange will be at application level.
6.X.3
Impacts on services, entities and interfaces

Editor's note:
This clause lists impacts to services, entities and interfaces.

* * * End of Change * * * *
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