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1 Discussion
void
2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.748 as follows


FIRST CHANGE (all text is new)


[bookmark: _Toc31192358][bookmark: _Toc31192518][bookmark: _Toc31193009][bookmark: _Toc31616188][bookmark: _Toc31616263][bookmark: _Toc31616339][bookmark: _Toc31616415][bookmark: _Toc31616491]6.X	Solution #X: 5GC support for UE selection of the DNS to use
[bookmark: _Toc500949099][bookmark: _Toc23255037][bookmark: _Toc26346409][bookmark: _Toc26346622][bookmark: _Toc26773892][bookmark: _Toc31192359][bookmark: _Toc31192519][bookmark: _Toc31193010][bookmark: _Toc31616189][bookmark: _Toc31616264][bookmark: _Toc31616340][bookmark: _Toc31616416][bookmark: _Toc31616492]6.X.1	Description
[bookmark: _Toc500949101]The solution relates to KI 1 and addresses DNS configuration issues i.e. which DNS server a multi Homed UE will consider for a DNS look-up.
A UE that has multiple PDU Sessions will receive multiple DNS server address and needs to know which of these DNS servers it needs to use to translate a target FQDN.
[bookmark: _Hlk32400417]NOTE 1:	IETF RFC 6731 (“Improved Recursive DNS Server Selection for Multi-Interfaced Nodes”) specifies how a DHCP server can express preferences and domains for DNS server information it provides to DHCP clients. However, RFC 6731 does not specify how the DHCP server acquires specific knowledge of domains and networks. An administrator may choose to utilize the different preference values, for instance by manual configuration (RFC 6731 section 3). And 3GPP has not defined whether and how to use IETF RFC 6731 (for example considering Session Breakout and Multiple PDU sessions defined in § 4.2 of this TR)
NOTE 2: 	In case of multiple PDU Sessions for a UE, information on (different) DNS servers that the UE can use are advertised on each of these different PDU Sessions. This currently may use NAS (PCO), RA (Router Advertisement messages), or DHCP to transfer this information to the UE but 3GPP currently does not define how to guide the UE to select the right DNS server (considering e.g. relative priorities).
Editor’s Note 1: Currently the UE can use the URSP rules to select the right PDU session, and one PDU session is associated with a DNS resolver address in the UE. It is FFS what other guidance on selection of DNS server is required.
The solution relies on:
·  5GC can get from AF information on the domains (set of FQDN(s)) supported on a DN / local access to a DN (DNAI); this information may be associated with priority indication. This information may be translated by NEF and is there stored in UDR for further possible PCF consumption. This is further described in clause 6.X.2.1;

Editor’s Note 2: It is FFS what exactly is indicated by the priority indication.
· At PDU Session establishment, the PCF transforms this information into PDU Session related Policy used by SMF to send DNS configuration information to the UE.
Information on the domains (set of FQDN(s)) supported on a DN / local access to a DN (DNAI) is later on called “DNS priorities for appDomains”. It consists of a list of rules that each associates a FQDN filter with a DNS priority:
· A FQDN filter corresponds to a (possibly set of) FQDN (with possible wildcarding such as such as “*.example.com”) and is associated with a filtering /rule priority
· A DNS priority may correspond to
-	a default DNS priority to be used for the FQDN(s) identified by the FQDN filter when DNS priority for DNAI is not provided or does not apply 
-	a list of DNS priority for DNAI that each associate a DNS priority and a DNAI for the FQDN(s) identified by the FQDN filter / rule when the DNAI applies to the PDU Session
The AF can provide an associated (DNN, S-NSSAI) but generally the corresponding (DNN, S-NSSAI) is determined by the NEF based on the AF identity.
NOTE 3:	For example, for a DN related with corporate access, the FQDN(s) corresponding to corporate services can be associated with a higher priority than FQDN(s) for internet-based services (when the corporate also has an access to the Internet thus allowing also access internet based services).
· Editor’s Note 3: It is FFS how multiple AF and service providers coordinate the use of priority indication values for the same FQDN.

The solution addresses following Connectivity Models: 
· Multiple PDU sessions including some more local PDU Sessions and PDU Sessions corporate DN: the information on the domains (set of FQDN(s)) supported on a DN may then be received from a third party DN and has to be mapped with operator policies
· Session Breakout
. Editor’s Note 4: The contents of “DNS priorities for appDomains” and “DNS Configuration” are FFS. They need to be defined to evaluate the value of this solution in comparison with R’16 supported mechanisms to provide the DNS settings for the PDU Session. 


[bookmark: _Toc23255038][bookmark: _Toc26346410][bookmark: _Toc26346623][bookmark: _Toc26773893][bookmark: _Toc31192360][bookmark: _Toc31192520][bookmark: _Toc31193011][bookmark: _Toc31616190][bookmark: _Toc31616265][bookmark: _Toc31616341][bookmark: _Toc31616417][bookmark: _Toc31616493]6.X.2	Procedures
6.X.2.1	Configuring appDomain information on PCF
UDR
NEF
AF
1. Nnef_TrafficInfluence_
Create/Modify Request (DNS priorities for appDomains)
2. Nudr_DataRespository_
Create/Modify Request (DNS priorities for appDomains)
3. Nudr_DataRepository_ Create/Modify Response
4. Nudr_DataRepository_
Create/ Modify Response
PCF
SMF
UPF
5. Nudr_DataRepository_
Notify (DNS priorities for appDomains)
UE
6. PCF decides on DNS preferences

Figure 6.X.2.1-1: Configuring DNS priorities for appDomains information on PCF.

1. An Application Function (AF) invokes NEF API (e.g. Nnef_TrafficInfluence API) to communicate DNS priorities for appDomains (as defined in clause 6.X.1) to Network Exposure Function (NEF). This information may be associated (“target”) with an individual UE or group of UE or of any UE.

2. The NEF may translate the AF identity into a target (DNN, S-NSSAI). The NEF stores the information (after possible translation by NEF) including DNS priorities for appDomains to the UDR (corresponding data set and subset are indicated in step 5).
3. The UDR responds to NEF.
4. The NEF responds to the AF.
5. The PCF may acquire (GET or SUBSCRIBE to notifications on change of) policy data from UDR including the DNS priorities for appDomains information.
The PCF(s) that have subscribed to notification on modifications of AF requests (Data Set = Application Data; Data Subset = AF traffic influence request information, Data Key = S-NSSAI and DNN) receive(s) a Nudr_DM_Notify notification of data change from the UDR. Potentially also Internal Group Identifier or SUPI may be used as Data Key if the AF requests “targets” the external identity of an individual UE or a group of UE.
6. PCF decides on DNS preferences for (DNN, S-NSSAI) using the DNS priorities for appDomains information received from UDR but also local policies (see also step 7 of Figure 6.X.2.1-1). The output of this decision is called DNS Configuration information. The PCF can then use the DNS Configuration information to provide it to SMF as shown in § 6.X.2.2 or to build URSP sent to UE.

Editor’s Note 1: It is FFS is the use of URSP a prerequisite for this solution.

The DNS priorities for appDomains information configured on PCF by mechanisms described in the Figure above may be used to generate USRP sent to the UE; This assumes Extending the semantics of the application of URSP rules: A DNS query to a domain is, for this extension, considered as an application request, and as such can be subject to URSP where it is used to select a PDU Session. For instance, by matching the FQDN within a DNS query with domain descriptor(s) in URSP, URSP could be used to select a PDU Session to issue a DNS Request. Once the PDU Session has been selected, the corresponding DNN information (associated with the IP link corresponding to the PDU session) is then used by the UE.
Editor’s Note 2: It is FFS what is the difference of the above extension and the domain descriptors in the Traffic descriptor in the URSP rule.

6.X.2.2	SMF influence on UE preferences between multiple Recursive DNS Servers
Figure 6.X.2.2-2 illustrates the SMF influence on UE preferences between multiple Recursive DNS Servers and the delivery of DNS Configuration information to UE as part of PDU Session Establishment procedure (defined in TS 23.502 [3] clause 4.3.2).

UE
AMF
UPF
SMF
PCF
UDR
1. PDU Session Establishment Request
2. Nsmf_PDUSession_CreateSMContext Request
4. Npcf_SMPolicyControl_Create Request
3. PCF selection
5. Nudr_DataRepository_Query or Subscribe
6. Nudr_DataRepository_Query Response  or Notify (DNS priorities for appDomains)
7. NpcfSMPolicyControl_Create Response
(DNS configuration information)
8a. PDU Session Establishment Response (DNS configuration information 
8b. DHCP including option RFC 6731 (DNS configuration information = DNS address, preference, appDomains)
8c. Router Advertisement


Figure 6.X.2.2-1:  SMF influence on preferences and domains and networks for multiple Recursive DNS Servers.
1. The UE initiates a UE Requested PDU Session Establishment procedure to a (DNN, S-NSSAI). 
2. The AMF selects an SMF and sends Nsmf_PDUSession_CreateSMContext Request to SMF.
3. SMF selects a PCF 
4. SMF establishes a SM Policy Association with the PCF by invoking Npcf_SMPolicyControl_Create operation providing the (DNN, S-NSSAI) of the PDU Session
All steps above are per 23.502 § clause 4.3.2.2.1 (with no intended changes)


5. If the PCF does not have policy data for the (DNN, S-NSSAI) of the PDU Session, it sends a corresponding request to the UDR by invoking Nudr_DataRepository_Query operation. The PCF may request notifications from the UDR about changes on the corresponding policy information (including DNS priorities for appDomains mapping to DNN and S-NSSAI) by invoking Nudr_DataRepository_Subscribe.
6. The UDR responds to the PCF with Nudr_DataRepository_Query response including DNS priorities for appDomains that includes the list specific domains (and networks).
Steps 5 and 6 may be omitted if the PCF had subscribed to notification of this data change as defined in step 4 of 23.502 § Figure 4.3.6.2-1or in step 5 of Figure 6.X.2.1-1.


7. The PCF responds to the SMF with Npcf_SMPolicyControl_Create response including DNS Configuration information
The PCF is responsible to transform “DNS priorities for appDomains” information into “DNS configuration information” to be provided to SMF; For the determination of “DNS configuration information” to be provided to SMF, the PCF may take into account locally configured policies related with (DNN, S-NSSAI), for example 
· some (DNN, S-NSSAI) may be considered as default i.e. with lower DNS  priority,
· on some (DNN, S-NSSAI), DNS priorities for appDomains information related with AF requests may be of higher priority or lower priority than operator local configuration
These local policies (configured by the operator) are meant to ensure coherency between DNS Configuration information for on different (DNN, S-NSSAI). These policies should also take into account Roaming conditions where a (DNN, S-NSSAI) may have different baseline priorities depending on whether the UE is roaming or not;

Editor’s Note 3: It is FFS if and how roaming can be supported, e.g. how to support URSP in LBO roaming, or how to support AF influence for traffic routing in HR roaming.


8. SMF communicates the DNS Configuration information in PDU Session Establishment Response by 

-	including DNS Configuration information in Extended PCO IE (8.a) or 
-	when acting as DHCP server by including in DHCP RDNSS option when communicating with UE using DHCP (8.b) or
-	in RA (per RFC 8106). 
If PCC does not apply to a PDU Session, the SMF determines locally the DNS Configuration information

If the PCF determines that DNS Configuration information has changed (because e.g. DNS priorities for appDomains information has changed) it can provide a new DNS Configuration information as part of a Npcf_SMPolicyControl_Update. The SMF may provide the corresponding information to the UE:
· Via NAS PCO sent in a network initiated PDU Session modification procedure, or
· Via Router Advertisement (‘RA’ per IETF RFC 8106) (in IPv6 case)
· Via DHCP FORCERENEW and DHCP INFORM defined in DHCP reconfigure extension (RFC 3203) that are subject to authentication of DHCP message as defined in RFC 3118 forcing the UE to get again the DNS configuration via DHCP. This alternative may not be supported by the UE in which case the SMF may be unable to transfer an update of DNS Configuration information unless it executes a SSC mode 3 procedure.


[bookmark: _Toc23255039][bookmark: _Toc26346411][bookmark: _Toc26346624][bookmark: _Toc26773894][bookmark: _Toc31192361][bookmark: _Toc31192521][bookmark: _Toc31193012][bookmark: _Toc31616191][bookmark: _Toc31616266][bookmark: _Toc31616342][bookmark: _Toc31616418][bookmark: _Toc31616494]6.X.3	Impacts on Existing Nodes and Functionality

· NEF: new API information to support and to convert into policy data stored in UDR
· UDR: new (policy) data format (DNS priorities for appDomains) to manage
· PCF: retrieve new UDR (policy) data and determine DNS Configuration information to be provided to SMF via PDU Session level policy data 
· SMF: send DNS Configuration information via PCO / DHCP / Router Advertisement to the UE
· UE: new DNS Configuration information for the PDU Session
Editor’s Note 1: The content of the DNS configuration that is provided to the UE is FFS. The impact on the UE depends on that.
Editor`s Note 2: The DNS Configuration provided by the network must be used for resolution of the application domains. It is FFS how this solution works with Applications or Browser DNS clients and whether this solution puts additional requirements on the application and UE OS in that scenario.
 
NEXT CHANGE (2)


[bookmark: _Toc23255035][bookmark: _Toc26346407][bookmark: _Toc26346620][bookmark: _Toc26773890][bookmark: _Toc31192327][bookmark: _Toc31192487][bookmark: _Toc31192978][bookmark: _Toc31616157][bookmark: _Toc31616219][bookmark: _Toc31616295][bookmark: _Toc31616371][bookmark: _Toc31616447]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues

	
	1
	2
	3
	5

	#1: Provisioning URSP configuration to the UE to establish PDU Sessions for edge applications
	X
	
	
	

	#2: Local DNS based edge server address discovery
	X
	
	
	

	#3: DNS AF
	X
	
	
	

	#4: Providing the DNS authoritative server with IP addressing information about where the UE is located
	X
	
	
	

	#5: Server Discovery using DNS, IP Routing and URSP
	X
	
	
	

	#6: Discovery of EAS based on DNS
	X
	
	
	

	#7: SMF/I-SMF selection based on DNAI
	X
	
	
	

	#X: 5GC support for UE selection of the DNS to use
	X
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