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It is proposed to update TR 23.700-93 as follows:
FIRST CHANGE (All text is new)
6.X
Solution #x: QUIC Tunnel Low-Layer (QT-LL) Steering Functionality
6.X.1
Overview

This proposed solution defines a new ATSSS low-layer functionality called QT-LL (Quick Tunnel Low-Layer). Unlike the MPTCP steering functionality that resides at the transport layer of the application (high-layer functionality), the QT-LL functionality resides between the IP layer used by the applications, and the IP layer used to access the networks. Similarly, for Ethernet MA PDU session type, the QT-LL resides above the Ethernet layer of the interfaces associated with the accesses. QT-LL has many advantages over ATSSS-LL. Because it uses QUIC to transport inner packets (IP or Ethernet), it leverages QUIC’s built-in congestion control mechanism that reacts accordingly based on congestion, loss or reordering.
An overview of the ATSSS architecture involving the newly-defined QT-LL functionality is shown below in Fig. 6.X.1-1. QT-LL resides at the same layer as ATSSS-LL on the UE and UPF. Just like ATSSS-LL, it may operate as the only functionality for the MA PDU session, or it may co-exist together with the MPTCP functionality.
Editor's note: it is FFS whether the solution implies a double security between the UE and the 5GS (access level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up.

Editor's note: it is FFS whether the solution handles packet / frame orderly delivery to the application (in UE for DL traffic  / in network for UL traffic); if this is not the case the benefit of using QT-LL over using ATSSS-LL should be clarified.
Editor's note: it is FFS whether network bandwidth overhead and packet processing overhead caused by additional headers in the solution are significant or not.
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Figure 6.X.1-1: ATSSS architecture with QT-LL Functionality

At a high level, the QT-LL utilizes the QUIC Tunnel protocol as defined in draft-piraux-quic-tunnel-01 operating in the datagram mode. This mode allows for unreliable delivery of datagrams over a QUIC connection. Each datagram frame encapsulates an inner payload, i.e. an IP packet or an Ethernet frame. Transmission is subject to congestion control, but packet losses will not result in retransmissions. This mode provides a similar service as IPsec tunnels or DTLS.

In this architecture, the UPF acts as the server endpoint for the QUIC Tunnel connections. The QT Concentrator Functionality on the UPF accepts incoming QUIC connection requests originated from the UE. The establishment of a tunneling session is done by the UE creating a QUIC connection over one of the accesses towards the QT Concentrator, and issuing a new session request. The UE may then create an additional QUIC connection over another access and request to join that session.

6.X.2
 IP Addresses and Ports

For MA PDU session of IP type, the UE is assigned the following addresses: an IP address for the MA PDU session (IP@3), and two link-specific multipath addresses (IP@1 and IP@2) for 3GPP and non-3GPP accesses. Both IP@1 and IP@2 may be used by the MPTCP and QT-LL functionalities.

For MA PDU session of Ethernet type, the UE generates its own IPv6 link-local addresses (IP@1 and IP@2) for 3GPP and non-3GPP accesses, based on the MAC addresses of the corresponding interfaces. Thus IP@1 and IP@2 essentially provide the link-specific multipath IP addresses for QT-LL functionality, equivalent to those used on the IP MA PDU session type. There is no IP@3 address for the Ethernet MA PDU session type.
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Figure 6.X.2-1: IP addressing for steering functionalities in an example UE model

As shown above in Fig. 6.X.2-1, the QT-LL functionality uses IP@1 and IP@2 for the source IP addresses of the QUIC Tunnel connections on 3GPP and non-3GPP accesses, respectively. This is analogous to how these link-specific multipath IP addresses are used by MPTCP for establishing subflows over the accesses.

For MA PDU session type of IP, flows that aren't subject to MPTCP functionality use IP@3 as their source IP address. The QT-LL functionality would then perform the steering, switching or splitting of their traffic across the accesses based on ATSSS rules.

The QT Concentrator QUIC server on the UPF accepts incoming connection requests on 2 dedicated ports: one port for 3GPP access-based requests, and another for non-3GPP access-based requests. On the UE, the QUIC client may use any ephemeral ports within IP@1 and IP@2 UDP port namespaces. In order to facilitate QoS flow identification, the UE shall use different source UDP ports for the QUIC connections it establishes to the UPF. In other words, if it establishes 2 QUIC connections on an access, those connections must – at the minimum – use 2 different UDP source ports. Multiple UDP source ports may be used on a single QUIC connection when QoS Flow Multiplexing is enabled (see section 6.X.4.4 below for details).

During IP type MA PDU session establishment time, the UE obtains the IP address and ports used by the QT Concentrator functionality in the UPF. For the MA PDU session type of Ethernet, the UE obtains the MAC addresses of the interfaces used on the UPF. The UE can then reconstruct the IPv6 link-local addresses used by the UPF via the scheme documented in Appendix A of RFC4291. Essentially, QT-LL requires IP, and specifically for the Ethernet MA PDU session, the UE and UPF communicate using IPv6 link-local addresses over Ethernet for all QUIC Tunnel connections established between them.

6.X.3 
Protocol Stack Composition

Fig. 6.X.3-1 below illustrates the composition of the protocol stack for 3GPP access. IP@1 (link-specific multipath IP address for 3GPP access) is used as the source IP address on the outer IP header. The destination IP address (not shown) is that of the QT Concentrator's on the UPF for 3GPP access (if different per access).
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Figure 6.X.3-1: QT-LL protocol stack for 3GPP access and for an MA PDU Session with type IP/Ethernet
The composition for non-3GPP access case is shown below in Fig. 6.X.3-2. IP@2 (link-specific multipath IP address for non-3GPP access) is used as the source IP address on the outer IP header. Just like the above, the destination IP address (not shown) is that of the QT Concentrator's on the UPF for non-3GPP access (if different per access).
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Figure 6.X.3-2: QT-LL protocol stack for non-3GPP access and for an MA PDU Session with type IP/Ethernet
As shown on both figures, the QUIC datagram frame carries an inner payload. As specified in draft-piraux-quic-tunnel-01, the Protocol Type field in the frame specifies the payload type.

For MA PDU session type of IP, this payload is an IP packet having the source address of IP@3 (the MA PDU session IP address), with a Protocol Type value of 0x800 for IPv4 or 0x86dd for IPv6, as specified in IANA-ETHER-TYPES.

For MA PDU session type of Ethernet, this payload is an Ethernet frame with a Protocol Type value of 0x6558 defined for Transparent Ethernet Bridging, as specified in RFC1701.
Editor's note: it is FFS whether the QUIC Tunnel shown in the Two figures above need to support some information to be defined by 3GPP such as QoS Flow ID as defined in clause 6.X.4.3.
6.X.4
Components of QT-LL

An example of QT-LL in the UE (UL direction) is shown below in Fig. 6.X.4-1. Here, UDP flows from App-1 and App-2 are associated with two QoS flows going over non-3GPP access. A UDP flow from App-3 is associated with the default QoS flow going over 3GPP access.

Editor’s Note: This paper specifically focuses only on UDP flows being tunneled in QT-LL. For tunneling TCP flows, a different QT-LL tunneling mode based on draft-piraux-quic-tunnel-tcp-00 is proposed, and is FFS.
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Figure 6.X.4-1: Example of QT-LL Functionality with QoS Flows (Multiple QUIC Tunnels)
in the UE (UL direction)
6.X.4.1
QoS Flow Selection

As illustrated above, QT-LL resides below IP@3 layer. Packets coming down from the applications would be processed by the QoS Flow Selection module. This is done since the original protocol headers are available at that time before the packets get encapsulated inside QUIC datagram frames. The original packets would then be associated with their corresponding QoS Flow IDs (as packet metadata) on their way down. In the above example, packets belonging to UDP flows from App-1 and App-2 are associated with two QoS Flow IDs (non-zeroes). Packets belonging to UDP flow from App-3 are associated with QoS Flow ID of 0, which implies the default QoS rule.
Editors’s note: The DRB selection in Figure 6.X-4.1 above simply notes that the QoS flow for the inner 5-tuple flow includes an additional traffic descriptor that defines the 5-tuple flow used by the corresponding QUIC tunnel (the outer header). The interaction between QT-LL and QoS flow, and the procedures involved are FFS.

6.X.4.2
 Access Selection

Next, the packets would encounter the Access Selection module, which determines the access that needs to be used for delivering the packets from the UE to the UPF. The decisions are based on ATSSS rules, in conjunction with feedbacks from the QUIC Tunnels associated with the QoS flows. These include information regarding packet loss, reordering, round-trip-time (RTT), as well as availability/unavailability signal (see 6.x.4.6 for details). In the above example, packets belonging to UDP flows from App-1 and App-2 are steered toward the non-3GPP access, while packets belonging to the UDP flow from App-3 are steered toward the 3GPP access.

6.X.4.3
QUIC Tunnel

Once an access is selected for the packets, they are sent down to the QUIC Tunnel layer, which selects the appropriate QUIC connection to be used to tunnel the packets to the QT Concentrator in the UPF. At this time, the original packet is encapsulated within a QUIC datagram frame. The Protocol Type value is set to accordingly depending on the IP version (see section 6.X.3). The Packet Tag value may be set to the QoS Flow ID from the packet metadata; it may also be set to a value that indicates to the receiver the ordering information for the packet. In the above examples show a total of 3 QUIC connections: a single connection originated from IP@1 (QUIC-T1) over 3GPP access, and two connections originated from IP@2 (QUIC-X1, QUIC-Xn) over non-3GPP access. Each connection uses a unique UDP source port (UDP-SPa, UDP-SPb, UDP-SPc).

The use of a unique pair of source IP address and source UDP port for each QUIC connection allows for the QUIC connections to be mapped to the same QoS flows associated with the inner traffic (packets tunneled inside the datagram frames). In the above example, each of the two QUIC connections on non-3GPP access is associated with the corresponding two QoS flows, i.e. it shares the same QoS parameters.

6.X.4.4 
QoS Flow Multiplexing

The diagram shown below in Figure 6.X.4.4-1 shows an example similar to the one shown earlier in Figure 6.X.4-1. The main difference here is the use of a single QUIC connection used to carry flows associated with different QoS Flow IDs. The mapping between QoS flow and DRB shall remain under the control of RAN.
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Figure 6.X.4.4-1: Example of QT-LL Functionality with QoS Flow Multiplexing (Single QUIC Tunnel)
in the UE (UL direction)
This mode allows for multiple QoS flows sharing the same QoS parameters to leverage a single QUIC connection. This is made possible by virtue of encoding the QoS Flow ID of the inner packet in the Packet Tag field of the QUIC datagram frame.

As shown by the example above, packets from App-1 and App-2 are tunneled inside the same QUIC connection (QUIC-X1). Here the same QUIC connection uses multiple source UDP ports (UDP-SPb, UDP-SPc) to allow for proper DRB or IPsec child SA selection. 
Editor’s note: The use of multiple UDP ports for a single QUIC connection is FFS, e.g. whether there are impacts due to the need for path validation.
Editor’s note: It is FFS how SMF is made aware of the interaction between QT-LL and QoS flow with regards to QoS rules.


This mode might optionally be configured by the network to be used in certain deployment scenarios, e.g. IoT. In order to avoid entering congestion-avoidance due to packet reordering, this mode recommends using an increased reordering threshold (time-based and packet-based) for the QUIC connections.

NOTE:
Multiplexing different QoS flows over a single QUIC connection has caveats to the path characteristic measurements. As these different QoS flows will be mapped to different UDP source ports in the same QUIC connection and potentially use a different DRB or Child SA, the characteristics of these paths can be largely different. Notably a difference in RTT, loss-rate and capacity will introduce reordering and instability in the RTT-estimation. This will impact QUICs congestion control itself but also the ability for the Access Selection to factor the RTT, packet-loss and congestion-information into its selection algorithm.
6.X.4.5 
Tunneling QUIC over QT-LL

An application might be creating its own QUIC connection. These UDP datagrams would be tunneled over the QT-LL connection, with the Access Selection deciding the access (3GPP vs non-3GPP) based on the ATSSS rules. Doing so can cause a degraded performance, as an ATSSS steering mode that causes traffic splitting would cause the inner QUIC connection to experience significant reordering, unstable RTT estimations and thus cause congestion control to react. This will result in a lower throughput.
6.X.4.6
Access Measurement and Reporting

The QT-LL functionality comes with built-in mechanisms for performing active RTT measurements, by way of utilizing QUIC PING frames. This is analogous to what PMF provides for ATSSS-LL when the "lowest delay" steering mode is used.

Additionally the QUIC Tunnel protocol specifies a set of control TLVs as documented in draft-piraux-quic-tunnel-01. This can be extended to include Access Reporting TLV similar to the one specified in draft-ietf-ippm-stamp-option-tlv-04.
Editor’s note: The need for additional measurements on top of the QUIC built-in measurements is FFS and would need to be motivated. 

6.X.5
Impacts on services, entities, interfaces and IETF protocols
Editor's note: it is FFS the evaluation of the impacts of this solution on services, entities, interfaces and IETF protocols.
QT-LL requires the UE and UPF implementing the QUIC Tunnel protocol as specified in draft-piraux-quic-tunnel-01. There is a dependency on IETF to adopt this draft in one of its Working Groups.

As mentioned earlier in 6.X.4.1, this proposed solution does not have any RAN impact.
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