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Abstract: This is a solution to Key Issue #4; it addresses the UE onboarding for the SNPN with non-AKA credentials with the use of PLMNs.
Proposal
[bookmark: _Toc519004414][bookmark: _Toc14708150][bookmark: _Toc20224663]It is proposed to add the below text into the TR 23.700-07.
[bookmark: _Toc23326074][bookmark: _Toc25934675][bookmark: _Toc26337055][bookmark: _Toc31114302][bookmark: _Toc31120325]*** Start of changes ***
[bookmark: _Toc21087531][bookmark: _Toc23326064][bookmark: _Toc25934654][bookmark: _Toc26337034][bookmark: _Toc31114281][bookmark: _Toc31120305]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for next generation new services and markets".
[3]	3GPP TS 22.263: " Service requirements for Video, Imaging and Audio for Professional Applications (VIAPA)".
[4]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[5]	3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station in idle mode".
[6]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[7]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[Y]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane Nodes; Stage 3".
*** Next change ***
6.0	Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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*** Next change (all new text) ***
[bookmark: _Toc31114358][bookmark: _Toc31120381]6.X	Solution #<X>: UE onboarding using PLMNs
[bookmark: _Toc16839383][bookmark: _Toc21087542][bookmark: _Toc23326076][bookmark: _Toc25934682][bookmark: _Toc26337062][bookmark: _Toc31114359][bookmark: _Toc31120382]6.X.1	Introduction
[bookmark: _Toc16839384][bookmark: _Toc21087543]This is a solution to Key Issue #4; it addresses the UE onboarding for the SNPN with non-AKA credentials. 
The UE is configured with Default credentials in USIM to attach to any PLMN in which the UE can register with the Default credentials, i.e. an Onboarding Network (ON). This enables UEs to be provisioned with necessary network credentials and configuration for the SNPN that will own the UE's subscription.


Figure 6.X.1-1: UE onboarding using PLMNs
The following assumptions are considered:
-	The UE is as defined in TR 21.905 [1] i.e. consists of a ME and a UICC.
-	The UE is equipped with a USIM containing Default credentials belonging to a PLMN operator.
-	The UE is not provisioned with NPN credentials.
-	PLMN coverage exists at the location where UE onboarding takes place.
-	As part of the onboarding process the UE is eventually provisioned with NPN credentials that grant access to an SNPN.
-	No relationship is assumed between the PLMNs used for UE onboardingas ON and the SNPN.
-	The UE manufacturer has a business relationship with one PLMN operator.
-	The PLMNs provides the UE with connectivity to a Provisioning Server that allows UEs to retrieve their NPN credentials and other personalized configuration. The Provisioning Server can be owned by the device manufacturer or an entity affiliated with the device manufacturer.
-	The SNPN owning the subscription has a list of GPSI identifying the UEs for which a subscription will be provisioned using the UE onboarding procedure and provides this list to the Provisioning Server.
[bookmark: _Toc23326077][bookmark: _Toc25934683][bookmark: _Toc26337063][bookmark: _Toc31114360][bookmark: _Toc31120383]6.X.2	Functional Description
[bookmark: _Toc16839385][bookmark: _Toc21087544]The UE is manufactured with Default credentials that consist in a USIM profile that will be used only for UE onboarding. This USIM profile can be issued by any PLMN operator the manufacturer has an agreement with. In what follows, this PLMN is referred to as "HPLMN". The UDM (or HSS) of the HPLMN plays the role of Default Credential Server (DCS) and the Provisioning Server (PS) is in a DN that the HPLMN provides access to.
As part of the agreement between the UE manufacturer and the HPLMN, the UE subscription in the HPLMN allows access to a DN that provides connectivity to the Provisioning Server.
Any PLMN available at the location where the UE is when performing UE onboarding can be used as Onboarding Network (ON), as long as it has a roaming agreement with the HPLMN.
At power-up, the UE does not have information for SNPN selection and therefore performs normal PLMN selection, registers and establishes a PDU Session using normal procedures. The UE subscription corresponding to the USIM profile contains a default Subscribed S-NSSAI and a default DNN that are appropriate to reach the Provisioning Server; consequently a PDU Session that provides access to the Provisioning Server is established without the UE having to indicate any NSSAI or DNN information.
The UE connects to the Provisioning Server through the established PDU Session. The HPLMN provides the GPSI of the UE subscription to the Provisioning Server e.g. using header enrichment (see TS 29.244 [Y]). Upon establishment of connectivity to the Provisioning Server, the UE is provisioned with NPN credentials (for the SNPN that will own the UE's subscription) and additional configuration data. Then the UE deregisters from the PLMN and, using the information acquired during UE onboarding, performs a new network selection and registers using the provisioned NPN credentials with the SNPN owning the UE's subscription.
[bookmark: _Toc23326078][bookmark: _Toc25934684][bookmark: _Toc26337064][bookmark: _Toc31114361][bookmark: _Toc31120384]6.X.3	Procedures


Figure 6.X.3-1: High-level flow for onboarding of the UE into an SNPN
The procedure consists in the following steps:
A)	UE pre-configuration: the UE is equipped with a USIM containing Default credentials that allows for successful authentication of the device during the PLMN access step (step B).
B)	PLMN access: In this step, the UE discovers and selects the PLMN to be used as ON using regular procedures. The UE performs a Registration procedure as specified in TS 23.502 [6] clause 4.2.2.2.2, without providing any Requested NSSAI. The AMF uses the S-NSSAI marked as default in the Subscribed S-NSSAIs of the UE subscription.
C)	PDU Session Establishment: The UE establishes a PDU session as specified in TS 23.502 [6] clause 4.3.2.2, without providing any DNN. The AMF determines the DNN for the requested PDU Session by selecting the default DNN present in the UE's Subscription Information.
D1)	The device discovers and connects, at application level, to a provisioning server address (that was preconfigured in the UE in step A or is derived from the application identifier and/or Service Provider Identifier provided by the user in step B) for retrieving its own personalized information. The HPLMN provides the GPSI of the UE subscription to the Provisioning Server e.g. using header enrichment and the provisioning server relies on the GPSI to identify the UE.
Editor’s Note: It is FFS how the connection between UE and the Provisioning Server is secure i.e., how to enable ciphering and integrity protection of the connection and the authentication of the UE at the Provisioning Server.
D2)	The Provisioning Server retrieves the NPN credentials for the future SNPN owning the subscription, as well as other UE configuration parameters (e.g. PDU session parameters, such as SNSSAI, DNN, URSPs, QoS rules, and other required parameters to access the SNPN and establish a regular PDU session).
Editor’s Note: It is FFS how the Provisioning Server finds the SNPN.
D3)	The Provisioning Server pushes the UE's NPN credentials for the SNPN and other configuration information into the UE.
Editor’s Note: With GSMA solution for remote provisioning of credentials the new USIM credential overwrites the old USIM credential. In this solution the USIM credential is not overwritten. The security implications of this need to be studied by SA3.
E)	De-registration: Upon a successful provisioning in the previous step, the device releases the PDU Session and deregisters from the ON.
F)	Normal service: Upon a successful de-registration as per step E, the device initiates a regular procedure, including selection of an SNPN, Registration using the provisioned NPN credentials with the SNPN owning the subscription, and PDU Session establishment(s). 
[bookmark: _Toc23326079][bookmark: _Toc25934685][bookmark: _Toc26337065][bookmark: _Toc31114362][bookmark: _Toc31120385]6.X.4	Impacts on services, entities and interfaces
This solution has no network impact and minimal UE impact.
UE: 
· The UE impact is to be pre-configured with provisioning server address or derive it, and initiate a connection to this address.
Network (SMF, UPF, PGW-C, PGW-U):
· New type of header enrichment (GPSI) needs to be specified on N6/SGi.
· Network needs to be pre-configured with N6/SGi tunnels to Provisioning Server.
· UE’s onboarding subscription needs to enable selection of a specific Provisioning Server.
*** End of changes ***
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