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Abstract: It proposes to support the PLMN assisted on-boarding procedures. 
1. Introduction
Background: As shown in SA1-defined scenarios (TR 22.827), a listener in the concert wants to get specific high-quality services from NPN and if the listener does not have the subscription of this NPN, he/she can quickly sign up this service online and receive the correct subscription/credential from the network.
Existing solution in TR: Existing on-boarding solutions in TR assume that on-boarding UEs temporally connect to the NPN to obtaining the subscriptions/credentials. 
Proposal: There is another way to obtain the credentials for on-boarding via the public network, in case UE is connected to PLMN. 
The advantage of this solution is that the credentials are pushed to UE via PLMN. As a result, the on-boarding procedure in this solution doesn’t require the user to install an APP to obtain credential, comparing to solution 5.
2. Text Proposal
It proposes to capture the following changes vs. TR 23.700-07.
* * * * First change * * * *

6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * Second change * * * *
6.X
Solution #X: PLMN assisted On-boarding Procedures
6.X.1
Introduction
The solution addresses key issue #4 "UE Onboarding and remote Provisioning". 
The current solution applies to SNPN.

Editor's note:
Whether the solution is applicable to PNI-NPN is FFS.
The solution applies when UE have registered to the PLMN. Basic idea of the solution is to send the on-boarding information (e.g. credential), which used to connect to SNPN, from provisioning server to UE over PLMN. Figure 6.x.1-1 illustrates the concept of PLMN assisted On-boarding Procedures. 

Take the concert, which deploys the SNPN, as the example,

Step 0: Some guys may buy the ticket for the concert and provide the GPSI to host of the concert. The provisioning server sends the on-boarding information, which used to connect to SNPN, to the PLMN. 

Step 1-2: The PLMN sends the on-boarding information to corresponding UE based on GPSI. Specifically, it may send the on-boarding information to UE immediately or send it to UE triggered by some events as shown in step 1 (e.g. when the concert start, PLMN sends the on-boarding information to UE). 

Step 3: UE can connect to SNPN via the received on-boarding information. This step is not shown in the figure. 
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Figure 6.X.1-1 PLMN assisted On-boarding Procedures
6.X.2
Functional Description
6.X.2.1
Architecture
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Figure 6.X.2.1-1: Architecture for UE Onboarding via a PLMN
6.X.3
Procedures
The figure 6.X.3-1 below shows the call flow for PLMN assisted on-boarding procedure. 
In case the UE has registered to the PLMN when PS provide the on-boarding information to 5GC, the following procedure can be used to send the On-boarding information to UE.



Figure 6.X.3-1: High-level flow of PLMN assisted onboarding procedure
0. The AMF, which UE camp on, may subscribe to UDM about On-boarding information. Afterwards, the provisioning server can be triggered to initial the on-boarding procedures by some events, e.g. the use case shown in the introduction part in clause 6.X.1. 
1. The provisioning server sends the Onboarding request to NEF, which includes the On-boarding information (the GPSI of the target UE, Credentials to access SNPN, DNN/NSSAI used to access SNPN, optional Triggering Events). The On-boarding information may be protected by a default credential which is also pre-configured in the UE(USIM), The protection for On-boarding information shall meet the requirement of secured packet defined in TS 31.115 [x]. The default credential can be differentiated by SNPN identity. The Triggering Events describe the event to push the Credentials to the target UEs, e.g. when and where to push the credentials to the target UE. 
2. 
3. 
4. The NEF relays the Onboarding request to the UDM which stores the target UE’s subscription based on the GPSI.
5. Conditional step: In case the On-boarding information include the Triggering Event, UDM can temporarily store the Onboarding Information. 
4-5. Conditional step: The AMF subscribes the Triggering Events to the serving AMF for the target UEs via existing Nudm_SDM_Notification message. 
6-7. The UDM sends the onboarding response to the NEF and then the NEF transfers to provisioning server. 

9. As specified in TS 23.502 [6] clause 4.20, AMF is triggered by Subscriber Data Update Notification, which include the On-boarding information, from UDM and perform UE Parameters Update procedures to send the Onboarding Information to the UE (USIM). 
The UE verifies based on mechanisms defined in TS 33.501 [15] that the UDM Update Data is provided by PLMN, and:

-
If the security check on the UDM Update Data is successful, and UPU Data contains any parameters that is protected by default credential, the ME shall forward the secured packet to the USIM using procedures in 3GPP TS 31.111 [YY] and UE uses those parameters from that point onwards, in USIM; and

-
If the security check on the UDM Update Data fails, the UE discards the contents of the UDM Update Data.
10. After the UE receives the Onboarding Information, it deregisters from the PLMN. The UE can perform SNPN selection and primary authentication based on subscription/credentials obtained in Onboarding Information for SNPN scenarios. 
In case the UE has not registered to the PLMN when PS provide the on-boarding information to 5GC, the Registration procedure, as specified in TS 23.502 clause 4.2.2, can be reused to send the On-boarding information to UE with the following difference:
· The on-boarding information can be included in UE subscription data and send to UE via step 14b and step 21, if the Triggering Events occur.
6.X.4
Impacts on existing entities and interfaces
Editor's note: This clause describes procedures and information flows for the solution.
* * * * End of changes * * * *[image: image4.png]



3GPP

SA WG2 TD


AMF

UE

UDM

NEF

Provisioing Server

1. Onboarding request(GPSI, Onboarding Info)

2. Onboarding request(GPSI, Onboarding Info)

3. Temporarily store the Onboarding Information and subscribe the events to AMF

0. Trigger to initiate onboarding procedures

4. Nudm_SDM_notification Notify

5. Nudm_SDM_notification Notify/ACK

6. Onboarding response

7. Onboarding response

9. UE Configuration Update procedures (TS 23.502 4.2.4.2)

10. Deregistration/

NPN Selection

8. Namf_EventExposure_Notify







xx. Nudm_SDM_Subscribe request

































	


AMF

UE

UDM

NEF

Provisioing Server

1. Onboarding request(GPSI, Onboarding Info)

2. Onboarding request(GPSI, Onboarding Info)

3. Temporarily store the Onboarding Information and subscribe the events to AMF

0-2. Trigger to initiate onboarding procedures

4. Nudm_SDM_notification Notify

5. Nudm_SDM_notification Notify/ACK

6. Onboarding response

7. Onboarding response

9. UE Parameters Update procedures (TS 23.502 4.20)

10. Deregistration and

NPN Selection

0-1. Nudm_SDM_Subscribe request

8.Namf_EventExposure_Notify




UE

(R)AN

UPF

AF

AMF

SMF

PCF

UDM

N6

N1

NRF

NEF

N3

N2

N4

AUSF

Nausf

Namf

Nsmf

Npcf

Nnrf

Nnef

Nudm

Naf

DN

Provisioning Server

NWDAF

Nnwdaf

AAA




