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Abstract of the contribution: new Solution for UE-to-Network Relay authorization
1 Discussion
This new solution documents a new UE-to-Network relay authorisation solution. It can be used as an enhancement of other relaying solutions together with e.g. relaying solution in clause 6.6 or Solution "Layer-3 UE-to-Network Relay with support of N3IWF" documented in clause 6.X. (tdoc S2-2004034). 
The PLMN serving the Remote UE and the Relay UE need not be the same PLMN. If the Remote UE's target PLMN beyond the selected N3IWF is not the PLMN that is serving the Relay UE, then the AUSF in the Relay UE PLMN relays the authorisation request to the AUSF of the Relay UE's target PLMN.

2 Proposal

It is proposed to update TR 23.752 as follows
FIRST CHANGE
6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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FIRST CHANGE
6.Y
Solution for Key Issue #3: UE-to-Network Relay authorization
6.Y.1
Description


This is a solution for key issue #3, UE-to-Network Relay.

The solution is intended to complement the baseline L3 UE to network Relay solutions when relay authorisation is needed e.g. in solutions described in clause 6.6 (see also Figure 6.Y.1-1) or solution "Layer-3 UE-to-Network Relay with support of N3IWF" described in clause 6.X (see also Figure 6.Y.1-2); 
A 5G ProSe UE-to-Network relay is called "Relay UE" in this solution.
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Figure 6.Y.1-1: Architecture model using 5G ProSe 5G UE-to-Network L3 Relay solution (Generic case)
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Figure 6.Y.1-2: Architecture model for Layer-3 UE-to-Network Relay with support of N3IWF

When the Relay UE and the Remote UE have a subscription to the same HPLMN, the solution works as follows; 
1
The Relay UE registers with 5GS and obtains service for itself (as in R16 specification)

2
The Remote UE tries to establish a PC5 connection to the Relay UE. During the PC5 establishment, the Remote UE provides its SUCI to the Relay UE when it requests UE-to-network relaying from the Relay UE over PC5. 

3
The Relay UE contacts its AMF and requests (NAS message) an authorization for relaying the remote UE providing the SUCI of the remote UE; 


The actual NAS message to use is to be defined by CT1.

4
The AMF of the relay UE is aware of the AUSF of the Relay UE as an AUSF was already selected during the initial Registration of the Relay UE. The AMF sends a Request to AUSF for authorization for acting as relay for the remote UE (Nausf service), providing the SUPI (and GPSI optionally) of the Relay UE and the SUCI of the Remote UE; 
5
The AUSF of the Relay UE may use the MCC/MNC (and routing Id) of Remote UE’s SUCI and MCC/MNC of the Relay UE’s SUPI to determine whether it can serve both the Relay UE and the Remote UE (e.g. whether both Relay UE and Remote UE are from the same HPLMN). 

This high level explanation assumes the AUSF can serve both the Relay UE and the Remote UE (the general case is defined in clause 6.Y.2).
5’ 
The AUSF authenticates the Remote UE via the AMF and the Relay UE (the AMF and the Relay UE are transparent to this authentication step); The AUSF uses the SUCI of the Remote UE to get the necessary credentials.
6
The AUSF checks whether it is allowed for the Relay UE to perform relaying for the Remote UE. For this purpose, it may use the UDM or an external AAA server (e.g. in PS case)

-
A typical case is where relaying is only allowed when both UE are members of the same IMSI-Group

7
The AUSF provides the result of the authorization for relaying to the AMF 

8
If the answer is negative, the Relay UE may trigger release of PC5 connection or keep it but without activating its UE to Network relaying functionality.

Considering a more comprehensive deployment case, supported deployment cases are:

A
The Remote UE and the Relay UE may correspond to different HPLMN(s); 

B
The serving 5GC for the Relay UE (5GC Relay in Figure 6.Y.1-2) and the serving 5GC for the Remote UE (5GC Remote in Figure 6.Y.1-2) may be the same or different 5GC network. Each of the Relay UE and of the Remote UE may be roaming. The solution covers also the case where the Remote UE out of coverage, as the solution involves only the PLMN serving the Relay UE, the HPLMN of the Relay UE and the HPLMN of the Remote UE.
C
The Check whether it is authorized for the Remote UE to be relayed by the Relay UE may induce:

a)
Either UDM Subscription data for the Remote UE may contain information on which UE (possibly any, members of an IMSI Group, a list of SUPI or GPSI) the Remote UE accepts to use as a Relay UE.

b)
Or the HPLMN has policies to fetch from a third party AAA whether the Remote UE (identified by its GPSI) accepts to be relayed by a Relay UE identified by its GPSI

This may be the case for PS where group membership information is only held in PS domain 5 a third party AAA) 

During this step the HPLMN may control whether relaying via the Serving PLMN (VPLMN) of the Relay UE is allowed
D
Similar operations may apply for the check whether it is authorized for the Relay UE to relay the Remote UE may induce

As part of the authentication of the Remote UE by an AUSF of its HPLMN, PC5 related security material is derived by both the AUSF and the Remote UE. This derived security material is provided back from the AUSF of the Remote UE to the Relay UE (via the AMF of the Relay UE) together with the authorization for relaying and may be used to protect transmission over PC5 for Relaying;

This may be useful in the generic configuration of Figure 1 where no secured (IPSec) tunnel protects the traffic over PC5

6.Y.2
Procedures


The connection of a Remote UE via a Relay UE works according to high level steps described in to Figure 6.Y.2-1
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Figure 6.Y.2-1: UE-to-Network Relay authorization when Relay UE and Remote UE have subscription in different PLMN (s)

1
The Relay UE registers and gets service for itself (per R16 23.502 § 4.2.2.2)

2
The Remote UE tries to establish a PC5 connection to the Relay. During the PC5 establishment, the Remote UE provides its SUCI to the Relay UE when it requests UE-to-network relaying from the Relay UE over PC5 

NOTE 1:
how the remote UE discovers the Relay UE is out of scope of this solution. This can be based on methods defined in TS 23.287 or in other solutions of this TR.

3
The Relay UE contacts its AMF and requests an authorization for relaying a remote UE providing the SUCI of this remote UE; this implies defining NAS signalling supporting a  Request for authorization of relaying a remote UE (SUCI of the remote UE)

NOTE 2:
During the whole procedure described in this document NAS is only exchanged between the Relay UE and its serving network. The Remote UE can only exchange NAS with its serving network once the procedure of this paper have been carried out.

4
The AMF sends a Request for authorization of relaying a remote UE to an AUSF in the HPLMN of the Relay UE, providing the SUPI and GPSI of the Relay UE and the SUCI of the Remote UE; this may imply defining a new Nausf service (operation): Provide authorization for relaying a remote UE (SUCI of the remote UE, SUPI and GPSI of the Relay UE)

5
The AUSF of the Relay UE may use the MCC/MNC (and routing Id) of Remote UE’s SUCI and MCC/MNC of the Relay UE’s SUPI to determine whether it can serve both the Relay UE and the Remote UE (e.g. whether both Relay UE and Remote UE are from the same HPLMN). 

The call flow now assumes that the AUSF of the Relay UE has determined the need to use another AUSF  (of the Remote UE).

The AUSF of the Relay UE forwards the request to an AUSF of the Remote UE (determined based on the Home Network Identifier and Routing ID of the SUCI of the remote UE); this may imply defining a new Nausf service (operation): Provide authorization for a remote UE being relayed (SUCI of the remote UE, GPSI of the Relay UE)
6 
The AUSF of the Remote UE may authenticate the Remote UE; 
The authentication is run transparently through the AUSF and the AMF of the Relay UE and through the Relay UE ; they forward such signalling without understanding the authentication related messages that are relayed: Some part of the corresponding signalling may be encrypted and only be decrypted / understood by the remote UE and the AUSF of the remote UE.
The relay UE transparently relays the authentication related signalling over PC5: NAS signalling  received by the Relay UE indicates that the authentication procedure does not target itself, the relay UE, but targets the remote UE. 

This authentication flow goes via the AUSF of the relay UE as the AMF of the relay UE may reject requests coming from the AUSF of the remote UE (e.g., in cases where there is no business agreement between the serving network of the relay UE and the home network of the remote UE).  

At the end of the authentication procedure the AUSF has determined the SUPI and GPSI of the Remote UE ; 
Both the Remote UE and its AUSF may derive security (e.g. ciphering) material from the authentication of the Remote UE. 
NOTE 3: the security (e.g. ciphering) material may be used for PC5 security

7
The AUSF of the Remote UE checks whether the relaying is authorized from the Remote UE side. This may take one of following alternatives

7a
the AUSF asks the UDM to check Subscription data for the Remote UE about whether the Remote UE (identified by its SUPI) accepts the Relay UE (identified by its GPSI) for relaying.

7b
Or the HPLMN has policies (*) to check from a third party AAA server (identified by the domain part of the GPSI of the Remote UE) whether the Remote UE (identified by its GPSI) accepts to be relayed by a Relay UE identified by its GPSI

NOTE 4 :
(*) it is assumed that the policies are identified based on the GPSI domain part 

8
(Assuming the check in previous step is positive) The AUSF of the Remote UE answers to the “Provide authorization for a remote UE being relayed” request (step5) from the AUSF of the HPLMN of the Relay UE. It provides a Request Result and may provide security (e.g. ciphering) material derived from the authentication of the Remote UE  (step 6).
9
The AUSF of the Relay UE checks whether the relaying is authorized from the Relay UE side. This may take one of following alternatives:
9a
The AUSF asks the UDM to check Subscription data for the Relay UE about whether the Relay UE (identified by its SUPI) accepts the Remote UE (identified by its GPSI)

9b
Or the HPLMN has policies (see NOTE 4) to check from a third party AAA server (identified by the domain part of the GPSI of the Relay UE) whether the Relay UE (identified by its GPSI) accepts to relay the Remote UE identified by its GPSI

10
(Assuming the check in previous step is positive) The AUSF of the Relay UE answers to the “Provide authorization for a remote UE being relayed” request (step4) from the AMF of the Relay UE. It provides a Request Result and security (e.g. ciphering) material received in step 8.
11
The AMF (of the Relay UE) sends a NAS Response for authorization of relaying a remote UE ((Result, security (e.g. ciphering) material))

12.
If the answer is negative, the Relay UE may trigger release of PC5 connection or keep it but without activating it UE to Network relaying functionality.

6.Y.3
Impacts on services, entities and interfaces

This solution impacts the following system entities. 

Remote UE: 

-
Capability to provide SUCI for Relay UE for authorisation 
-
Capability to support the authentication procedure via Relay UE
Relay UE:

-
Capability to request authorisation for Remote UE identified by SUCI
-
Capability to relay the authentication procedure towards the Remote UE
-
Capability to request relay authorization of Remote UE
AUSF: 

-
Capability to relay the authorization of Remote UE identified by SUCI to another AUSF
-
Capability to get relay authorization from UDM or third party AAA server
-
Capability to run remote UE authentication over relay AUSF
AMF: 

-
New NAS procedure to request relay authorization of Remote UE
3GPP
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9.  checks whether the relaying is authorized from the Relay UE side (GPSI or Relay UE, GPSI of Remote UE)







5. Nausf Request for authorization for a remote UE being relayed (SUCI of the remote UE, GPSI of the Relay UE)







3. NAS Request for authorization of relaying a remote UE (SUCI of the remote UE)







8. Nausf response for authorization for a remote UE being relayed (Result, security (e.g. ciphering) material)







7.  checks whether the relaying is authorized from the Remote UE side (GPSI of Relay UE, GPSI of Remote UE)







6.  Authentication of the Remote UE (relayed by the AUSF and the AMF of the Relay UE and through the Relay UE







11. NAS Response for authorization of relaying a remote UE ((Result, security (e.g. ciphering) material))







10. Nausf Response for authorization of relaying a remote UE (Result, security (e.g. ciphering) material))







2. PC5 establishment. Remote UE provides its SUCI







1.  Registration procedure for the Relay UE (23.502 § 4.2.2)
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4. Nausf Request for authorization of relaying a remote UE (SUCI of the remote UE, SUPI/GPSI of Relay UE)
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