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1
Introduction

Propose a solution to support a new steering method based on QUIC for UDP traffic, addressing KI#X on Additional steering method.
2
Proposal 

It is proposed to agree the following changes to the TR 23.700-93.
********************* start of changes ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
IETF draft-ietf-quic-transport-27: "QUIC: A UDP-Based Multiplexed and Secure Transport". 

[z]
IETF RFC 1928. "SOCKS Protocol Version 5". 
********************* Next change ****************

x
Solutions

x.x
Solution x: Proposed solution based on QUIC

x.x.1  General 

This solution allows transport of the IP/UDP traffic by using QUIC protocol via multiple paths. It addresses two cases:
1) the QUIC functionality is supported by the UE, and with the QUIC proxy functionality enabled in the UPF, the QUIC connection can be established between the UE and UPF; 
2) the QUIC functionality is implemented by the application layer between the UE and the application server. 
As the QUIC connection cannot detect multiple paths, the Rel-16 ATSSS-LL, which supports four steering modes, Priority-based mode, Load-balancing mode, Smallest Delay mode and Active-standby mode, is still needed to perfrom traffic steering, switching, and splitting, Therefore, this solution proposes to apply a combination of QUIC functionality and ATSSS-LL functionality as a new steering method enabling UDP flows to use multiple paths, addressing the KI#x on additional steering methods.
x.x.2  Function Description 

The QUIC functionality in the UE applies the QUIC protocol defined by IETF draft-ietf-quic-transport-27: "QUIC: A UDP-Based Multiplexed and Secure Transport". It may be implemented by the operating system or by the application layer. This QUIC functionality in the UE will communicate with the QUIC Proxy functionality in the UPF or QUIC functionality in the remote server. The solution details for each case are described as below.

· QUIC connection between the UE and the UPF
The following Figure x.x.2.-1 shows the QUIC functionality in the UE model and its relationship with the other functionalities. 
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Figure x.x.2-1: QUIC Functionality in the UE

As shown in the above Figure x.x.2-1, the application data is encapsulated by the QUIC functionality and then transported to the ATSSS-LL functionality. The ATSSS-LL functionality decides on the path for transport of the QUIC packet based on the link performance measurement of PMF. But different from the R16 ATSSS solution, in which the ATSSS-LL could only split a SDF per traffic on both accesses, the ATSSS-LL functionality can split a traffic per packet on both accesses with combination of QUIC functionality, to take advantage of both access resource to raise bandwidth, since the QUIC functionality supports the packet reordering with the sequence number included in the QUIC header. Especially, compared with TCP, the QUIC ACK frame contains one or more ACK ranges. Each ACK range could identify acknowleged packets and also contain additional ranges of packets which are alternately not acknowledged (Gap). With such enhancement, the QUIC protocol can solve the packet disordering issue received from lower layer, e.g. ATSSS-LL. 

The traffic steering, switching or splitting is performed by the ATSSS-LL functionality, so there is no need to allocate the link-specific IP address for the UE as MPTCP functionality. Therefore, only one UE IP address of the MA PDU session is applied. 
The QUIC proxy functionality is enabled in the UPF, and it can be transparent QUIC proxy, or non-transparent QUIC proxy. 

· Transparent QUIC proxy solution: The UE and UPF establish the QUIC conncetion, and the UPF apply regular UDP to the remote host. The packet from the UE is encapsulated with the destination IP address of the remote server. The QUIC packet is received in the QUIC connection. The UPF removes the QUIC header and then forward it to the remote host by using UDP.    

· Non-transparent QUIC proxy solution: similar with MPTCP solution in R16, the network shall send QUIC proxy information to the UE, i.e. the QUIC functionality IP address, a port number. The UE will use this QUIC IP address as the destination IP address to encapsulate the user data and the UPF updates it to the remote host IP address. The following IETF protocol is needed in this non-transparent QUIC solution, e.g. to transport the IP address of the remote server to the UPF:

Socks v5: IETF RFC 1928 [z]. "SOCKS Protocol Version 5".
Editor's note: it needs to be clarified (with a call flow) how to transport the IP address of the remote server to the UPF in both cases: Transparent QUIC proxy solution / Non-transparent QUIC proxy solution
One or more QUIC connections between the UE and the UPF may be established based on the procedure in subclause x.x.3. These QUIC connections can be encrypted or be NULL encryption.
Editor's note: IETF QUIC has mandatory security so it needs to be clarified  how These QUIC connections can be with NULL encryption. Otherwise, it is FFS whether the solution implies a double security between the UE and the 5GS (radio level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up 
The protocol stack is defined in Figure x.x.2-2, taking untrusted non 3GPP access as an example:
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Figure x.x.2-2: Protocol stack of QUIC

· QUIC connection between the UE and remote server
If the QUIC functionality is implemented by the application layer, between the UE and the server (i.e. remote host), there is no need to enable the QUIC proxy functionality in the UPF. These QUIC packets can directly be handled by ATSSS-LL as described above when the UPF knows this is a QUIC connection. For example, the PCF is aware that the application supports QUIC, the PCF may allow the traffic splitting per packet for a SDF by indicating only one packet flow in this SDF. Otherwise, it depends on the UPF to identify the QUIC packet from the other UDP packets, e.g. based on DPI analysis. When the UPF identifies the QUIC packets, the traffic switching or splitting per packet based on the steering mode and link performance measurement of PMF can be performed by the ATSSS-LL functionality.
Editor’s note: it is FFS whether the PCF can be  aware that the application supports QUIC.
x.x.3 Procedure 

For the first case, i.e. QUIC connection is between the UE and the UPF, the signalling flow for a MA PDU Session establishment when the UE is not roaming, or when the UE is roaming and the PDU Session Anchor (PSA) is located in the VPLMN, is described as below.
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Figure x.x.3-1: QUIC based MA PDU Session establishment procedure

-
In step 1, the UE provides a "MA PDU Request" indication in UL NAS Transport message and an ATSSS Capability indicating support of  "QUIC Capability" in PDU Session Establishment Request message.


The "MA PDU Request" indicates to the network that this PDU Session Establishment Request is to establish a new MA PDU Session and to apply the QUIC functionality, for traffic steering of this MA PDU session.

-
In step 2, if the AMF supports MA PDU sessions, then the AMF selects an SMF, which supports MA PDU sessions, and forwards the MA PDU Session Establishment Request to the SMF. 

-
In step 3, if the MA PDU session is allowed and dynamic PCC is to be used for the MA PDU Session, the SMF sends an "MA PDU Request" indication and the ATSSS Capability of MA PDU Session to the PCF in the SM Policy Control Create message and. The ATSSS Capability includes the QUIC functionality.

The PCF provides ATSSS Steering policy if the MA PDU session is allowed. The PCF provides PCC rules for the MA PDU session, i.e. PCC rules that include ATSSS policy control information, which includes the QUIC functionality and ATSSS-LL functionality indication if both QUIC functionality and ATSSS-LL functionality are supported. Additionally, the PCC rules may also indicate on whether the encryption of the QUIC connection is needed or not based on operator policy and subscription data or access type for this MA PDU session. 

-
In step 4, the SMF establishes the user-plane resources over the 3GPP access and/or non-3GPP. 

-
the N4 rules derived by SMF for the MA PDU session are sent to UPF and one or two N3 UL CN tunnels info may be allocated by the SMF or by the UPF. If the ATSSS functionality for the MA PDU Session indicates "QUIC functionality and ATSSS-LL functionality", the SMF includes QUIC functionality and ATSSS-LL functionality into the N4 rule to instruct the UPF to activate the QUIC functionality and ATSSS-LL functionality for the traffic. If the QUIC connection needs encryption or NULL encryption, the SMF also indicates it to the UPF. 

-
In step 5, the UPF allocates QUIC functionality information if the non-transparent QUIC functionality applied for this MA PDU session in the UPF. The UPF sends QUIC functionality information to the SMF. The QUIC functionality information includes the QUIC functionality IP address and UDP port number.   

-
In step 6, for the MA PDU session, the SMF includes an "MA PDU session Accepted" indication and PDU Session Establishment Accept message which includes ATSSS rules for MA PDU Session and the QUIC functionality information in the Namf_Communication_N1N2MessageTransfer message to the AMF and the AMF marks this PDU session as MA PDU session based on the received "MA PDU session Accepted" indication, same as defined in Rel-16 specifications. 

-
In step 8, the UE receives a PDU Session Establishment Accept message, which indicates to the UE that the requested MA PDU session was successfully established. This message includes the ATSSS rules for the MA PDU Session, which includes steering mode, the QUIC functionality and ATSSS-LL functionality indication and the QUIC connection ID and encryption or NULL encryption indication for the traffic. 
Editor's note: QUIC connection ID is FFS
-
After step 8 in Figure xx, if the SMF was informed in step 2 that the UE is registered over both accesses, then the SMF initiates the establishment of user-plane resources over non-3GPP access too as specifed in TS 23.502 clause 4.22.2.1.
The last step above is not executed when the UE is registered over one access only, in which case the MA PDU Session is established with user-plane resources over one access only. How user-plane resources can be added over an access of the MA PDU Session is specified in TS 23.502 clause 4.22.7.
For the second case, i.e. QUIC connection between the UE and remote server, the existing procedure as specified in TS 23.502 clause 4.22.2 is applied.
Editor’s note: It is FFS whether more details, e.g. call flow, are needed to show how the UDP traffic is transported via the MP-QUIC proxy based solution.
x.x.4
Impacts on services, entities, interfaces and IETF protocols
Editor’s note: It is FFS the evaluation of the impacts of this solution on services, entities, interfaces and IETF protocols.
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