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1. Introduction/Discussion
This contribution introduces a solution to KI#6, it focus on the following issues:
Issue 6: UAV Controller and UAV association:

-
How are an UAV Controller and a (set of) UAV(s) associated and considered a UAS, e.g. to enable UTM flight mission authorization for the UAS, and to what extent is the 3GPP system involved in the association?
The UAV and the UAV controller are two associated entities. Thus, the association of the UAV and UAV controller can be one kind of UAS data, the network should authorize the UAV or the UAV controller considering association between them. For example, the UAV controller B expects to control the UAV A, actually the UAV controller B is not allowed to control the UAV A from the network view, e.g. UAV controller B is not on the whitelist of controllers, which can control the UAV A, registered with air traffic control agencies. This contribution allows the network to associate the UAV(s) with the UAV controller when authorizing the UAV or the UAV controller.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.754.
* * * * First change * * * *

6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * Second change (all new) * * * *

6.X
Solution #X: UAS authorization considering association of the UAV and UAV controller
6.X.1
Introduction
The solution addresses Key Issue #6. This solution allows the network to associate the UAV (Unmanned Aerial Vehicle) with the UAVc (UAV controller) for a UAS by verifying the association of UAVc and UAV during the UAS authorization procedure, i.e. associating UAV and UAVc as part of the UAS authorization.
Association between UAV and UAVC can be non-mission-related or mission-related. For example, one only have one UAV and one UAVC, so the association is relatively stable. Thus, association is non-mission-related and associating UAV and UAVC can be performed during UAV or UAVC authorization procedure, in which case UTM does not need to re-associate UAV and UAVC every time fight mission changes. For another example, courier company have many UAVs and many UAVCs. Different flight missions may need different associations of UAV and UAVC, e.g. one UAVC can control different UAVs for different flight missions, so the association is frequently changing. Thus, association is mission-related and associating UAV and UAVC can be performed during C2 communication authorization procedure, in which case association can be changed every time flight mission changes.
The solution applies to scenario where UAV controller is connected to the UAV via the 3GPP network.
The solution applies to both 5GS and EPS.
6.X.2
Functional Description
As clause 4.1 states the following requirement: The 3GPP system shall enable UTM to associate the UAV and UAV controller and identify them for both 3GPP networked UAV controller and non-3GPP networked UAV controller. To satisfy this, a solution is proposed to address “how are an UAV Controller and a (set of) UAV(s) associated for a UAS” as part of the UAS authorization procedure. The solution works under the following assumptions:
· Expected association information is provided to the UTM as part of authorization request. For the UAV case, expected association information is to request authorization to match the UAV with the UAVC. For the UAVC case, expected association information is to request the UAVC to be authorized to control the UAV.
· Regarding UAV and UAVC, whoever accesses the network first is not restricted. UTM can determine whether there is allowed association information without assumption that both UAV and UAVC are connected to the network.
· If there is no allowed association information, the network may indicate to the UAV or the UAV controller that the authorization failed.
· If there is allowed association information and the authorization is successful, the allowed association may be provided to the UAV and UAV controller.
· Upon one part of association (UAV or UAVC) being successfully authorized, the UTM will start a pairing timer. When the other one part of association is successfully authorized, the UTM will stop the pairing timer. If the paring timer expires, the USS/UTM may revokes the authorization.
6.X.3
Procedures

Associating the UAV and UAVC during UAV/UAVC Authentication and Authorization procedure are documented in clause 6.X.3.1.

Associating the UAV and UAVC during C2 communication Authentication and Authorization procedure are documented in clause 6.X.3.2.

Editor's note:
It's FFS if both solution is needed or only one level solution is needed. The messages and details used in the flow is also FFS.
Editor's note: it is FFS how the solution works if the UAV and UAV controller are served by different PLMNs.

Editor's note: it is FFS how the solution works if the UAV and UAV controller are served by the same PLMN but by different serving nodes (e.g. different AMFs).
6.X.3.1
Associating the UAV and UAVC during UAV/UAVC Authentication and Authorization
6.X.3.1.1
Associating the UAV and UAVC during UAV/UAVC Authentication and Authorization in 5GS
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Figure 6.X.3.1.1-1: Associating the UAV and UAVC during UAV/UAVC Authentication and Authorization in 5GS.

0.
The UAV performs UAV Identities and Credentials Bootstrapping.
Editor’s Note: the details of such procedure are outside the scope of 3GPP.
1.
The UAV registers to the network via a regular Registration Procedure, UAVID and optionally Expected association information are included in the Registration Request message. Expected association information contains ID of UAVC with which the UAV request to matches.
Editor’s Note: it is FFS whether the ID of the UAVC is the 3GPP identifier of the UAVC, and which identifier in that case, or the CAA-Level identifier of the UAVC, and which identifier in that case.
2.
The AMF verifies the UAV profile and authenticates the UE in the UAV. If the Expected association information is included in the Registration Request message, the AMF determines UAA is needed.

3.
The AMF confirms the registration and before UAA succeeds, the UAV cannot setup C2 communication with UAVC.

4.
If the UAA is needed, the AMF sends UAA request, which contains Expected association information specified in step 1, to the USS/UTM.
Editor’s Note: it is FFS how the AMF identifies the USS/UTM serving the UAV.
5.
Depending on the security mechanism, a set of UAA exchanges may take place between the USS/UTM and the UAV.

6.
USS/UTM sends UAA response to the AMF.
Editor’s Note: most of step 6 is related to application-level functionality within the USS/UTM, which is out of scope of 3GPP. 
Upon reception of the Expected association information, USS/UTM:

-
if the UAA is performed before UAVC Authentication and Authorization (UCAA), i.e. step 8, the USS/UTM checks whether the UAV is allowed to be matched with UAVC indicated in the Expected association information based on UAS data, e.g. the owner certificates of UAV and UAVC, which are previously configured in the USS/UTM:
Editor’s Note: it is FFS what “owner certificates” are and how they play a role in the solution, given that the functionality using such certificates is internal to the USS/UTM and outside the scope of 3GPP.
-
if the UAV is allowed to be matched with UAVC indicated in the Expected association information, determines pairing authorization successes; and

-
if the UAV is not allowed to be matched with UAVC indicated in the Expected association information, determines pairing authorization fails and there is no Allowed association information, i.e. UAVID and ID of UAVC with which the UAV is allowed to be matched;

-
otherwise, the USS/UTM checks whether the UAV is allowed to be matched with UAVC indicated in the Expected association information based on Allowed association information determined in the UCAA:

-
if the Allowed association information determined in the UCAA contains UAVID same with the current UAVID and ID of UAVC same with the UAVC indicated in the Expected association information, determines pairing authorization is successful;

-
if the Allowed association information determined in the UCAA contains UAVID same with the current UAVID and ID of UAVC different with the UAVC indicated in the Expected association information, determines pairing authorization failed and there is Allowed association information; and

-
otherwise, determines pairing authorization failed and there is no Allowed association information.

The USS/UTM takes result of pairing authorization when determining the UAA response. If pairing authorization failed and there is no Allowed association information, the USS/UTM indicates in the UAA response, that the UAA failed.

If pairing authorization succeed, the Allowed association information may be included in the UAA response. If pairing authorization fails and there is Allowed association information, the Allowed association information shall be included in the UAA response if UAA successful. The AMF may store the received Allowed association information for C2 communication management. The NF may store the received Allowed association information. The NF can be an existing control plane NF or a new NF.
If the UAA is performed before the UCAA and UAA succeed, the USS/UTM starts a pairing timer. If the paring timer expires, the USS/UTM may revoke the authorization.

7.
The AMF activates the UAV aerial feature towards the RAN and notifies the UAV of UAA response.
Editor’s Note: it is FFS whether step 7 implies that the aerial features are activated only once UAA succeeds, which is a departure from the LTE aerial features, or they are activated in step 3, coherently with the LTE aerial features mechanism.
8.
UCAA are same as steps 1-7 with the following differences:

-
UAV is replaced by UAVC;

-
Expected association information provided by UAVC contains UAVID the UAVC request to control;

-
if the UAA is performed before the UCAA and UAA successes, the USS/UTM stop the pairing timer when the UCAA starts.

9.
Upon reception of UAA success, the UAV and UAVC can initiate C2 communication establishment.

6.X.3.1.2
Associating the UAV and UAVC during UAV/UAVC Authentication and Authorization in EPS
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Figure 6.X.3.1.2-1: Associating the UAV and UAVC during UAV/UAVC Authentication and Authorization in EPS.

The procedure is the same as the procedure as specified in clause 6.X.3.1.1 with following differences:

-
MME replaces the role of AMF/SMF;

-
SCEF replaces the role of NEF;

-
Registration Procedure is replaced by Attach Procedure.
6.X.3.2
Associating the UAV and UAVC during C2 communication Authentication and Authorization
6.X.3.2.1
Associating the UAV and UAVC during C2 communication Authentication and Authorization in 5GS
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Figure 6.X.3.2.1-1: Associating the UAV and UAVC during C2 communication Authentication and Authorization in 5GS.

1.
UAV performs registration to 3GPP network with UAA.

2.
UAVC performs registration to 3GPP network with UCAA.

3.
UAV initiates PDU Session establishment Procedure, UAVID and optionally Expected association information are included in the PDU Session establishment request message. Expected association information is same as specified in clause 6.X.3.1.1.

4.
The SMF may send Authorization request, which can be for different levels of authorization, e.g. flight authorization, to USS/UTM. If the Expected association information is provided by UAV, SMF shall send Authorization request to USS/UTM and the Expected association information is included in the Authorization request message.

5.
USS/UTM sends Authorization response to the SMF. This step is same as step 6 of clause 6.X.3.1.1 with differences as follows:

-
UAA is replaced by option 1 in UAV side, i.e. step 3 to step 4; and

-
UCAA is replaced by option 2 in UAVC side, i.e. step 7.
6.
SMF sends PDU session establishment response to UAV.

7.
Option 1 in the UAVC side is similar with option 1 in the UAV side.

8.
UAV establishes a PDU session with limited connectivity that enables only connectivity to a 5GCN NF. The 5GCN NF can be an existing control plane NF or a new NF.

9.
UAV sends authorization to NF. If the Expected association information is provided by UAV, NF shall send Authorization request to USS/UTM and the Expected association information is included in the Authorization request message.

10.
This step is same to the step 5 with difference that the Authorization request will be finally sent to the UAV. The NF may store the received Allowed association information for C2 communication management.

11
Option 2 in the UAVC side is similar with option 2 in the UAV side.

12
After successful authorization, PDU session in the UAV side may be modified to enable for traffic between the UAV and the UAVC.

13.
After successful authorization, PDU session in the UAVC side may be modified to enable for traffic between the UAV and the UAVC.
6.X.3.2.2
Associating the UAV and UAVC during C2 communication Authentication and Authorization in EPS
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Figure 6.X.3.2.2-1: Associating the UAV and UAVC during C2 communication Authentication and Authorization in EPS.

The procedure are same as procedure as specified in clause 6.X.3.2.1 with following differences:

-
MME replaces the role of SMF;

-
SCEF replaces the role of NEF;

-
PDU session establishment procedure is replaced by PDN connectivity procedure;

-
PDU session modification procedure is replaced by bearer resource modification procedure.
6.X.4
Impacts on existing entities and interfaces
Editor's note: It is FFS which existing entities and interfaces are impacted.
* * * * End of changes * * * *[image: image5.png]
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