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Abstract of the contribution: This pCR is to propose a new solution for KI#3.
1. Solution Proposal

A new solution is proposed to be documented in the TR. 
* * * * Start of Change (all text below are new)* * * * 
6.X
Solution #X: User Plane based Network Information Provisioning
6.X.1
Description

Editor's note:
This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). (Sub) clause(s) may be added to capture details.

This solution addresses the Key Issue #3: Network Information Provisioning(NIP) to Local Applications with low latency.

Typically, there are two types of Netowrk information Provisioning, one is CP(control plane) based NIP, another is the user plane based NIP. Normally, CP based NIP is also called out-of-band NIP and UP based NIP is called in-band NIP.

CP based NIP can be well controlled by the operator, e.g. access control, charging, usage rating controll etc, but this out-of-band NIP also intrduces some complexity:1) the application will need to create a second communication channel to communicate with 5G network; 2) Synchronization and combination of different information from different bands (CP and user data bands) in different time scale and volume scale are sometime very hard. 3) The CP-based NIP can not provide frequent changed NIP, otherwise it will introduce a lot of singalling to the 5G network.

While the UP based NIP provides some charming features:1) provide frequent changed NIP; 2) provide real-time NIP; 3) synchronization the NIP and user data in the same time scale; 4)normally, the UL direction is less user data, the free "space" within the MTU can accommodate the NIP to the application. e.g. the TCP ACK packet normally is 40 bytes, and there are 1500-40 =1460 bytes free space potentially can be used by the NIP ( normally the MTU is 1500 or 1280).

One basic mechanism is using the the Option Field of the IP header or TCP header of the DL to transport the NIP command from the EAS to the 5G network(e.g. UPF) or to the UE and using the the Option Field of the IP header or TCP header of the UL to transprot the NIP response from the 5G network or the UE to the EAS. The Option Field of the IP header or TCP header can provide 40 bytes.

But if the length of the NIP request or response is larger than 40 bytes, the NIP data can be splitted into small part and each part is delivered in the Option Field, but this will introduce some implementation complexity to assemble parts into a message, and alternative mechanism is using the data field of the ICMP ECHO packet.
Editor’s Note: The actual list of 5GS nodes meant to support the feature is FFS
6.X.2
Procedures

Editor's note:
This clause describes high-level procedures and information flows for the solution.
The procedure supports the real-time response mode (in an ICMP ECHO packet) or in the piggyback mode (in an IP/TCP Option Field). The procedure also supports the one time request/reponse NIP, one request with multiple reponses and the subscribe/multiple notify mode NIP.
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Figure 6.X.2-1 UP-based NIP from the 5G
Step1, UE establishes a PDU Session and gets an UE IP address, UE uses the IP address to access the EAS.

Step 2, The EAS decides to get the NIP(e.g. radio information) of the UE to do some app optimization (e.g. adaptive codec change).

Step3, (Option) The EAS and 5G node(e.g. UPF or the UE) negotiate the security algorithm and key using the same method to transport network information between the 5G node and EAS. 
Editor’s Note: whether and which radio information can be retrieved from the UPF without inducing change to RAN specifications is FFS


Note: The detailed security procedure is to be defined by SA3 if needed.

Step4, The EAS includes the Network Information Provisioning request in the Option field of the DL IP/TCP header or the EAS generates a ICMP ECHO packet and include the request in the data field of ICMP ECHO.

Step 5, The DL IP/TCP or the generated ECHO packet are forwarded to the 5G Node(e.g. UPF in the figure).

Step 6, the 5G Node checks the DL IP/TCP or the generated ECHO packet whether the target of the NIP request is 5G Node. If there is a MAC for the NIP request, the MAC should be verified. 

If the DL packet is the IP/TCP and the target of EAS request in the Option field is the "5G Node" (e.g. "UPE/UE"), the 5G Node will remove the Option field of the IP/TCP packet and forward the IP/TCP packet to the UE/Application(if the 5G Node is the UE, the UE will forward the packet to the application, the same after here) as in Step 8, if there is no option field or the option field is not for NIP or the target of EAS request in the Option field is not the 5G Node, the 5G Node continues to forward the DL IP/TCP packet without any change to the UE/Application as in Step 8. 
If the DL packet is the ICMP ECHO and the target of EAS request in the data field is the 5G Node, and, the 5G Node discards this ICMP ECHO without forwarding to the UE/Application and responds with an ICMP ECHO Reply to the EAS as an UL UE packet. otherwise, the 5G Node continues to forward the DL ICMP ECHO packet without any change to the UE/Application as in Step 8.

Step7, If there is a NIP for the 5G Node, and the 5G Node decides to immediately to provide NI to the EAS, the 5G Node can generate an ICMP ECHO with the provided NI in the data field and sends this ICMP ECHO packet to the EAS. The 5G Node can determine whether the EAS has received the response by the ICMP ECHO reply message and can resend the ICMP ECHO to the EAS after no ECHO Reply is received after a short time.

Step8, The IP/TCP packet is forwarded to the UE/Application.

Step 9, There is a UL IP/TCP packet from the UE/Application.

Step 10, If there is a NIP for the 5G Node, and 5G Node decides to provide the NI to the EAS with the UL IP/TCP packet, the 5G Node also includes the Network Information Provisioning request in the Option field of the DL IP/TCP header. If the adding of the option field to the UL IP/TCP packet will introduce IP fragment, the 5G Node can delay and then includes the NIP to the next UL IP/TCP packet without introducing IP fragment.
Step 11, If there is a NIP for the 5G Node, and the 5G Node determines to get other NI from other NF(s), the 5G Node will ask the AMF/SMF to provide these NI from other NF(s), the AMF/SMF can query and get the NI via the SBI.

Step 12a, If the NI is provided by the AMF/SMF, the 5G Node decides to immediately sends the NI to the EAS by the ICMP ECHO as described in step 7.

Step 12b and 12c are similar with the step 9 and 10 to provide the NI to the EAS in the Option field of the UL IP/TCP packet.

Step 13, the UE and EAS continue the UL/DL packets.

Step 14, If new network information available ( e.g. the throughput of the radio is changed) and if the EAS has requested the 5G Node to provide the changed NI to the EAS if available, the 5G Node needs to "notify" the new NI to the EAS.

Step 15a~15b are similar as the step 7~10 and are used to provide the new NI to the EAS by ECHO or Option field in real time or in piggyback mode.

6.X.3
Impacts on Existing Nodes and Functionality
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
EAS: 

· Handle the NIP in the User plane
UE/UPF: 
· Handle the NIP in the User plane

* * * * End of Change * * * *
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