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1	Discussion
In this document, we propose the resolution for the following ENs: 
EN1: The ownership of the DCS is FFS e.g. it can be owned by the device manufacturer or a 3rd party affiliated with the device manufacturer or by the O-SNPN.
EN2: The ownership of the Provisioning Server is FFS, e.g. it can be owned by the device manufacturer or a 3rd party affiliated with the device manufacturer or by the O-SNPN.
Regarding the Editor’s Note above, we believe that the standard should be defined for the most generic case where each of the logical entities can be owned by a different administration. For instance, a device manufacturer may own the DCS, but it might as well delegate the ownership to a major consumer electornics vendor. Similarly, the Provisoning Server may be owned by the O-SNPN operator, by the SNPN owning the subscription or by a 3rd party. Hence, we propose that from 3GPP point of view, DCS and Provisioning Server can be inside or outside the O-SNPN. The ownership is out of scope of 3GPP.
EN3: If an agreement was in place between the UE vendor and the SNPN, the device might have been provisioned with some initial default configuration, including PLMN ID and NID of the SNPN; S-NSSAI, DNN, etc. This is FFS.
Regarding the Editor’s Note above, we believe that there are two cases to consider:
-	Either the UE is a truly “off-the-shelf” device that has no configuration other than the default credential, or
-	There is an agreement in place between the UE vendor and the SNPN, so that the device is provisioned with some additional information.
EN4: How UE selects cell for provisioning e.g. based on what information in SIB is FFS.
EN5: UE provided information in RRC establishment procedure e.g. that the connection is for Restricted Onboarding Services based on which the can NG-RAN select an appropriate AMF in the O-SNPN is FFS.
To address these Editor’s Notes above, the following update is proposed for Solution #5:
In step B of Figure 6.5.3-1, it is proposed to use a new SIB indication (“Support for Onboarding”) by the NG-RAN required to indicate that the SNPN provides access to onboarding service. The UE determines that the cell supports onboarding service over NG-RAN via the broadcast indicator in AS and subsequently initiates the Registration procedure. During the registration procedure, the UE provides information in the registration request indicating that the registration is only for restricted onboarding service based on which the NG-RAN selects an AMF in the O-SNPN.
EN6: It is FFS whether the time duration of the Configuration PDU Session needs to be controlled by the O-SNPN to prevent misuse.
Regarding the Editor’s Note above, we believe that the O-SNPN should monitor the time duration of the Configuration PDU Session. It is proposed to convert the EN into a NOTE.
EN7: It is FFS whether in case the O-SNPN and the SNPN owning the subscription are the same, there is a need for the UE to de-register, then select the SNPN and re-register or whether other procedures that does not result in de-registering would suffice.
EN8: In case the O-SNPN is the same as the SNPN for which network credentials are provisioned in the UE, it is FFS if there is a need for de-registration followed by SNPN selection and re-registration
	For EN7 and EN8, it is noted that the UE registers with the O-SNPN (which happens to be the same as the future SNPN) using a restricted network connection with either no authentication or authentication using the default credential. In contrast, for normal operation the UE needs to register using the newly provisioned network credentials. The UE will then perform SNPN selection and register to the appropriate SNPN as per received configuration and general SNPN selection procedures (ref. solutions to key issue #1). Given that the onboarding procedure is performed infrequently, we don’t see significant gain by trying to re-use the same registration.
[bookmark: _Toc510607461]2	Proposal
It is proposed to update TR 23.700-07 as indicated below.

* * * * Start of Change * * * *
[bookmark: _Hlk36465665][bookmark: _Toc25934676][bookmark: _Toc26337056][bookmark: _Toc31114303][bookmark: _Toc31120326]6.5	Solution #5: UE Onboarding and provisioning for an SNPN
[bookmark: _Toc31114337][bookmark: _Toc31120360]6.5.1	Introduction
This solution addresses key issue 4 "UE Onboarding and remote provisioning". Especially when the UEs are deployed without provisioned subscription, it provides a solution on how UE subscription/credentials are afterward provisioned to the UEs.
The solution enables UEs to get network connectivity to an SNPN ("onboarding SNPN") so that it can be provisioned with necessary network credentials and configuration for the SNPN that will own the UE's subscription ("SNPN owning the subscription").


Figure 6.5.1-1: UE onboarding in non-public network
The following assumptions are considered:
-	The UE is provisioned with some default UE credentials.
Editor's note:	The exact definition and details of these default UE credentials are FFS and need to be discussed with SA WG3.
-	The UE is not provisioned with network credentials that grant access to a PLMN or to an SNPN.
-	As part of the onboarding process the UE is eventually provisioned with network credentials that grant access to an O-SNPN.
-	The Onboarding SNPN (O-SNPN) that is used by the UE in the onboarding process is not necessarily the same as the SNPN for which network credentials will be provisioned in the UE.
-	The Onboarding SNPN operator has access to a Default Credential Server (DCS) containing a list of unique UE identifiers for UEs that are subject to onboarding and the associated default UE credentials. The DCS is used for 5GS-level UE authentication during registration for onboarding purpose. The owner of the DCS is out of scope of this document and can be inside or outside of the O-SNPN e.g. DCS can be owned by the device manufacturer, by a PLMN, by a SNPN otherthan the O-SNPN or by a 3rd party.
Editor's note:	Whether the 5GS-level UE authentication during registration for onboarding purposes is needed is FFS and will be determined by SA WG3. The ownership of the DCS is FFS e.g. it can be owned by the device manufacturer or a 3rd party affiliated with the device manufacturer or by the O-SNPN.
NOTE 1:	The security aspects and mechanisms for the data connection between the UE and the Provisioning Server (e.g. to prevent a fake Provisioning Server from provisioning the UE) are to be studied by SA WG3.
-	The Onboarding SNPN operator provides the UE with connectivity to a Provisioning Server that allows UEs to retrieve their network credentials and other personalized configuration. The owner of the Provisioning Server is out of scope of this document.
Editor's note:	The ownership of the Provisioning Server is FFS, e.g. it can be owned by the device manufacturer or a 3rd party affiliated with the device manufacturer or by the O-SNPN.
NOTE 2:	In some deployments the DCS and the Provisioning Server can be the same entity. In deployments where the DCS and the Provisioning Server are different entities, it is expected that they can communicate with each other for the purpose of UE authentication via an interface that is outside of 3GPP scope.
-	The SNPN owning the subscription has a list of UE identifiers for which a subscription will be provisioned using the UE onboarding procedure.
Editor's note:	It is FFS whether PEI or another UE identifier is used to identify a subscription that needs to be provisioned in the UE and how the list of UE identifiers is provisioned in the SNPN owning the subscription.
[bookmark: _Toc31114338][bookmark: _Toc31120361]6.5.2	Functional Description
[bookmark: _Toc31114339][bookmark: _Toc31120362]6.5.2.1	Introduction
The procedure hereby described allows a UE, which is not initially provisioned with network credentials to access an Onboarding SNPN (O-SNPN) and to obtain network credentials and configuration for an SNPN which can be the same as or different from the O-SNPN.
The UE selects the O-SNPN based on information broadcasted by the O-SNPN and registers to it for onboarding service to obtain connectivity to the Provisioning Server. During the registration procedure the O-SNPN authenticates the UE with the Default Credential Server (DCS) to determine whether the UE is subject to onboarding and authorizes UE access to a Provisioning Server via a Configuration PDU Session. Upon establishment of connectivity to the Provisioning Server, the UE is provisioned with UE credentials (for the SNPN that will own the UE's subscription) and additional configuration data. Then the UE de-registers from the O-SNPN, performs a new network selection, and registers using the provisioned credentials with the SNPN owning the UE's subscription.
Editor's note:	It is FFS whether in case the O-SNPN and the SNPN owning the subscription are the same, there is a need for the UE to de-register, then select the SNPN and re-register or whether other procedures that does not result in de-registering would suffice.
Editor's note:	Whether the UE registers directly with SNPN for which credentials have been provisioned or another SNPN is FFS and may depend on KI#1.
[bookmark: _Toc31114340][bookmark: _Toc31120363]6.5.2.2	Architecture


Figure 6.5.2.2-1: Architecture for UE Onboarding to an SNPN
Editor's note:	It is FFS whether the AMF in the SNPN communicates with the DCS directly or via the AUSF (TBD1 reference point).
Editor's note:	It is FFS whether TBD2 (reference point between the Provisioning Server and the NEF in the SNPN owning the subscription) is in the scope of SA WG2.
[bookmark: _Toc31114341][bookmark: _Toc31120364]6.5.3	Procedures
The figure 6.5.3-1 below shows a high-level flow of the actions needed for a successful onboarding of the device into an SNPN.


Figure 6.5.3-1: High-level flow for onboarding of the UE into an SNPN
The procedure includes the following steps:
A)	UE pre-configuration: the provision of a The UE is provisioned with default UE credential that allows for successful authentication of the device during the Initial Access step (step B). If an agreement was in place between the UE and the SNPN, the UE might have been provisioned with some initial default configuration, including PLMN ID and NID of the SNPN, S-NSSAI, DNN needed to access the provisioning server.
Editor's noteNOTE 1:	The format of default credential need to be defined by SA WG3.
Editor's note:	If an agreement was in place between the UE vendor and the SNPN, the device might have been provisioned with some initial default configuration, including PLMN ID and NID of the SNPN; S-NSSAI, DNN, etc. This is FFS.
B)	Initial access: If the O-SNPN provides support for onboarding, then the NG-RAN indicates this support in the SIB as “Support for onboarding” indicator In this step, the device UE either manually or automatically (if the UE is loaded with initial access data) discovers and selects the O-SNPN network based on the broadcasted information. If multiple networks are broadcasting the “Support for onboarding” indication, then the UE will select a network at random. The UE identifies that it has no subscription to access the network. The UE registers to it O-SNPN by providing, e.g., its PEI and its default credentials and corresponding identity, and may also provide additional information, such as an application identifier and/or Service Provider Identifier. During the registration procedure, the UE provides an RRC indication that can be used by the NG-RAN to select an AMF for onboarding and an indication in the Registration Request indicating that the registration is for restricted onboarding service only.
B1)	The network authenticates the UE with the DCS and/or verify whether the UE is allowed to access the network for onboarding purposes. This authentication can be performed as either primary authentication or as Network Slice Specific Authentication and Authorisation (NSSAA).
NOTE 12:	Whether both options (i.e. primary authentication and NSSAA) are needed is to be determined by SA WG3. Note that the use of NSSAA in this solution is different from current specifications where the primary authentication is a pre-requisite for the NSSAA.
Editor's note:	How UE selects cell for provisioning e.g. based on what information in SIB is FFS.
Editor's note:	Authorization and authentication for Initial Access is FFS.
Editor's note:	UE provided information in RRC establishment procedure e.g. that the connection is for Restricted Onboarding Services based on which the can NG-RAN select an appropriate AMF in the O-SNPN is FFS.
C)	Configuration PDU session: The device establishes a Configuration PDU session. This PDU Session may be established either to a well-known or pre-configured S-NSSAI or DNN, or the 5GC derives the S-NSSAI by using the indication that this is registration for UE onboarding provided by the UE in step B, which is used just for provisioning purposes and has limited connectivity capabilities. Based on this information, the AMF selects a designated SMF which in turn selects a designated PSA that provides a restricted data connection to the Provisioning Server.
[bookmark: _Hlk30005957]Editor's note:	It is FFS whether PCF of the Onboarding SNPN provisions URSP rules to the UE for controlling the communication to the Provisioning Server.
NOTE 23:	It is assumed that connectivity of this PDU session is limited (cf. RLOS), so that the UE can only access a Provisioning Server.
D1)	The device discovers and connects, at application level, to a provisioning server address (that was preconfigured in the UE in step A or is derived from the application identifier and/or Service Provider Identifier provided by the user in step B) for retrieving its own personalized information. The provisioning server authenticates the UE with the DCS using the default UE credentials.
Editor's note:	Other methods for determining the Provisioning Server are FFS.
D2)	The Provisioning Server retrieves the network credentials for the future SNPN owning the subscription, as well as other UE configuration parameters (e.g. PDU session parameters, such as SNSSAI, DNN, URSPs, QoS rules, and other required parameters to access the SNPN and establish a regular PDU session).
D3)	The Provisioning Server pushes the UE's network credentials for the H-SNPN and other configuration information into the UE.
Editor's note:	The security aspects are to be specified by SA3.
E)	De-registration: Upon a successful provisioning in the previous step, the device releases the Configuration PDU Session and deregisters from the O-SNPN. The UE will then perform SNPN selection and register to the appropriate SNPN as per received configuration and general SNPN selection procedures (ref. solutions to key issue #1).
NOTE 4:	The O-SNPN can monitor the time duration of the Configuration PDU Session or Onboarding Registration in order to prevent misuse. Based on the local configuration policy in the 5GC, the network can impose maximum time duration for the Configuration PDU session or Onboarding Registration, upon expiry of which the session is released or the de-registration is triggered.  The determination of maximum time duration of the Configuration PDU session is Onboarding Registration is per O-SNPN network configuration.
Editor's note:	In case the O-SNPN is the same as the SNPN for which network credentials are provisioned in the UE, it is FFS if there is a need for de-registration followed by SNPN selection and re-registration
Editor's note:	It is FFS whether the time duration of the Configuration PDU Session needs to be controlled by the O-SNPN to prevent misuse.
F)	Normal service: Upon a successful de-registration as per step E, the device initiates a regular procedure, including selection of an SNPN, Registration using the provisioned credentials with the SNPN owning the subscription, and PDU Session establishment(s). Depending on the provisioned network credentials the UE may select an SNPN that is the same or different from the SNPN owning the credentials (depending on the outcome on Key Issue #1).
[bookmark: _Toc31114342][bookmark: _Toc31120365]6.5.4	Impacts on services, entities and interfaces
Editor's note:	This clause lists impacts to services, entities and interfaces.
UE:
· During registration procedure, UE provides information to the SNPN indicating that the registration is for restricted onboarding service only.
· the UE might have been provisioned with some initial default configuration, including PLMN ID and NID of the SNPN, S-NSSAI, DNN needed to access the provisioning server.
· If multiple networks are broadcasting the “Support for onboarding” indication, then the UE will select a network at random.
NG-RAN:
· A new indication in SIB to indicate that the SNPN provides access to onboarding service.
5GC: (Impacts if any to be completed)
-	trigger PDU Session release or de-registration when time duration is expired
* * * * End of Change * * * *
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