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Abstract of the contribution: This paper proposes a new solution for Key Issue #8: UE data as an input for analytics generation.
1
Discussion

At SA2 #136, “Key Issue #8: UE data as an input for analytics generation” was added to TR 23.700-91. One of the issues to be studied as part of this Key Issue is “How the NWDAF collects the UE's information (the method of collection of data).” This p-CR proposes a solution for how the NWDAF collects the UE information. The solution is based on the UE optionally using a new protocol to send data for analytics to the UPF from within a PDU session. This protocol may be similar to the PMF protocol that is used in ATSSS to provide performance measurements between the UE and the PMF. 
The p-CR also addresses the question of “What type of information from the UE could be collected by the network (e.g. NWDAF) as input for analytics generation?”.

The p-CR also provides details of possible analytic information sent from the UE relating to application layer experience.
· Application Layer Analytic Information: This type of information directly relates to application layer quality of experience (QoE) and depends on the quality of the user’s application layer session. Examples include percentage of dropped packets, observed throughput and MOS.

· 
· 
The solution proposes that Application Layer Analytic Information.
2
Proposal

This contribution proposes to implement the following updates to TR 23.700-91 v0.3.0.

* * * Start of Change 1 * * *

6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues

	1
	11
	
	
	

	2
	4
	
	
	

	3
	15
	
	
	

	4
	12
	
	
	

	X
	8
	
	
	

	
	
	
	
	


* * * Start of Change 2 * * *

6.x
Solution for Key Issue #x: Providing UE Analytics to the NWDAF via the User Plane

6.x.1
Description

This clause describes a solution to Key Issue #8: UE data as an input for analytics generation. The solution focuses on addressing the question of How the NWDAF collects the UE's information (the method of collection of data)".

6.x.1.1
Principles of the Solution

The principles of the solution are that the UE uses a PDU session to send data for analytics to the UPF. The UPF provides the data for analytics to the NWDAF. The User Applications whose PDU sessions get used to carry the analytics information may be unaware of the data collection. The UE includes a Reporting Application that uses a 3GPP protocol to send the analytics information in the PDU session. This Reporting Application is not generally visible to the user (i.e. smart phone user) but it would be expected that a UE implementation might allow the user to disable reporting or configure what data the user wants to allow to be reported. The Reporting Application does not collect application data, rather it collects analytics that might be indicative of the user experience (e.g. number of packet retransmissions) and provides these analytics to the network so that they can be used by the NWDAF.
The type of analytic information that can be provided by the Reporting Application may be called Application Layer Analytic Information. This type of information directly relates to application layer quality of experience (QoE) and depends on the quality of the user’s application layer session.

6.x.1.2
Requirements of the Solution

The protocol that is used by the UE to send data for analytics to the UPF should be defined by stage 3. Additionally, the semantics of the analytics data should be defined by stage 3. Stage 2 requirements of the protocol are as follows:

-
The solution is enabled on a PDU Session basis.

-
Whether the UE supports sending data for analytics to the network should be optional for the UE. 

-
Data Analytic Collection Rules are communicated to the UE by the SMF during PDU Session Establishment and indicate the network's preferences of what analytic data should be collected by the UE (including its frequency of collection, etc.). 
-
When Data Analytic Collection Rules are communicated to the UE for a PDU Session, a Reporting Application will collect analytic information and use the PDU Session to send the analytic information to send the Data Collection Point. The information is sent in the same PDU Session that is associated with the Data Analytic Collection Rules.
-
What analytic data the UE collects is based on the Data Analytic collection policies.

NOTE:
An existing protocol, such as the PMF protocol (TS 24.193 [x]) or the Network Services Headers (NSH) (RFC 8300 [x]), may be used as a basis for the new protocol to send data for analytics over the user plane.

6.x.1.3
Activating and Indicating Support for the Solution

During PDU Session Establishment, the UE indicates to the network, in the 5GSM Core Network Capability, if it supports sending data for analytics and if local UE policies dictate that data for analytics may be provided as part of this PDU session.

Data Analytic Collection Rules are based on SM Polices from the PCF and communicated to the UE, by the SMF, via NAS during PDU Session Establishment or PDU Session Modification. For example, an operator may desire a configuration where data should be collected whenever a UE establishes a PDU Session in slice X to DNN Y.
If Data Analytic collection policies dictate that UE data should be collected for analytics and the UE indicated its support in the 5GSM Core Network Capability, then the SMF selects a UPF that supports receiving UE data for analytics and indicates to the UPF, in the N4 Session Establishment/Modification Request, that data should be collected from the UE in the PDU session. 

When the SMF registers with the UDM for this PDU Session by invoking Nudm_UECM_Registration, the SMF indicates that the UE has been configured to send data for analytics in the PDU Session. The SMF also provides contact information (e.g. DNN, IP Address and Port Number) for the data collection point (i.e. the UPF). The contact information for the data collection point (i.e. the UPF) and the indication that the UE has been configured to send data for analytics in the PDU Session are stored in the “UE context in SMF Data” in the UDM.
The NWDAF uses the Nudm_SDM_Subscribe service operation to request to be notified when a UE establishes a PDU Session and is using the PDU Session to report analytic data. The NWDAF may also indicate that the subscription should be filtered so that a notification is only sent when a PDU Session is established within a certain slice or to a certain DNN. When a PDU Session is established that meets the subscription criteria, the contact information for the data collection point (i.e. the UPF) will be provided to the NWDAF.  

6.x.1.4
Providing Analytic Data to the NWDAF

As described in the previous section, the NWDAF obtains the contact information for the data collection point (i.e. the UPF) from the UDM and sends a subscription request to the data collection point (i.e. the UPF) for the analytic data. When analytic data is received by the collection point (i.e. the UPF) and the NWDAF has subscribed to analytic data for the UE, it is provided to NWDAF in a notification.
Editor's note:  The interface between the NWDAF and collection point (i.e. the UPF) is TBD (i.e. whether it is reference point or service based).
6.x.1.5
Privacy and Integrity Protection of the Analytic Data
Integrity protection and ciphering may be applied to the data for analytics.

6.x.1.6
Content of the Analytic Data 
The protocol may be used to carry Application Layer Analytic Information. This information may be grouped together collectively as a UE specific Analytics ID the NWDAF subscribed to be notified for.

When the protocol carries Application Layer Analytic Information, the PDU session that carries the data is the same PDU session that carries the associated application layer traffic. Thus, the UPF can indicate to the NWDAF what slice and PDU session ID the analytic information is associated with. 

The following table lists analytic information that may be included by the UE and provided to the NWDAF in order to help the NWDAF to make more intelligent decisions/recommendations to AFs, NFs, and the OAM system.

Table 6.x.1.6-1: Possible Analytic Information that can be collected from the UE

	Information
	How the Reporting Application May Obtain the Information

	Percentage of Dropped Packets
	May be obtained from the TCP Layer, e.g. the percentage of TCP packets that are not acknowledged.

	Observed Throughput
	May be obtained from the TCP Layer, e.g. observed throughput at the TCP layer.

	Application IDs
	May be obtained from the NAS Layer when URSP Rules are evaluated. Thus, the NWDAF can determine what Applications are using a PDU Session and Slice.

	Number Packet Retransmissions
	May be obtained from the TCP Layer, e.g. the percentage of TCP packets that need to be retransmitted before being acknowledged.


Editor's note:  The actual UE data to be collected by this solution will be adjusted so as not duplicate UE related data being collected by MDT.

6.x.1.7
Procedure
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Figure 6.x.1.7-1: Procedure for Providing UE Analytics to the NWDAF via the User Plane

0. The NWDAF uses the Nudm_SDM_Subscribe service operation to request to be notified when a UE establishes a PDU Session and is using the PDU Session to report analytic data. The NWDAF may indicate that the subscription should be filtered so that a notification is only sent when a PDU Session is established within a certain slice or to a certain DNN.
1. The UE Sends a PDU Session Establishment Request and indicates its support of providing data for analytics in the 5GSM Core Network Capability.
2. Steps 2-9 of the UE Requested PDU Session Establishment procedure from TS 23.502 [3], Section 4.3.2.2.1 are executed. The SMF receives Data Analytics Collection Policies from the PCF.
10. a) The SMF indicates to the UPF, in the N4 Session Establishment/Modification Request, if UE data for analytics is enabled.

10. b) The UPF sends an N4 Session Establishment/Modification Response

11. The SMF sends the Namf_Communication_N1N2MessageTransfer to the UE and includes the Data Analytics Collection Rules in the PDU Session Establishment Accept message.
12. The PDU Session Establishment procedure completes and described in Steps 12-21 of the UE Requested PDU Session Establishment procedure from TS 23.502 [3], Section 4.3.2.2.1. When the SMF registers with the UDM for this PDU Session by invoking Nudm_UECM_Registration, the SMF indicates that the UE has been configured to send data for analytics in the PDU Session. The SMF also provides contact information for the data collection point (i.e. the UPF). The contact information for the data collection point (i.e. the UPF) and the indication that the UE has been configured to send data for analytics in the PDU Session is stored in the “UE context in SMF Data” in the UDM.
21. If the PDU Session meets the subscription criteria that was indicated in step 0, the SMF’s registration operation in the previous step will cause the UDM to send a notification to be sent to the NWDAF. The contact information for the data collection point (i.e. the UPF) will be provided to the NWDAF in the notification.

22. The NWDAF sends a subscription request to the data collection point (i.e. the UPF) for analytic data from the UE. 

23. The UE sends analytic data to the UPF. 
NOTE: 
Based on operator configuration, traffic that is associated with UE analytic data may be charged differently than regular user plane traffic (e.g. to avoid charging the customer for extra analytics traffic).
24. The data collection point (i.e. the UPF) sends a notification to the NWDAF. The notification includes the UE Analytic data.
6.x.2
Impacts on services, entities and interfaces
UE:

-
Requires support for the new protocol and providing data for analytics.

-
Indicates its support of providing data for analytics in 5GSM Core Network Capability.

-
Sends data for analytics when the SMF indicates, in the PDU Session Establishment Accept, that it should be enabled.

-
Receives Data Analytics Collection Rules from the SMF.
SMF:

-
Receives an indication of the UE's support for providing data for analytics in 5GSM Core Network Capability.

-
If PDU session has multiple UPFs, selects which of these will be the endpoint for the new protocol.

-
Indicates to the UPF, in the N4 Session Establishment/Modification Request, if UE data for analytics is enabled.

-
Receives Data Analytics Collection Policies from the PCF.

-
Indicates to the UE, in the PDU Session Establishment Accept, the Data Analytics Collection Rules for providing UE specific information for analytics.
-
Provides the contact information for the data collection point (i.e. the UPF) when Nudm_UECM_Registration is invoked.
PCF:

-
Creates Data Analytics Collection Policies and communicates them to the SMF.

UPF:

-
Requires support for the new protocol.

-
Receives an indication, in the N4 Session Establishment/Modification Request, if UE data for analytics is enabled.

-
Provides the data for analytics to the NWDAF.
NWDAF:

-
Subscribes to the UDM to be notified when data analytics is available for a UE.

-
Subscribes to the to the data collection point (i.e. the UPF) for analytic data from the UE.
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