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1
Overall description
SA2 would like to thank CT1 for the “LS on manipulation of CAG Information element by a VPLMN” that identified the following issue and seeking guidance from SA2 i.e.:
" CT1 seeks guidance from SA2 how to avoid VPLMN manipulating the CAG information List.

1. A UE first registers to a VPLMN 1 as only VPLMN 1 is available at the location. The country also has VPLMN 2, which is higher priority than VPLMN 1 for the user. 

2. The VPLMN 1 manipulates CAG information list received from the HPLMN or send a manipulated CAG information list even when the VPLMN did not receive the CAG information from HPLMN. In the manipulated CAG information list, the VPLMN sets the indication that the UE can access the 5GS of VPLMN 2 via a CAG Cell only. The VPLMN 1 sends this to the UE.

3. The UE once receiving this information shall never camp on the non-CAG cell of the VPLMN 2. In this way, the VPLMN 1 will keep the UE to its PLMN although higher priority PLMN is available in the country."
SA2 discussed the issue and has agreed the attached CR in S2-2004311 to address the identified issue by CT1. SA2 also updated an agreed CR from SA2#138e in S2-2004311 clarifying that the CAG information needs be updated in a Registration reject message as may be needed to address the above mentioned scenario and also the scenario identified by SA3 in LS S3-201351 "LS on protection of allowed CAG list against MITM Attack" i.e. as stated in the LS: "the allowed CAG list in a UE will be wrongly deleted if the UE is rejected by the AMF and receives a forged list of supported CAG Identifier(s) of the CAG cell broadcasted by a false base station staging a Man-in-the-Middle (MITM) attack."

2
Actions
To CT1, SA3: 
ACTION: 
SA2 kindly asks CT1 and SA3 to take the above into account.
3
Dates of next TSG SA WG2 meetings
SA WG2 Meeting #140 

 Aug 24-28, 2020
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