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Abstract of the contribution: This contribution proposes a solution for issues 1, 2, and 4 for FS_ID_UAS-SA2.
1
Background
The solution proposes a framework for authentication and authorization of a UAV to enable a UAV Authorization/Authentication to ensure the UAV has successfully registered with USS/UTM, authorization of UAV and UAV controller pairing, and flight path authorization/registration for flight operation.
2. Proposal

It is proposed to include the following key issue in TR 23.754. All the text is new.
* * * * First Change * * * *
6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * Next Change * * * *
6.X
Solution #X: UAV authentication and authorization by UTM using secondary authentication
6.X.1
Introduction
This solution addresses Key Issue #1, #2, #3 and #7.

This solution is applicable to EPC and 5GS.

This solution enables a:

-
USS UAV Authorization/Authentication (UUAA) to ensure the UAV has successfully registered with USS/UTM and has therefore been authorized for operations by USS/UTM

-
Authorization of UAV and UAV controller pairing

-
Flight path authorization/registration for flight operation.
6.X.2
Functional Description
In order to address the various aspects of authentication and authorization of UAS in the 3GPp system, the solution introduces the following building blocks:
1.
UAS operator (i.e. the owner of the UAS) performs a procedure to register the UAS with the CAA. 3GPP does not focus on the detail of this procedure

2.
UE primary authentication: the UAV is authenticated by the 3GPP system using the MNO credentials
3.
USS UAV Authorization/Authentication (UUAA): a UAV 3GPP authentication/authorization may be performed by the CN when the UAV accesses the 3GPP system to ensure the UAV has successfully registered with USS/UTM and has therefore been authorized for operations by USS/UTM. The decision to authorize the UAV is made by the USS, the CN receives confirmation of the authorization from USS
4.
Authorization of UAV and UAV controller pairing: the pairing between the UAV and the UAV controller for the use of UAV3 may be at least authorized, or even authenticated, by the USS/UTM, and not by the 3GPP system. The authorization/authentication is between the UAV and the USS/UTM, however the results are made known to the CN in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV controller. 
5.
Flight path authorization/registration for flight operation: the result of this operation is that the USS/UTM verifies all flight related information provided by the UAV, and the USS/UTM may interact with the 3GPP system to e.g. subscribe to UAV location reporting. During this operation, the USS/UTM can interact with CN to provide information via SCEF/NEF.
Building block 1 is executed in the same way for EPS and 5GS. Building block 2 is executed using existing EPS or 5GS mechanisms.

For 5GS:

-
UUAA is performed during the Registration Procedure similarly to the NSSAA procedure. Following a Registration Procedure with a successful primary authentication, the AMF determines the subscription is for an UAV and indicates to the UAV that there is pending secondary UUAA. The CN then triggers the Secondary UUAA with the USS/UTM. UUAA uses credentials obtained by the UAV during registration with the CAA and/or the USS, and include the CAA UAV ID assigned to the UAV during such registration. E.g., assuming that the CAA UAV ID is secured with a solution similar to C-V2X, the UAV may use the CAA UAV ID and the enrollment certificated obtained when the UAV was enrolled with the Public Key Infrastructure. 

-
Authorization of UAV and UAV controller pairing and flight path authorization/registration for flight operation: these may take place during PDU Session Establishment for UAV3/UAV5 connectivity, and may be based on PDU Session authentication and authorization mechanism already defined for PDU Session Establishment. The UAV uses the same credentials provided in the UUAA.
For EPC:

-
a dedicated APN is used for UAVs connectivity to USS and to support UAV3/UAV5 connectivity. Connectivity for aerial traffic is not allowed over other PDN connections

-
UUAA, Authorization of UAV and UAV controller pairing, and Flight path authorization/registration for flight operation, when performed, take place during PDN Connection Establishment authentication/authorization
-
establishment of such PDN Connection is always authenticated/authorized for a UAV with aerial subscription, using PCO-based mechanisms and NAS transport

-
UUAA is performed between the UAV and the USS/UTM as in the 5GS case. If UUAA fails, the PDN connection is not established and the 3GPP system may de-register the UAV

-
Authorization of UAV and UAV controller pairing and Flight path authorization/registration for flight operation are also performed between the UAV and the USS/UTM

-
PCO is extended to enable the UE to carry the information for UUAA and Flight path authorization/registration for flight operation between the UAV and the
NOTE: whether an application-level solution is considered in the EPC case is FFS. In such solution, the UE interacts via user plane over a PDN connection with an Application Server that verifies the validity of the UUAA and Flight path authorization/registration for flight operation, and informs the EPS via SCEF of the success/failure of the procedures. Until the procedure succeeds, the UAV can only connect with such server. The USS may act as such server.
6.X.3
Procedures

The procedure for UAV Authentication and Authorization by USS in the 5GS case is depicted in Figure 6.X.3-1. 
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Figure 6.x.3-1: Procedure for UAV Authentication and Authorization with USS/UTM in 5GS 

1. The UE triggers a Registration Request procedure.
Editor’s Note: whether any UAV-specific information is provided by the UAV is FFS 

2. The network performs a primary authentication during the Registration Procedure.
3. The AMF determine that a USS UAV Authorization/Authentication (UUAA) is required based on the UAV subscription.
4. The AMF returns a Registration Accept message to the UAV containing a “pending UUAA” indication. The AMF assigns the Tracking Areas of the Registration Area as a Non-Allowed Area. 
5. The AMF triggers a UUAA procedure. The UUAA procedure depends on the security credentials allocated to the UAV and may be based on EAP authentication between the UAV and the USS via the AMF. UUAA uses credentials obtained by the UAV during registration with the CAA and/or the USS, and include the CAA UAV ID assigned to the UAV during such registration. Upon successful UUAA, the AMF receives UAV authorization information from USS/UTM during the procedure.
6. Upon successful UUAA, the AMF triggers a the UE Configuration Update procedure to deliver a new Registration Area. 
7. The UE triggers a PDU Session Establishment Request message to the SMF. The DNN used by the UAV may be preconfigured in the UAV, or the UAV may provide no DNN and the AMF uses a default DNN for UAV communications. The UAV may provide to the SMF a container with the information for the USS for Authorization of UAV and UAV controller pairing, and for flight path authorization/registration for flight operation. 
The SMF triggers the Secondary authorization/authentication during the PDU Session establishment to enable the Authorization of UAV and UAV controller pairing, and the flight path authorization/registration for flight operation. 
NOTE: the container provided by the UE may be transparent to the SMF and provided directly to the USS/UTM, or may contain some parameters that the SMF verifies based on the UAV subscription before triggering the authentication/authorization towards the USS/UTM.
If the secondary authorization/authentication is executed, the PDU session establishment succeeds only upon indication from the USS that the secondary authorization/authentication has succeeded. During the procedure, the USS may provide information (e.g. policies and/or traffic filters) to enable user plane connectivity between the UAV and the UAV controller. 
8. The UE exchanges C2 traffic with the UAV Controller.

6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.
6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * End of Change * * * *
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