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TR 23.754 - Figure 4.3-1: Overview of UAV architecture in a 3GPP System

1. Proposed Working Assumptions
Assumptions from responses:

· For sake of clarity, let’s consider these two definitions

· 3GPP UAV ID: it is the UAV identity known by the 3GPP system and used by the 3GPP system. This is not used by the UAV for Remote ID and is not assigned by USS/UTM. 
Note: may be an existing 3GPP UE identifier

·  CAA-level UAV ID: it is the “aviation level” identity, assigned by functions in the aviation domain (e.g. USS) , and used at least for Remote ID. 
Note: e.g. ASTM defines the UAS Registration ID, the UAS serial numbe or the UTM UUID as values for such IDfor use in the Remote ID messaging.

NOTE: whether the two are the same and how they are allocated needs to be defined, see proposals.

The proposed conclusions will be used to identify solutions for the conclusions of the TR.

1. (Out of 3GPP scope) The USS-assigned ID is assigned by the USS or the UTM in general.

2. Whether the UAV ID and the USS-assigned ID are one and the same depends on the specific solutions. 

3. The MNO is aware of the identity of the UAV, whether it is one single ID (i.e. USS-ASSIGNED ID = UAV ID) or they are separate. A mapping shall be possible in the mobile operator network and in the UAS application layer outside of 3GPP between the UAV ID and the USS-assigned ID.

4. (Out of 3GPP scope) Solutions need to allow the registration of the UAV with the CAA (Civil Aviation Authority, which varies from country to country) by using the UAV device serial number (this operation may not directly in scope of 3GPP)
5. For the UAV ID or the USS-assigned ID, depending on which one gets used in the various solutions and exposed to third party, privacy must be possible. This e.g. may correspond to the FAA Session ID, with a lifetime TBD and whose lifetime definition may be outside the scope of 3GPP. Security solutions to provide such privacy are outside the scope of SA2 (e.g. SA3), and may be outside the scope of 3GPP (e.g. ASTM).  

6. For UAV authentication and authorization the following is identified :

i. The UAV is authenticated at registration with the 3GPP using the existing UE authentication mechanisms based on MNO credentials

ii. A UAV USS-registration with USS/UTM (e.g. involves authorization of the UAV and may involve authentication, and is not performed by MNO in the sense that it is not the MNO that decides on the authorization, details TBD, may not be in scope of 3GPP depending on solutions, e.g. the results of such procedure may be known to the 3GPP system) takes place between the UAV and the USS/UTM. This involves interaction with the CAA. 

i. This may be out of band and performed before accessing the 3GPP system. We can refer to this as an application-level functionality.

ii. This is not performed each time the UAV registers with the 3GPP system

iii. This is not performed on a per-flight basis and may have a longer lifetime

iii. A UAV 3GPP authentication/authorization is performed by the MNO when the UAV accesses the 3GPP system. This may be required when the UAV registers with the 3GPP system or when the UAV is connected to the 3GPP system for UAV operations. 
Note: it is FFS if this is performed during a 3GPP registration propocedure or during e.g. PDU session establishment.

This is needed to ensure the UAV has successfully registered with USS/UTM and has therefore been authorized for operations by USS/UTM. This involves the USS. It is not the MNO that decides to authorize the UAV, the MNO receives confirmation of the authorization from USS.
iv. Pairing between the UAV and the UAV controller for the use of UAV3 may be at least authorized, or even authenticated (see 8 for connectivity between UAV and UAV Controller). 

i. The pairing may be authorized by the USS/UTM, not by the 3GPP system. The 3GPP system transports the information used for such authorization using existing mechanism (with proper adaptations, e.g. new IEs). 

ii. The authorization/authentication aspects are between the UAV and the USS/UTM, however the results are made known to the MNO in order to enable the USS/UTM to control (i.e. enable) the connectivity between the UAV and the UAV controller. 

iii. Mechanisms are TBD (e.g. proposal on PDU session authentication, or using NEF).

NOTE: in some scenarios, the UAV to UAV Controller pairing may be established before the UAV connects to the 3GPP system or even before the UAV is registered with the USS/UTM. This may be common in case UAV8 is used. 

v. Flight plan authorization is an air traffic control function and is not performed by the 3GPP system. The 3GPP system may support the authorization of flight plan (i.e. the aviation-level flight plan authorization that UAV needs to receive from USS/UTM) between the UAV and the USS/UTM. Support of authorization of flight plan does not imply that the MNO is directly involved in authorizing the flight plan or that the MNO knows the procedure is for flight plan authorization. Details are TBD (e.g. USS/UTM may use the MNO services to determine the UAV location before authorizing the flight plan, coverage and capacity maps)

7. The solution considered by 3GPP must consider the presence of more than one USS per region. Region in some geographies may correspond to a country or a set of countries (e.g. the whole Europe, North America including Canada, USA, and Mexico, etc.). Definition of region is outside the scope of 3GPP

8. UAV-UAV Controller connectivity

i. Pairing may be authorized as described in (6) above

ii. The UAV is authorized for connectivity to USS over UAV9 based on existing MNO policies  and is allowed to establish connectivity with a DNN to exchange traffic with the USS without USS authorization

iii. The establishment of connectivity for UAV3 (and UAV4) may need to be authorized by the USS/UTM
iv. The USS/UTM may indicate to the 3GPP system revocation of UAV3 connectivity between the UAV and UAV Controller.

9. Geofencing is an air traffic control functionality performed by the UTM

i. The 3GPP system provides enablers to support geofencing functionality in UTM, e.g. location services, enablement of UAV3/UAV4 for C2 connectivity, event notification to a subscribing USS/UTM, etc.

ii. No specific geofencing mechanisms are studied in this study item

iii. It is expected that the features provided to the USS/UTM are both for geofencing (in flight UAV) and geocaging (UAV on the ground intending to fly)

NOTE: some proposals mentioned geofencing performed in the 3GPP system is needed when the UAV skips the authorization from USS. However, with the current suggested conclusions, such UAV would not be authorized for UAV3/UAV4 connectivity.

10. Activation of RAN aerial features (i.e. indication from CN to RAN that the UAV is authorized for aerial operations)

i. Features implemented by RAN for support of aerial vehicles are never de-activated for a UAV that is in flight

ii. TBD on whether we want the CN to indicate to RAN such features are allowed for the UAV only if the UAV is properly authenticated and authorized for flight. Group seems split 60/40

iii. Proposal: leave this out of scope of Rel. 17

11. Broadcast Remote ID

i. Consistent identification information for the UAV is used for Networked Remote ID and Broadcast Remote ID (this comes from FAA NPRM)

ii. Therefore the UAV identification information used for Networked Remote ID needs to be future proof and be applicable for Broadcast Remote ID

iii. The study will not define how the solutions defined in Release 17 apply to access technologies outside the scope of 3GPP (e.g. Bluetooth or Wi-Fi)
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