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1. Proposal
In certain scenarios, the organization using Mission Critical communications may not have a trusted relationship with the Mobile Network Operator.

This has been translated by SA6 into deployment scenarios in TS 23.280 (section 9.2.2.1.3 and followings) where "The MC service provider may require that all application services layer identities and other sensitive information are hidden from the EPS". This is necessary for instance to prevent any possibility of using traffic analysis to detect activities such as law enforcement operation conducted by a group of users. 
In particular, when such hiding is required, the MC organization must not share any information about group affiliation of individual UEs with the Radio Access Network.
To highlight this requirement, this contribution introduces a new architectural assumption applicable to the use of MBS for Mission Critical services and updates two related editor's note in TR 23.757 for the FS_5MBS Study Item.
* * * * First change * * * *
4.2
Specific architectural requirements and principles

The following IPTV requirements and principles apply:

-
Solutions to IPTV shall minimize the impact to IPTV network and STB.

-
Solutions to IPTV shall reuse IGMP/MLD message via user plane to join/leave an IPTV channel group as Release 16.

-
Solutions to IPTV shall provide an efficient mechanism for the UE to join/leave an IP channel group, including reducing latency and signalling.

The following requirement applies to use of Multicast/Broadcast for Mission Critical Services:

-
Solutions shall support mission critical scenarios where the group affiliation of individual UEs must not be exposed to either the RAN or the 5GC.

* * * * Second change * * * *
6.2.2.1
Requesting to allocate radio resource for MBS service

Transport Only mode is used as an example in the flows.

M-AMF is MBS specific and not associated with the UE.
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Figure 6.2.2.1-1: Requesting to allocate radio resource for MBS service

NOTE 1:
Procedure (A) can happen prior to, in parallel with, or after Steps 0, 4, 5 and 6. MBS service related configuration (e.g., TMGI allocation) occurs prior UE starting MBS service setup towards 5GS.

Editor's note:
How the TMGI is provided to the UE is FFS (e.g. from the AF, via PCF etc.).

0.
UE interacted with the Application Server, and the MBS Session will be started some time later.

1.
The Application Server starts MBS Session.

2.
The MB-SMF requests the MB-UPF to allocate IP address and port for receiving downlink traffic. The MB-SMF also requests MB-UPF to allocate the multicast address and C-TEID if the multicast address and C-TEID allocation is done by the MB-UPF.

3.
The MB-SMF responds to the Application Server with the IP address and port which the AS can send packets to.

4.
The UE notifies the NG-RAN that the UE is interested in a specific MBS service represented by TMGI.

Editor's note:
It is FFS whether UE expresses interest in a specific MBS service unconditionally (i.e., even if radio resources for this specific MBS service have already been allocated or even when the UE is in an area where the MBS service is not available). Whether RRC signalling can be used by UE to express interest in a specific MBS service depends on work in RAN WGs.
Editor's note:
It is FFS how this solution addresses Mission Critical scenarios where the UE affiliation with a specific MBS service must not be exposed to the NG-RAN.
5.
No radio resource has been allocated for the MBS service, and the NG-RAN notifies the M-AMF of its interest. If radio resource has been allocated, step 5 to step 11 are skipped.

6.
The MBS Session for the MBS service is not started yet in the M-AMF, and the M-AMF stores the info that NG-RAN has interest in a specific MBS service and notifies the SMF of its interest in an MBS Service. If the MBS session has been started in the M-AMF, step 6 to step 9 are skipped.

Editor's note:
How the M-AMF discovers the MB-SMF is FFS.

Editor's note:
A check whether the UE is authorized to access the MBS service is FFS.

7.
If the MBS Session is already started, the MB-SMF immediately initiates the MBS Session towards the M-AMF, otherwise, the MB-SMF wait for the MBS Session start from MBSF/AF and then initiates MBS Session towards the M-AMF.

8-9.
MB-SMF initiates the MBS Session Start Request towards the M-AMF including the multicast address and C-TEID.

10-11.
The M-AMF sends the MBS Session Request also to the NG-RAN.

* * * * Third change * * * *
6.3.2.1
Multicast context and Multicast flow setup/modification via PDU Session Modification procedure

The Multicast context and Multicast flow setup/modification uses an enhanced PDU session modification procedure for unicast traffic defined in TS 23.502 [8].
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Figure 6.3.2-1: PDU Session modification for multicast

1.
The content provider announces the availability of multicast using higher layers (e.g., application layer). The announcement includes at least the multicast address of a multicast group that UE can join.

The content provider may also send a request to reserve resources for the corresponding multicast session to the NEF and communicate the related multicast address.


The content provider may invoke the services provided by the PCF or NEF to provision the multicast information. The multicast information is used to identify (e.g., IP Address of multicast data) and reserve resources for the multicast. Multicast information may further include: QoS requirements, UE authorization information, service area identifying the service scope, and start and end time of MBS. The existing procedure defined in TS 23.502 [8], clause 4.15.6.2 could be used as starting point.

Editor's note:
Other parameters provided by content provider are FFS.

Editor's note:
Signalling interactions between the content provider and PCF for multicast session policies is FFS.

NOTE 1:
The request to reserve resources for the corresponding multicast session is optional and can be replaced by configured data based on commercial agreements. If IP multicast is used in the external network, the content provider does not require information where to send the multicast data.

2.
The UE registers in the PLMN (see clause 4.2.2.2 of TS 23.502 [8]) and request the establishment of a PDU session (see clause 4.3.2.2 of TS 23.502 [8]). The AMF obtains information from the UDM whether the UE can join multicast sessions as part of the SMF Selection Subscription data. If so, for direct discovery, the AMF selects an SMF capable of handling multicast sessions based on locally configured data or a corresponding SMF capability stored in the NRF.

3.
Alternative 1: user plane signalling:

3a.
The UE joins the multicast group.

3b.
The UPF is a multicast capable router. The reception of the join message triggers the UPF to notify the SMF. The UPF can be optimized to send the notification only when the UE's status in regard to number of multicast groups UE has joined changes, i.e., when the UE joins or leaves a group. The SMF initiates PDU session modification procedure upon the reception of the notification from the UPF.

4.
Alternative 2: control plane signalling:
4a.
The UE sends the PDU Session Establishment/Modification Request either upon a request from higher layers or upon a detection by lower layers of UE joining a multicast group (i.e., detection of IGMP or MLR and detection of the change of content of these messages). The PDU Session Modification Request shall include information about multicast group, which UE wants to join, such as multicast addresses listed in the IGMP and MLR messages. This information is needed for configuration of the UPF with appropriate packet filters.

4b.
The AMF invokes Nsmf_PDUSession_UpdateSMContext (SM Context ID, N1 SM container (PDU Session Modification Request with the multicast information)).

5.
The SMF checks whether a multicast context for the multicast group (address) exists in the system, i.e., whether there is a UE that already joined the multicast group. If the multicast context for the multicast group does not exist, then the SMF creates it when the first UE joins the multicast group. If it is the first UE joining the multicast group, the UPF may also have to join the multicast tree towards the content provider.

6.
The SMF requests the AMF to transfer a message to the RAN node carrying transparently to RAN node an indication that the UE joined the multicast session identified by the multicast address using the Namf_Communication service.

Editor's note:
Whether the N1N2 message transfer service operation or a new service operation is used is FFS. The related Session Management signalling towards the UE, e.g., providing information regarding Multicast Context and Multicast Flows is also FFS. It is also FFS if additional dedicated signalling towards the RAN node to establish a multicast distribution session is required.

7.
The session modification request is sent to the RAN. The request is sent in the UE context using the currently standardized message enhanced with multicast related information, which includes a multicast group identity (e.g., multicast address itself, Multicast Session context ID, or multicast flow information such as multicast QoS Flow ID and associating QoS information). The RAN is using the multicast group identity to determine that the session modification procedures of two or more UEs correspond to one multicast group. In other words, the RAN learns what UEs are receiving the same multicast from the multicast group identity. When the RAN receives a session modification request for previously unknown multicast group identity, the RAN is configured to serve this multicast group.
Editor's note:
It is FFS which information is used by NG-RAN to determine the mapping between a Multicast flow ID and a (unicast) DRB of a specific UE.

Editor's note:
It is FFS how this solution addresses situation of Mission Critical deployments where the group affiliation of individual users must not be exposed to the RAN.

8.
The RAN performs the necessary access network resource modification such as configuration of broadcast bearers.
Editor's note:
The details of this procedure should be studied in the RAN WGs.

9.
The RAN sends the session modification response that may include downlink tunnel information, see step 6.

10.
The AMF transfers the possible downlink tunnel information received in step 9 to the SMF. The SMF stores the information about the multicast distribution session towards the RAN node serving the UE and the possible received downlink tunnel information if it did not previously store that information when handling a multicast service request of another UE served by the same RAN node.

Editor's note:
Whether the Nsmf_PDUSession_UpdateSMContext service operation or a response to the Namf_Communication service operation is used is FFS.

11.
If the RAN node serving the UE does not yet receive the multicast distribution session, the SMF handling the multicast distribution session sends an N4 session modification request to the UPF including tunnel information if unicast tunnelling is used.

12.
The UPF receives multicast PDUs according to the configuration in step 11.

13.
The UPF sends multicast PDUs in the N3/N9 tunnel associated to the multicast distribution session to the RAN. There is only one tunnel per multicast distribution session and RAN node, i.e., all associated PDU sessions share this tunnel.

14.
The RAN selects multicast or unicast radio bearers to deliver the multicast PDUs to UEs that joined the multicast group.

15.
The RAN performs the transmission using the selected bearer.

* * * * End of changes * * * *[image: image3.png]
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