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Abstract of the contribution: This contribution proposes a new solution for controlling UAV and UAV controller association.
1. Discussion
A UAV UE and a UAV controller UE are new types of UEs that request support of additional functionalities for a specialized service.  One of the requirements is controlling the connectivity between UAV and UAV controller based on their association status. While the basic paring procedures between UAV and UAV controller may be performed using on-site direct communication, their mutual association for UAS service needs to be authorized by the USS/UTM to enforce the permitted usage and related regulatory requirements. 
A UAV UE or a UAV controller UE may communicate with the USS/UTM to request authorization of its association with the corresponding party, using 3GPP or non3GPP communication. Further, it can be assumed that the authorization of association may be performed during the UAS registration of the UAV UE or a UAV controller UE, or using a separate procedure defined for the purpose. The registration and association status of the peer UAV or UAV controller UE is crucial in determining initiation of PDU session establishment procedure at the UAV (controller) UE as well as authorizing the requested PDU session at the network. That is, if the UAV UE starts PDU session establishment procedure for communication with a paired UAV controller that is not yet registered or associated, the procedure should not be allowed by the network. Otherwise, the resources for the network and the UE will be wasted. 
This contribution proposes a solution for controlling UAV and UAV controller connectivity based on the UAV and UAV  controller association status.

2.	Proposal
[bookmark: _Toc528436041][bookmark: _Toc528569785][bookmark: _Toc528576629][bookmark: _Toc463016657][bookmark: _Toc484168145][bookmark: OLE_LINK5][bookmark: OLE_LINK6]It is proposed to adopt the following changes in the TR 23.754.

*** Start of the change (all new text) ***
6.X	Solution X: UAV and UAVC Association and Connectivity Control Using Secondary Authorization
[bookmark: _Toc528436042][bookmark: _Toc528569786][bookmark: _Toc528576630]6.X.1	Introduction
This solution is for Key Issue #6: UAV controller and UAV association.
One of the UAS requirements is controlling the connectivity between UAV and UAV controller based on their association status. While the basic paring procedures between UAV and UAV controller may be performed using, e. g., on-site direct communication, their mutual association for UAS service needs to be authorized by the USS/UTM to enforce the permitted usage and related regulatory requirements. 
A UAV UE or a UAV controller UE may communicate with the USS/UTM to request authorization of its association with the corresponding party, using 3GPP or non3GPP communication. Further, it can be assumed that the authorization of association may be performed during the UAS registration of the UAV UE or a UAV controller UE, or using a separate procedure defined for the purpose. The registration and association status of the peer UAV or UAV controller UE is used in determining initiation of PDU session establishment procedure at the UAV (controller) UE as well as authorizing the requested PDU session at the network. That is, if the UAV UE starts PDU session establishment procedure for communication with a paired UAV controller that is not yet registered or associated, the PDU session should not be allowed by the network. Otherwise, the resources for the network and the UE will be wasted. When the UAV or UAV controller is registered and authorized for the association by the UTM, the counter party and the 5G network needs to be informed appropriately.
Editor’s Note: it is FFS whether the solution works for non-networked UAVs 
6.X.1	Functional Description
In the solution, a UAV and a UAV controller UE performs UAS registration in the USS/UTM to get authorized for UAS service. The UAS registration procedure may be performed before UE’s registration with the 3GPP network using a non3GPP networks connectivity. In the case, the UAV and the UAV controller are required to perform re-registration with the USS/UTM to notify the change of network connectivity when they complete initial registration in the 3GPP network. 
Editor’s Note: it is FFS why such a re-registration is required and what is the relationship between the type of connectivity the UAV has with USS/UTM and the need to re-register.
The UAV and the UAV controller UE provide information on its desired counter party UEs to the USS/UTM during the UAS registration.
A UAV or a UAV controller initiates a PDU session establishment with DN authorization towards the USS/UTM to request authorization of association with a counter party UE selected from the received list.
The USS/UTM evaluates and sends the allowed list of counter party UEs (among the available UEs) to the UAV and the UAV controller UE. 
The USS/UTM informs the counter party UE of the association request and triggers the PDU session establishment by the counter party UE.
The USS/UTM delivers the IP addresses of the UAV and the UAV controller UE to the 3GPP network to request update of the PDU sessions.
The USS/UTM provides an activation signalling for UAS communication to the UAV and the UAV controller UE when it receives completion of resource setup from the network or the two UEs.

6.x.3	Procedures



Figure 6.x.3-1: UAV-UAV controller association and C2 communication setup

1.	A UAV Controller UE performs initial registration in the 3GPP network and establish a PDU session for communication between the UAV Controller and the USS/UTM.
2.	The UAV Controller UE performs UAS Registration with USS/UTM using application layer signalling to get authentication and authorization for the UAS service. It is assumed that the UAV may also include information on its counter party (UAV controller) UEs in the Registration signalling message
Editor’s Note: it is FFS whether there is a requirement forwhy such a re-registration is required and what is the relationship between the type of connectivity the UAV has with USS/UTM and the need to re-register.
NOTE: the details of such information exchange at application layer are out of scope of SA2. 
3-4. The UAV performs the same procedures as described in step 1-2 for the UAV Controller UE.
5.	The  UAV UE initiates a PDU Session Establishment with DN authorization procedure to request USS/UTM authorization on association with the UAV Controller UE.
Editor’s Note: it is FFS how the PDU Session Establishment is authorized and by what entity. 
6.	The UAV UE provides the UAV Controller UE ID to the USS/UTM during the authorization procedure. The authentication/authorization procedure may be simplified just to handle association authorization. Upon successful authorization, the USS/UTM provides the counter party UE ID to the network for use in connectivity control.
Editor’s Note: it is FFS which entity is the recipient of the counter party UE ID for use in connectivity control, and how it is used. 
Editor’s Note: how the CN addresses the USS/UTM, i.e. derives the information to contact the correct USS/UTM function, is FFS. 
7.	The UAV UE receives a PDU Session Establishment Response message from the 3GPP network for communication  with the selected counter party UE.
8	The 3GPP network provides the IP address of the UAV UE to the USS/UTM.
9.	The USS/UTM sends an application signalling to the counter party UE to trigger the PDU Session Establishment. The message includes the initiating UAV UE ID.
Editor’s Note: it is FFS how the USS/UTM addresses the counter party UE towards the 3GPP system, i.e. what type of identity is used.
10.	Same DN authorization procedure as for step 5-8 is performed for the UAV Controller UE. The USS/UTM receives the IP address of the UAV Controller UE from the 3GPP network.
11-12. The USS/UTM sends a UAS Association Update message to the 3GPP network to delivere the IP
addresses of the UAV UE and the UAV controller UE.
13-14. The 3GPP network performs the PDU session modification procedure to update packet filter information for 
UAS communication.
15.	The UAV and the UAV controller UE send the USS/UTM a notification of the completion of communication paths for UAS communication. 
16.	The USS/UTM sends the activation signalling for the UAS communication to the UAV and the UAV controller UE, after receiving the notification messages from the two UEs.
Editor’s Note: whether step 15 and 16 apply depends on application layer design and are outside the scope of 3GPP.
Editor’s Note: whether and how the solution works if the UAV and UAV controller are served by different PLMNs is FFS.
Editor’s Note: it is FFS whether the procedure work when the UAV and the UAV controller are served by the same PLMN but by different AMFs and SMFs, or at least by different AMFs or different SMFs.

[bookmark: _Toc528436045][bookmark: _Toc528569789][bookmark: _Toc528576633]6.x.4	Impacts on existing entities and interfaces
Editor's note:	This clause describes impacts on existing entities and interfaces.
The following changes on UAV (Controller) UE and 3GPP Network are assumed to be required in the solution:

UAV UE and UAV Controller UE are required to: 
· Support registration with USS/UTM when they are connected to 3GPP networks.
· Supports secondary authorization procedure for authorization of association with corresponding UAV (Controler) UE, during PDU Session Establishment for C2 connectivity.
 3GPP Network is required to:
· Support secondary authorization procedure with USS/UTM 
· Support an interface and protocols to perform UAS association update signalling 
Editor’s Note: It is FFS which 3GPP NF(s) shall manage and maintain the UAS association.
Editor’s Note It is FFS which 3GPP NF shall provide the interface to the USS/UTM.

[bookmark: _Toc510607504][bookmark: _Toc28869884][bookmark: _Toc29021269]6.X.5	Evaluation
Editor's note:	This clause provides an evaluation of the solution.

*** End of the change ***
3GPP
SA WG2 TD
	


Microsoft_Visio_Drawing.vsdx
UAV
Controller
UAV
USS/UTM
3GPP Network
3. Registration & PDU Session Establishment
5. PDU Session Establishment Request (PDU Session ID, UAS DNN, S-NSSAI, SM PDU DN Request Container)
7. PDU Session Establishment Response (PDU Session ID)
8. Notification of IP Address allocation
11. UAS Association Update (UAV UE ID, IP address)
12. UAS Association Update (UAV controller UE ID, IP address)
13. PDU Session Modification
2. UAV Controller UE performs UAS Registration with USS/UTM
4. UAV UE performs UAS Registration with USS/UTM
1. Registration & PDU Session Establishment
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16. Activation of UAV communication by USS/UTM
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