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1
Overall description
SA2 thanks CT1 for the LS on PAP/CHAP and other point-to-point protocols usage in 5GS.
CT1 question: 
The following point-to-point protocols are defined in TS 24.008 as (e)PCO parameters which can be exchanged between the UE and the network during GPRS and EPS session management procedure:

· C021           Link Control Protocol (LCP)

· C023           Password Authentication Protocol (PAP)

· 8021            IP Control Protocol (IPCP)

· C223           Challenge Handshake Authentication Protocol (CHAP)

Are above point-to-point protocols supported in 5GS (i.e. Rel-15 and/or Rel-16) as (e)PCO parameters or to be supported in the near future (i.e. Rel-17)?

SA2 answer: Due to migration from EPC to 5GC and requirements related with legacy deployments for access to corporate networks, e.g. support of PAP/CHAP in AAA or LNS owned by 3rd parties, SA2 recommends to support (e)PCO parameters related with PAP or CHAP mentioned above also over 5GS.  SA2 has not specified procedures for using any of the above p2p protocols in 5GS and SA2 does not foresee any significant impacts in specifications under SA2 control. SA2 suggest that CT WGs take the lead on this work. 
SA2 however notes that for EPS, TS 23.401 contains a warning about usage of PAP:

“NOTE 7:
External network operators wanting to use PAP for authentication are warned that PAP is an obsolete protocol from a security point of view. CHAP provides stronger security than PAP.”
SA2 would like to highlight that the 5G specifications under SA2 control do not contain any description of (e)PCO-based PAP/CHAP, and therefore also no warning about PAP. 

2
Actions
To CT1 and CT3
ACTION: 
SA2 asks CT1 and CT3 to take above answer into account and consider the necessary enhancement so that usage by R15 UEs is permitted.
To SA3

ACTION: 
SA2 asks SA3 to take above answer into account, and consider whether anything needs to be added to 3GPP specifications about the security aspects of PAP and/or CHAP.

3
Dates of next TSG SA WG2 meetings
TSG SA WG2 Meeting 140E

TBD
TSG SA WG2 Meeting 141

TBD
