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Abstract: This paper proposes a solution to key issue 4 on UE On-boarding and remote Provisioning for SNPN. 
1. Discussion
Observation 1
The solution #5 and solution 6 of TR 23.700-07 introduce two roles DCS and provisioning server which may be probably separate from each other and located in different trust domain. 

· The role of DCS probably owned by manufactory is to store the default configuration, e.g., default credential, which is used for onboarding authentication and authorization.

· The role of provisioning server probably owned by UE’s home network is to provide the provisioning data after successful onboarding authentication and authorization.

However, when DCS and Provisioning server are belonging to different trust domains, how can the provisioning server trust the result of onboarding authentication and authorization between DCS and UE? 
Observation 2

More new interfaces are needed to support the message exchanging between DCS and O-SNPN, O-SNPN and Provisioning server, even between DCS and provisioning server. It may introduce more complexity to the architecture. 
Observation 3

The home network can easily obtain the default configuration from manufactory by some lower cost and easier means, for example, USB flash disk, or download from manufactory website, etc. So, the role of DCS is not necessary at this moment. 
Observation 4

In order to support for onboarding and provisioning service, including onboarding authentication and authorization, some of the existing NFs need to be enhanced, e.g., AUSF, UDM, NEF, etc. When the NPN has no requirement for onboarding and remote provisioning service, the enhancement is not necessary and with additional cost.
Conclusion 1
To combine the roles of DCS and Provisioning server into one entity, which can reduce the complexity and solve the trust issue mentioned in observation 1. 
To integrate the onboarding authentication and authorization into the same entity, which can also minimize the impact on existing NFs, e.g., AUSF, UDM, or NEF.

2. Text Proposal
It is proposed to capture the following changes in TR 23.700-07
*******************Start of changes *******************
6.X
Solution #X: UE Onboarding and remote provisioning for SNPN
6.X.1
Introduction

This solution addresses key issue 4 "UE Onboarding and remote provisioning". It enables the UEs without the subscription data to access to the Onboarding SNPN (O-SNPN) to obtain the full provisioning data from the home network owning the UE’s subscription data. So that the provisioned UE can normally access to the desired network services. 

In this solution, it assumes the presence of an Onboarding and Provisioning Function (OPF), which stores both the default configuration and provisioning data for the UE, and to provide onboarding authentication and authorization between UE and OPF. The OPF may be located inside of O-SNPN, or outside of O-SNPN.
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Figure 6.x.1-1: UE onboarding in SNPN scenario
The following assumptions are considered:

-
The UE is provisioned with necessary default configuration, e.g., UE identity, default credential, default OPF address, optional list of onboarding SNPNs. 

The default OPF address is used for O-SNPN to discover the OPF which can provide the O&P service for the UE. 
Editor's note:
The exact definition and details of these default configuration are FFS and need to be discussed with SA WG3.

-
the Onboarding and Provisioning Function (OPF) is pre-configured with UE provisioning data, e.g., subscriber identifier, individual credential, etc.

Editor's note:
The exact definition and details of provisioning data is FFS
· The OPF is pre-configured with the same default configuration as in UE.

· The OPF is pre-configured with additional OPF address that stores default configuration and provisioning data for the UE, in case the default OPF has no provisioning data of the UE.

-
 the OPF can provide onboarding authentication and authorization between UE and OPF.
Editor’s note:
the entity for performing onboarding authentication and authorization is FFS
-
 the Onboarding SNPN (O-SNPN) could be the UE’s home network owning UE’s subscription data or could be not.

-
 The O-SNPN can discover the OPF that owned the UE’s provisioning data, by using the information from UE (e.g., default OPF address), or information from default OPF (e.g., additional OPF address).
6.X.2
Functional Description

6.X.2.1
Introduction

The UE selects the O-SNPN by manual or automatic network selection and initiates the registration for Onboarding and Provisioning Service (O&P service) when UE detects no subscription data. During the registration, O-SNPN determines whether to permit the further O&P service for the UE and selects the OPF which can provide the O&P service for the UE based on the information provided by UE, e.g., default OPF address. The selected OPF performs the authentication and authorization between UE and the OPF, after that UE can download the provisioning data from the OPF via O-SNPN. Finally, UE de-registers to the desired network by using the received provisioning data.
6.X.2.2
Architecture
Figure 6.X.2.2-1, it describes overview of the architecture, and it depends on the real business deployment which OPF(s) needs to exist. 

· Case 1 shown in Figure 6.x.2.2-1,this is the simplest case when the O-SNPN is also UE’s home network, and the OPF is deployed in O-SNPN stored the default configuration and provisioning data for the UE. In this case, O-SNPN can recognize UE by the UE identity and discover the right OPF, since the OPF stores UE default configuration. No matter what the default OPF address is
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Figure 6.x.2.2 -1 architecture for UE onboarding home network (O-SNPN) 
· Case 2 shown in Figure 6.x.2.2-2, this case is for UE onboarding its home network to obtain provisioning data via O-SNPN. The UE is assumed to be pre-configured with default OPF address where the UE’s default configuration and provisioning data are stored, the O-SNPN can discover the default OPF by the information provided by UE, e.g., default OPF address..
NOTE: whether AMF directly connects to default OPF, or via vOPF deployed in O-SNPN, it depends on the implementation. 
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Figure 6.x.2.2 -2 architecture for UE onboarding home network via O-SNPN
· Case 3 shown in Figure 6.x.2.2-3, it is the most complicated case. UE is pre-configured with default OPF address , butthe default OPF has no provisioning data and stores the target OPF address where the provisioning data is stored, at this time, O-SNPN can obtain the target OPF address by querying to the default OPF. 
For example, the default OPF can store and feedback the target OPF address in case receiving the onboarding and provisioning request from the O-SNPN. 

· 
· 
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Figure 6.X.2.2-3: Architecture for UE Onboarding home network via OPF relocation
There are two potential new interfaces: 

· Interface X1 between AMF and OPF.

· Interface Y1 between two OPFs. 

6.X.3
Procedures
The figure 6.x.3-1 below shows a high-level flow how to perform onboarding and provisioning for the UE, which combines the case 1, case 2 and case 3.
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Figure 6.x.3-1: High-level flow for onboarding and provisioning for the UE
The procedure includes the following steps:

A1, UE pre-configuration: UE is pre-configured with default configuration, which includes UE identity, default credential, default OPF address, optional list of onboarding SNPNs, in order for UE to access the O-SNPN and download the provisioning data. 
A2, OPF pre-configuration: the vOPF is pre-configured with default configuration and provisioning data for the UE in case 1;

For case 2, and case 3, the vOPF has no provisioning data for the UE
A3, conditional, default OPF is pre-configured with default configuration and provisioning data for the UE in case 2. For case 3 default OPF has no provisioning data for the UE and stores target OPF address, . 

A4, conditional, only for case 3, target OPF is pre-configured with default configuration and provisioning data for the UE.

B, Initial access: In this step, UE either manually or automatically discovers and selects the O-SNPN network by some means, for example based on the list of onboarding SNPNs if available in the default configuration, when it detects that it has no subscription to access the network. 
During the initial registration, UE provides information including UE identity (e.g., PEI), default OPF address, and may also provide additional information, such as SP info. The O-SNPN may determine whether to allow the further O&P service for this UE, based on the local policy and information provide by UE.
C1, as described in case 1, O-SNPN discovers the vOPF that stores UE’s provisioning data, based on the information provided by UE, e.g., UE identity, or/and default OPF address. 

C2, as described in case 2, O-SNPN discovers the default OPF that stores UE’s provisioning data, based on the information provided by UE, e.g., default OPF address.
C3, as described in case 3, O-SNPN discovers the target OPF that stores UE’s provisioning data, based on the information (e.g., target OPF address) feedbacked from default OPF when the O-SNPN queries the default OPF.

D,
the selected OPF owning UE’s provisioning data performs onboarding authentication and authorization between UE and the selected OPF.
E,
UE downloads the provisioning data from the selected OPF after successful onboarding authentication and authorization. 

F, 
UE performs re-registration or network re-selection to access the desired network service by using the provisioned subscription data.  

6.X.4
Impacts on services, entities and interfaces

Editor's note:
This clause lists impacts to services, entities and interfaces.
********************Start of changes ********************
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