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Abstract of the contribution: This solution addresses the remaining Editor’s note and further clarification on the solution #5 for Key issue #4(UE on-boarding and remote provisioning), which was agreed in the previous meeting. 
1. Discussion
Solution #5 for describes the key issue #4 “UE onboarding and remote provisioning” was agreed as an initial version and so further updates are required to address the remaining issues and further clarification as follows;
1) Terminology alignment(e.g. network credentials ( subscription credentials, default UE credentials ( default credentials, etc. )
2) Ownership of DCS and Provisioning Server are clarified, based on their trust relationship with O-SNPN or SO-SNPN.

3) It is clarified that default credentials are also used for UE authentication in the Provisioning server. However, we need check from SA3 whether the security based on default credentials can be shared between DCS and Provisioning server if they are different entities.
4) Authentication b/w UE and DCS may be performed as the primary authentication, or NSSAA or DN-authentication/authorization: “DN-authentication/authorization” is added for UE authentication because per operator policy PDU session establishment may be allowed per DN-based than NW slice-based.
5) It is clarified that the UE provisioning procedure (i.e. how the provisioning server provisions the data to the UE) is out of 3GPP scope, where e.g. RSP mechanisms of GSMA may be used with some modification considering SNPN architecture than PLMN, because application level provisioning over user plane is out of 3GPP scope.
6) Editor’s Note:  It is FFS whether PEI or another UE identifier is used to identify a subscription that needs to be provisioned in the UE and how the list of UE identifiers is provisioned in the SNPN owning the subscription. ( PEI or certificate ID of the default credentials can be used to identify the subscription credentials. And list of UE identifiers is not helpful for SO-SNPN.
7) Editor's Note: It is FFS whether in case the O-SNPN and the SNPN owning the subscription are the same, there is a need for the UE to de-register, then select the SNPN and re-register or whether other procedures that does not result in de-registering would suffice. ( If a SIM profile is provisioned and changed, then it is same as USIM change, and so UE should perform deregistration first to access SO-SNPN.
8) Editor’s Note: Whether the UE registers directly with SNPN for which credentials have been provisioned or another SNPN is FFS and may depend on KI#1. ( It depends on which SNPN the subscription credentials are activated. So no need this Editor’s note.
9) Editor's note: It is FFS whether the AMF in the SNPN communicates with the DCS directly or via the AUSF (TBD1 reference point). ( “DN-authentication/authorization” is added for UE authentication because per operator policy PDU session establishment may be allowed per DN-based than NW slice-based. So Editor’s note should be modified like Editor's note: It is FFS whether the AMF in the SNPN communicates with the DCS directly or via the AUSF (TBD1 reference point) or the SMF in the SNPN communicates with the DCS directly.
10) Editor's note: It is FFS whether TBD2 (reference point between the Provisioning Server and the NEF in the SNPN owning the subscription) is in the scope of SA2. ( Interface N33 can be used, but the how to communicate with SNPN doesn’t need to be specified in SA2 specifications. 
11) Editor’s Note: If an agreement was in place between the UE vendor and the SNPN, the device might have been provisioned with some initial default configuration, including PLMN ID and NID of the SNPN; S-NSSAI, DNN, etc. This is FFS.  ( If the initial default configuration is provisioned dedicated to an SNPN, no need to have separately UE onboarding/provisioning because it implies that the SO-SNPN has been already decided before shipping. Why not pre-provision the SNPN-dedicated credentials together with the initial default configuration.
12) Editor’s Note: UE provided information in RRC establishment procedure e.g. that the connection is for Restricted Onboarding Services based on which the can NG-RAN select an appropriate AMF in the O-SNPN is FFS. ( Maybe not need for RRC indication because one AMF may cover UE population sufficiently in an SNPN so that AMF selection is almost deterministic. Moreover, based on NAS level indication, AMF relocation may be applied if required.
13) Editor’s Note: It is FFS whether the time duration of the Configuration PDU Session needs to be controlled by the O-SNPN to prevent misuse.  ( The time duration of the PDU session or registration may be controlled per local policy of O-SNPN.
As above, we are proposing some update on the solution #5. 
In the revision r02, the followings are incorporated;

- “DN authentication/authorization” related description is removed because it is covered by the other paper(e.g 3639). 
- descriptions on “how to perform registration to SO-SNPN” and “time duration of configuration PDU session and registration” are removed because it is covered by the other paper (e.g 3807).
update to Figure 6.5.3-1 is removed from the revision r02 as comments.
2. Proposal
It is proposed to add the following changes into TR 23.700-07.
* * * * First Change * * * * 

6.5
Solution #5: UE Onboarding and provisioning for an SNPN 

6.5.1
Introduction

This solution addresses key issue 4 "UE Onboarding and remote provisioning". Especially when the UEs are deployed without provisioned subscription, it provides a solution on how UE subscription/credentials are afterward provisioned to the UEs.  

The solution enables UEs to get network connectivity to an SNPN (“onboarding SNPN”) so that it can be provisioned with necessary subscription credentials and configuration for the SNPN that will own the UE’s subscription ("SNPN owning the subscription").
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Figure 6.5.1-1: UE onboarding in non-public network
The following assumptions are considered:

-
The UE is provisioned with some default credentials
.

Editor’s Note: The exact definition and details of these default credentials are FFS and need to be discussed with SA3. 

-
The UE is not provisioned with subscription credentials 
that grant access to a PLMN or to an SNPN.

-
As part of the onboarding process the UE shall get grant access to an O-SNPN based on e.g. default credentials.

-
The Onboarding SNPN (O-SNPN) that is used by the UE in the onboarding process is not necessarily the same as the SO(Subscription Owner)-SNPN for which subscription credentials will be provisioned in the UE.

-
The Onboarding SNPN operator has access to a Default Credential Server (DCS) , which is used to verify that UE  issubject to onboarding based on UE identifier andthe associated default credentials. 
The DCS is used for 5GS-level UE authentication/authorization during registration to O-SNPN for onboarding purpose.

Editor’s Note: Whether the 5GS-level UE authentication/authorization during registration for onboarding purposes is needed is FFS and will be determined by SA3. 

NOTE 1:
The security aspects and mechanisms for the data connection between the UE and the Provisioning Server (e.g. to prevent a fake Provisioning Server from provisioning the UE) are to be studied by SA3.

-
The Onboarding SNPN operator provides the UE with connectivity to a Provisioning Server that allows UEs to retrieve their subscription credentials and other personalized configuration.



NOTE 2: 
In some deployments the DCS and the Provisioning Server can be the same entity. In deployments where the DCS and the Provisioning Server are different entities, it is expected that they communicate with each other to share the security based on the default credentials for UE authentication in the Provisioning Server via an interface that is outside of 3GPP scope.
Editor’s Note: It is determined by SA3 whether the DCS may share the default credentials with the Provisioning Server which is a different entity from the DCS.

-
The SNPN owning the subscription(SO-SNPN) is provisioned to its UDM/UDR from the Provisioning Server the corresponding UE’s subscription credentials and provides the Provisioning Server with the corresponding UE’s configuration data to be provisioned using the UE onboarding procedure, where default credentials is used to identify the corresponding data to be provisioned to the UE .

6.5.2
Functional Description

6.5.2.1
Introduction

The procedure hereby described allows a UE, which is not initially provisioned with subscription credentials to access an Onboarding SNPN (O-SNPN) and to obtain subscription credentials and configuration for an SOSNPN which can be the same as or different from the O-SNPN.

The UE selects the O-SNPN based on information broadcasted by the O-SNPN and registers to it for onboarding service to obtain connectivity to the Provisioning Server. During the registration procedure the O-SNPN may authenticate the UE with the Default Credential Server (DCS) to determine whether the UE is a genuine device subject to onboarding and authorized to access a Provisioning Server via a Configuration PDU Session. Upon establishment of connectivity to the Provisioning Server, the UE is provisioned with the subscription credentials for the SO-SNPN(i.e. SNPN that will own the UE’s subscription) and additional configuration data. Then the UE de-registers from the O-SNPN, performs a new network selection, and registers the SO-SNPN using the provisioned subscription credentials and configuration data.

.


6.5.2.2
Architecture
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Figure 6.5.2.2-1: Architecture for UE Onboarding to an SNPN

Editor's note: It is FFS whether the AMF in the SNPN communicates with the DCS directly or via the AUSF (TBD1 reference point).



6.5.3
Procedures
The figure 6.5.3-1 below shows a high-level flow of the actions needed for a successful onboarding of the device into an SNPN.
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Figure 6.5s.3-1: High-level flow for onboarding of the UE into an SNPN
The procedure includes the following steps:

A)
UE pre-configuration: the provision of default credentials that allow for successful UE authentication (step B1 or D
1).

Editor’s Note: The default credential need to be defined by SA3.

Editor’s Note: If an agreement was in place between the UE vendor and the SNPN, the device might have been provisioned with some initial default configuration, including PLMN ID and NID of the SNPN; S-NSSAI, DNN, etc. This is FFS.

B)
Initial access: In this step, if the UE realizes that UE onboarding is required to access an SNPN, the UE either manually or automatically discovers and selects the O-SNPN network based on the broadcasted information. If the UE identifies that it has no subscription to access the O-SNPN, the UE registers  for onboarding indicating that the registration is regardless of UE subscription, and during the registration procedure the UE provides to the network device-specific information e.g., its PEI or its default credentials in place of SUPI, and the User may also provide the UE with additional information, such as an application identifier and/or Service Provider Identifier.

B1)
The network authenticates the UE with the DCS and/or verify whether the UE is allowed to access the network for onboarding purposes. This authentication can be performed as either primary authentication or as Network Slice Specific Authentication and Authorisation (NSSAA).

NOTE 1: 
Whether both options (i.e. primary authentication, and NSSAA) are needed is to be determined by SA3. Note that the use of NSSAA in this solution is different from current specifications where the primary authentication is a pre-requisite for the NSSAA.
Editor’s Note: How UE selects cell for provisioning e.g. based on what information in SIB is FFS.

Editor’s Note: Authorization and authentication for Initial Access is FFS.

Editor’s Note: UE provided information in RRC establishment procedure e.g. that the connection is for Restricted Onboarding Services based on which the can NG-RAN select an appropriate AMF in the O-SNPN is FFS.

C)
Configuration PDU session: The UE establishes a Configuration PDU session. This PDU Session may be established either to a well-known or pre-configured S-NSSAI or DNN, or the 5GC derives the S-NSSAI or DNN by using the indication that this is registration for UE onboarding provided by the UE in step B, which is used just for provisioning purposes and has limited connectivity capabilities. Based on this information, the AMF selects a designated SMF which in turn selects a designated PSA that provides a data connection restricted only to the Provisioning Server.

NOTE 2:
It is assumed that one and only one Configuration PDU session can be established and connectivity of this PDU session is limited (cf. RLOS), so that the UE can only access a Provisioning Server.
D1)
The UE discovers and connects, at application level, to a provisioning server address (that was preconfigured in the UE in step A or is derived from the application identifier and/or Service Provider Identifier provided by the user in step B) for retrieving its own personalized information. The provisioning server authenticates and makes a secure connection for provisioning with the UE, based on the default credentials.


Editor’s Note: The security aspects are to be specified by SA3 or out of 3GPP scope.

D2)
The Provisioning Server providesthe subscription credentials for the future SNPN owning the subscription, and may retrieves other UE configuration parameters (e.g. PDU session parameters, such as S-NSSAI, DNN, URSPs, QoS rules, and other required parameters to access the SNPN and establish a regular PDU session).

D3)
The Provisioning Server provisions the UE’s subscription credentials for the SO-SNPN and other configuration information into the UE over the secure connection.


NOTE 4: The provisioning procedure (step D3) is out of 3GPP scope, where e.g. provisioning protocols of GSMA RSP may be used with some modification considering SNPN architecture than PLMN.
E)
De-registration: Upon a successful provisioning in the previous step, the UE releases the Configuration PDU Session and deregisters from the O-SNPN.

Editor’s Note: In case the O-SNPN is the same as the SNPN for which network credentials are provisioned in the UE, it is FFS if there is a need for de-registration followed by SNPN selection and re-registration 

Editor’s Note: It is FFS whether the time duration of the Configuration PDU Session needs to be controlled by the O-SNPN to prevent misuse.
F)
Normal service: Upon a successful de-registration as per step E, the device initiates a regular procedure, including selection of an SNPN, Registration using the provisioned credentials with the SNPN owning the subscription, and PDU Session establishment(s). Depending on the provisioned subscription credentials the UE may select an SNPN that is the same or different from the SNPN owning the credentials (depending on the outcome on Key Issue #1).
6.5.4
Impacts on services, entities and interfaces

Editor's note:
This clause lists impacts to services, entities and interfaces.

* * * * End of Changes * * * * 

�Network credentials ( subscription credentials,


SO-SNPN is used.


�To follow definition of Terms in 3.1 clause. 


�“Network credentials” is replaced with “subscription credentials”in the whole paper. 


�Network/subscription credentials are not required here in O-SNPN


�Role description of DCS is enough here. How to provide authentication can be described separately or by SA3. 


�Ownership doesn’t need to be specified, its trust domain info is enough. 


�Ownership doesn’t need to be specified, its trust domain info is enough.


�Provisioning server may identify the UE with e.g. some credentials, which is out of 3gpp scope. Then, UE needs have two kinds of credentials(i.e. one for DCS and the other for Provisioning server)


Then 1) two should be a same entity?


     2) if not, share the credentials between both of them. (i.e. no difference from having a same entity in security)


�Provisioning server may identify the UE with PEI or UE certificate ID of default credentials under assumption that the security based on the default credentials are shared b/w provisioning server and DCS.


UE id list is not necessary to SO-SNPN, but subscription data/credentials are required to serve the UE� as normal registration.


If a SIM profile is provisioned and changed, UE should perform deregistration first to access SO-SNPN�. 


�It depends on which SNPN the subscription credential are activated. So no need this Editor’s note. 


�Interface N33 can be used, but the how to communicate with SNPN doesn’t need to be specified in SA2 specifications.


�UE authentication b/w UE and provisioning server


�If the initial default configuration is provisioned dedicated to an SNPN, no need to have separately UE onboarding/provisioning because it implies that the SO-SNPN has been already decided before shipping. Why not pre-provision the SNPN-dedicated credentials together with the initial default configuration. 


�Such additional information is delivered to where?


To device from the User? Or


To network from the UE??


Considering D1, it maybe “to device from the User”


Possible Authentication scenarios(separately need for application layer auth for provisioning):


� No primary auth + NSSAA or DN authorization


 Primary auth 


 Primary auth + NSSAA or DN authorization


Maybe not need for RRC indication because one AMF may cover UE population sufficiently� in an SNPN so that AMF selection is almost deterministic. Moreover, based on NAS level indication, AMF relocation may be applied if required.


�Provisioning would occur not frequently (e.g. just one-time in their life span. So URSP provisioning is burden (not efficient).   





3GPP

SA WG2 TD


Onboarding SNPN
UDM
AMF
vPCF
UE
(R)AN
UPF
DN
N8
N3
N2
N4
N1
N7
N6
SMF
N11

AUSF
N12
N13
N10
N15
NSSF
N22
N9
DCS
TBD1
Provisioning Server

SNPN owning the subscription
NEF
Provisioning Server owner’s doman
TBD2

DCS owner’s domain



UE
O-SNPN
SO-SNPN
Provisioning Server

1. Connectivity to Provisioning Server via O-SNPN
4. Registration with SO-SNPN
2. Agreement to bootstrap SNPN credentials to the UE

3. Subscription Credentials
Default Credential Server (DCS)



UE
5G-AN
5GC
Provisioning server
(E)
De-Registration
(F)
Access to SNPN
Pre-configuration
(A)
(B)
Initial access
(C)
Configuration PDU Session
(D1)
UE Authentication by Provisioning Server
DCS
Optional UE authentication
(B1)
SNPN for which credentials will be provisioned
(D2)
Provisioning server fetching UE credentials and configuration
(D3)
UE Provisioning



UE
O-SNPN
SNPN Owning the subscription
Provisioning Server

1. Connectivity to Provisioning Server via O-SNPN
4. Registration with the future home SNPN of the UE
2. Agreement to bootstrap SNPN credentials to the UE

3. Network Credentials
Default Credential Server (DCS)



