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Abstract: This contribution aims at clarify how to use the credentials owned by an entity separate from the SNPN in key issue #1 and address the editor’s notes in solution #4.
1. Introduction/Discussion
1. Clarify how to use the subscriptions or credentials owned by an entity separate from the SNPN.
2. Address the following editor’s notes:

Editor's note:
The interfaces of AAA-P need to be clarified.
Editor's note:
Whether Ny is a new service-based interface or Nausf is used is FFS.

Editor's note:
It is FFS whether E-Sub is only used to authenticate Access to the desired SNPN.

Editor's note:
It is FFS whether and how to reuse the NSSAA to perform the EAA.

Editor's note:
this clause will be re-visited when SA2 decides whether the E-Sub is only used to authenticate for Access to the desired SNPN.

Editor's note:
Whether a domain name SP ID SP-ID can be broadcast in SIB is FFS.
Editor's note:
Interaction between network configuration for SNPN discovery and SNPN broadcast of supported SP ID list during SNPN selection is FFS.
Editor's note:
The further details of the network selection are FFS.

Editor's note:
this clause will be re-visited when SA2 decides whether the E-Sub is only used to authenticate for Access to the desired SNPN.

Editor's note:
Need for an explicit indication of EAA support and need for a new Registration type are FFS.

Editor's note:
details of this EAA procedure are FFS.

Editor's note:
This clause lists impacts to services, entities and interfaces.

2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-07 V0.3.0.
* * * * First change * * * *

6.4
Solution #4: External Authentication and Authorization
6.4.1
Introduction

This solution addresses the key issue #1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN. This solution allows the UE using subscription or credentials owned by an entity separate from the desired SNPN to register and request connectivity at the desired SNPN.
This solution assumes that the AAA Server is the separate entity that owns and authenticates UE’s SNPN subscription (non-3GPP identities e.g. non-IMSI and credentials). This applies for the cases where:

-
SNPN is deployed as an incremental enhancement or supplementary to the existing communications (e.g., Ethernet, WLAN) infrastructure to leverage the benefits of reliable, low latency wireless communications to meet specialized and stringent requirements for industries. The existing user account (e.g., identities/credentials) management server is used as the AAA Server; or

-
SNPN is deployed as an ad-hoc communication infrastructure to support audio/video applications (includes television and radio studios, private events, medical operating). An entity separate from the SNPN provides the user account (e.g., identities/credentials) management server as the AAA Server and the ad-hoc SNPN allows UE access with the non-3GPP identities/credentials (e.g., user name/password); 

6.4.2
Functional Description
6.4.2.1
Architecture and Concept



Figure 6.4.2.1-1: Architecture in case separate entity that owns the subscription is AAA-S



NOTE:
For the sake of simplicity, the figures above do not show all NFs and interfaces.

 Subscription Owner (SO): The entity that provides the AAA-S and the services to the end user. 
AAA-Server (AAA-S): Entity separate from the desired SNPN but owns UE's desired SNPN subscription. It is also responsible to authenticate/authorize the UE based on the UE's SNPN subscription. It is deployed by the SO. 
AAA Proxy (AAA-P): It acts as the relay for interactions between SNPN and the AAA-S  and undertakes any AAA protocol interworking with the AAA protocol supported by the AAA-S. The AAA-P uses towards the AAA-S an AAA protocol message of the same protocol supported by the AAA-S. It is deployed per SNPN.


Nx: Reference point between AAA-P and AAA-S that support AAA protocol, e.g., Diameter.



SO-ID: SO Identity, it is used to uniquely identify a SO. SO-ID can be domain name. The AAA-P can address the AAA-S with the SO-ID.

External Subscription (E-Sub): UE’s SNPN subscription (credential/identity), which is stored in AAA-S. It can be non-3GPP identities (e.g. non-IMSI) and credentials. E-Sub is used to authenticate and authorize UE’s 

access to the desired SNPN that provides connectivity to services of the SO.



External Authentication and Authorization (EAA): Authentication/Authorization executed by the AAA-S based on UE's E-Sub.










6.4.2.2
EAA for the UEs with only E-Sub
This clause applies when the UE is only provisioned with the E-Sub (subscription stored at entity separate from the desired SNPN):

-
UE that is provisioned with E-Sub also contains the network configuration, which is used for SNPN discovery and selection; the network configuration contains the following information for each desired SNPN:

-
PLMN ID+NID; and
-
Priority; and optionally

-
Subscribed SO ID.

-
SNPN broadcasts the following information:

-
PLMN ID+NID; and
-
support of EAA, and optionally

-
Supported SO-ID list.

Editor's note:
Whether a domain name based SO ID can be broadcast in SIB is FFS. It is FFS whether the support of EAA indication is needed or not.
-
UE discovers and selects the desired SNPN based on network configuration and the broadcast information. When the UE receives the broadcast from the network that supports the EAA, the UE in order of the priority in network configuration checks the first desired SNPN that is supported in the broadcast, i.e., the PLMN ID+NID of the desired SNPN is equal to the PLMN ID+NID received in broadcast, and the Subscribed SO ID of the desired SNPN is present in the Supported SO-ID list received in broadcast.

-
UE using E-Sub performs registration to the SNPN.
-
Based on local policy the SNPN triggers the EAA for the UE. The EAA is performed between the UE and the AAA-S via SNPN.
-
SNPN and UE establishes the PDU Session to access to SP services.

6.4.3
Procedures












In this case, E-Sub is used to authenticate and authorize the UE for access to the services of the SO, as well as for access to the desired SNPN that provides connectivity to services of the SO. In this case, UE selects and registers to the desired SNPN using network configuration in E-Sub and received broadcast system information. Instead of Authentication/Security at AUSF/UDM of SNPN during the registration, the AMF triggers the EAA for UEs using E-Sub based on local policy. The SNPN establishes security context and decides whether to accept the registration based on EAA results.
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Figure 6.4.3-1: EAA of UEs with only E-Sub
1.
Steps 1-7 in clause 4.2.2.2.2 of TS 23.502 [6] are performed with the following changes:


In Step 1, the UE includes the support for EAA in the AN message and "EAA" Registration Type value in Registration Request message.



In Step 2, the RAN selects an AMF that supports for EAA.


The Registration Type indicates that the UE desires to use the E-Sub to register to the SNPN, then AMF needs to select the AAA-P that supports interactions with the AAA-S, the AMF needs to contact with the selected AAA-P when the AMF needs to perform primary authentication/authorization.
2.
The AMF decides to trigger EAA based on UE request and local policy, the AMF may ask the UE to start EAA procedure, and selects an AAA-P that supports for exchange of EAA signalling between UE and AAA-S.

3.
Based on the UE Identity that contains the SO-ID, the AAA-P addresses the AAA-S. The EAA is performed between the UE and the AAA-S via SNPN and the AMF receives the EAA results. Besides that, AAA-S provides the anchor key to AAA-P, AAA-P further provides it to AMF, and the AMF generates the security context with that anchor key.

NOTE:
The details of this EAA procedure will be defined by SA3.
4.
AMF retrieves the UE subscription from AAA-P, which obtains the UE subscription from AAA-S. Then Steps 21-22 in clause 4.2.2.2.2 of TS 23.502 [6] are performed.

Editor's Note: It is FFS what interface/protocol is used between the AMF and the AAA-P.
5.
When SMF receives the PDU Session Establishment request, the SMF may initiate the secondary authorization/authentication towards the AAA-S to get UE subscription as part of the DN authorization data or retrieve the UE subscription from AAA-P, which obtains the UE subscription from AAA-S.

Editor's Note: It is FFS what is the content of UE subscription and how to deliver the appropriate UE subscription data to SNPN AMF/SMF, and what interface/protocol is used between the SMF and the AAA-P.
Editor's note: Need to perform secondary authentication with the same AAA-S as was used for primary authentication is FFS.

6.4.4
Impacts on services, entities and interfaces

Impacts on UE: 


Provisions with the E-Sub owned by the SO, as well as the corresponding network configuration for discovery and selection of the available desired SNPN that connects to the AAA-S.

Selects the desired SNPN based on network configuration and the received broadcast information.

Indicates the support of EAA to RAN and the EAA Registration Type to AMF.
Impacts on RAN:

Broadcasts the support for EAA and the supported SO-ID list.

Selects the AMF that supports for EAA based on UE’s EAA indication.
Impacts on AMF:

Triggers the EAA based on “EAA” Registration Type and Selects the AAA-P that supports for EAA.

Receives UE subscription from AAA-P.
Impacts on SMF:

Receives UE subscription as part of DN authorization data during PDU Session Secondary Authentication and Authorization or Receives UE subscription from AAA-P.
AAA-P:

Addresses the AAA-S with UE Identity.


Interacts with the AAA-S to obtain the EAA results and UE subscription.


Relays EAA messages towards AAA-S and performs related protocol conversion.

* * * * End of changes * * * *[image: image7.png]
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