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1. Overall Description:
As part of the Study on Enablers for Network Automation for 5G - phase 2 (FS_eNA_Ph2), SA2 has agreed a use case on NWDAF supporting the detection of cyber-attacks (see TR 23.700-91 clause 5.1.5), described as follows.
	Cyber-attacks can be efficiently detected by monitoring events and data packets in the UE and in the network with the support of NWDAF and machine-learning algorithms.
The UE and NWDAF collaborate with each other to detect the attacks that may occur in UE, RAN or Core Network.
NOTE:	Relevant parameters to be collected from UEs should be provided by SA WG3.
Attack detection alerts could be provided to OAM and 5GC NFs that have subscribed to them so that they could take proper action.



To progress this area of the study, SA2 would like SA3 to provide relevant parameters to be collected from UEs to support the detection of cyber-attacks.

2. Actions:
To SA3:
ACTION: 	SA2 respectfully asks SA3 to provide relevant parameters to be collected from UEs to support the detection of cyber-attacks.

3. Date of Next TSG-RAN WG2 Meetings:
SA2#140E	19 August - 2 September 2020		Elbonia
SA2#141E	10-16 October 2020 (TBC)		Elbonia
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