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Abstract of the contribution: The objective of this discussion paper is to address scenario mentioned in CT1 LS C1-202617 and propose solutions and a way forward for this scenario. 
1 Discussion

 Existing concepts:
1. CAG information list consisting of Allowed CAG ID and optionally an indication that the UE can access the 5GS via a subscribed CAG cell only. This indication is sent per PLMN basis by a UDM to the AMF of the HPLMN or serving PLMN. The AMF forwards this information to the UE in Registration Accept, Registration Reject or Configuration Update Command message. (Refer TS 23.501)

2. When a UE is configured to access the 5GS of a PLMN via CAG cell(s) only then the UE shall not select non-CAG cell(s) of the PLMN. (Refer TS 23.501)

3. SoR mechanism has been defined to transmit the prioritized list of PLMNs in a secure way i.e. a VPLMN through which a priority list of PLMN(s) is sent cannot alter the priority PLMN list. (refer TS 23.122).
Discussion 

CAG information list is sent to a serving AMF without integrity protection. A visiting PLMN may change the content of the CAG information and the UE and UDM will not know the CAG information is changed. This thing can be exploited by a VPLMN to keep the UE to its network in order to increase the VPLMN’s revenue although higher priority PLMN(s) are available in the country according to the received PLMN list in SoR. One of the scenario is described below, which is in line to the scenario mentioned in the CT1 LS.

Scenario: 

1. A UE first registers to a VPLMN 1 as only VPLMN 1 is available at the location. The country also has VPLMN 2, which is higher priority than VPLMN 1 (i.e. according to the SoR information). 

2. The VPLMN 1 manipulates CAG information list received from the HPLMN or send a manipulated CAG information list even when the VPLMN did not receive the CAG information from HPLMN. In the manipulated CAG information list, the VPLMN sets the indication that the UE can access the 5GS of VPLMN 2 via a CAG Cell only and assign random CAG values. The VPLMN 1 sends this to the UE.

3. The UE once receiving this information will never camp on the non-CAG cell of the VPLMN 2. In this way, the VPLMN 1 will keep the UE in its network although higher priority PLMN is available in that roaming area. This will help increase the revenue of VPLMN-1 at the cost of VPLMN-2 and HPLMN.
2 Proposal
Following solutions are proposed to solve problem discussed in the discussion section.
Solution 1: 
1. UE updates only VPLMN CAG information received from serving VPLMN. The UE will not touch the CAG information of other PLMNs stored in the UE when CAG information is received on VPLMN.
2. When received from HPLMN UE can update CAG information of all the received PLMN CAG information.
Solution 2:

Additional consideration on top of solution-1 can be:

1. The UE can be pre-configured with trusted PLMN list; and 

2. UE will update the allowed CAG information for all the received PLMN CAG information when received from HPLMN or any of the trusted PLMNs configured in the UE.
NOTE: Trusted PLMN list can help when an operator has global presence and the UDM wants to send complete CAG information when the UE is in subsidiary or close partner network. This is also useful for the case when an operator owns multiple PLMNs in a country. For example same Indian operator has different MNC in different state.
Solution 3: 
HPLMN UDM uses User Parameter Update (UPU) or SoR mechanism to send CAG information list.
We see following disadvantages in solution 3:

1. SOR is an optional procedure for HPLMN. Not all operators would have implemented it.

2. Existing UPU mechanism have no mechanism to provide parameters during registration procedure. Whereas CAG information is required to be provided in registration accept or reject message as per current specs.

3. The solution 3 have system wide impact across multiple WGs and we are at stage-3 freeze.

We see following disadvantages in sol 1/sol 2:

1. If trusted PLMN is not configured or is not available in an area then HPLMN will not be able update CAG information of PLMNs which UE did not camp and attempt registration.
3 Conclusion and Way forward:
We believe as UEs of private network are not expected to be highly mobile, HPLMN will be able to configure the UE with the trusted PLMNs, and sol.1, sol 2 has only UE impacts. Thus we proposed to choose between sol.1 and sol.2 as a way forward for this issue. This are drafted in S2-2004258 (solution-1) and S2-2004260 (solution-2).
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