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Abstract: This contribution introduces a solution to achieve UE onboarding and remote provisioning via PLMN.
1. Discussion
The KI#4 has the following aspect which needs to be studied:

-
Which network entity performs UE's subscription provisioning and where is the network entity located.

-
If the network entity performing UE subscription provisioning is external to the SNPN, what is the service-based interface exposed by the SNPN towards that network entity for UE onboarding and provisioning.

-
Means to remotely provision the required new or updated information to the UE for enabling the UE to access the NPN using 5GS, including e.g.:

-
Triggers and procedures used to initiate the provisioning procedure.

-
How to establish a secure connectivity between the UE and the network entity for provisioning.

-
How the network entity provisions the NPN subscription to the UE.
For some cases that an SNPN is separated with PLMN, the SNPN is operated by vertical individually. But some UEs that are requested to connect to the SNPN may only have subscription and related credential for accessing the PLMN. It is proposed that SNPN credential may be delivered to the UE via the PLMN. In certain case, the SNPN may share the NG-RAN with the PLMN but having a separate 5GC. The SNPN may have an agreement with the PLMN and store the SNPN credential in the 5GC (i.e. UDM) of the PLMN. While the UE is registered in the PLMN, the UE can obtain the SNPN credential from the PLMN. The SNPN credential is not used in the PLMN but in the corresponding SNPN only.

2. Text Proposal

It is proposed to capture the following changes in TR 23.700-07.
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* * * * Second change * * * *(all new texts)
6.X
Solution #X: SNPN credential provisioning via PLMN
6.X.1
Description

This solution addresses the key issue#1: UE. Onboarding and remote provisioning mechanism, by using the support of PLMN.
For some cases that an SNPN is separated with PLMN, the SNPN is operated by vertical individually. But some UEs that are requested to connect to the SNPN may only have subscription and related credential for accessing the PLMN. It is proposed that SNPN credential may be delivered to the UE via the PLMN. In certain case, the SNPN may share the NG-RAN with the PLMN but having a separate 5GC. The SNPN may have an agreement with the PLMN and store the SNPN credential in the 5GC (i.e. UDM) of the PLMN. While the UE is registered in the PLMN, the UE can obtain the SNPN credential from the PLMN. The SNPN credential is not used in the PLMN but in the corresponding SNPN only.

6.X.2
Procedures
6.X.2.1  SNPN credential provisioning via DL NAS TRANSPORT
The mechanism of SNPN credential provisioning via DL NAS TRANSPORT can be described in the Figure 6.X.2-1.
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Figure 6.X.2-1: SNPN credential provisioning via DL NAS TRANSPORT
1. The UE is pre-configured with default credential and corresponding identity of SNPN (e.g. PLMN ID and NID).

2.
The AF sends Nudm_ParameterProvision_Update Request containing GPSI, identity of SNPN and encrypted NPN credential to UDM. Alternatively, the aforementioned parameters can also be sent via NEF. The NPN credential is for authentication with the SNPN.
3.  The UDM sends Nudm_SDM_Notification Notify including SUPI, encrypted NPN credential and identity of SNPN to AMF. 
4. The AMF transfers the encrypted NPN credential and identity of SNPN to the UE via DL NAS TRANSPORT.
5. The UE decrypts the SNPN credential using the default credential corresponding to the identity of SNPN.

6. The UE de-registers from the PLMN and register the corresponding SNPN. 
6.X.2.2  SNPN credential provisioning via registration
The mechanism of SNPN credential provisioning via registration process can be described in the Figure 6.X.2-2.
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Figure 6.X.2-2: SNPN credential provisioning via Registration
1. The UE is pre-configured with default credential and corresponding identity of SNPN (e.g. PLMN ID and NID). 

2. The AF sends Nudm_ParameterProvision_Update Request containing GPSI, identity of SNPN and encrypted NPN credential to UDM. Alternatively, the aforementioned parameters can also be sent via NEF. The NPN credential is for authentication with the SNPN.

3. The UE initates the registration process as described in TS 23.502 clause 4.2.2.2.2.

4. The AMF sends Nudm_SDM_Get request containing SUPI to UDM.

5. The UDM responds the request with a Nudm_SDM_Get response which contains the encrypted NPN credential and the corresponding SNPN identity.
6. The AMF sends the Registration accept containing the encrypted SNPN credential and the corresponding SNPN identity to the UE.

7. The UE decrypts the SNPN credential using the default credential corresponding to the identity of SNPN.

8. The UE de-registers from the PLMN and register the corresponding SNPN. 

6.X.2.3  SNPN credential provisioning via PDU session establishment
The mechanism of SNPN credential provisioning via PDU session establishment process can be described in the Figure 6.X.2-3.
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Figure 6.X.2-3: SNPN credential provisioning via PDU session establishment
1. The UE is pre-configured with default credential and corresponding identity of SNPN (e.g. PLMN ID and NID). 

2. The AF sends Nudm_ParameterProvision_Update Request containing GPSI, identity of SNPN and encrypted NPN credential to UDM. Alternatively, the aforementioned parameters can also be sent via NEF. The NPN credential is for authentication with the SNPN.

3. The UE initates the PDU session establishment process as described in TS 23.502 clause 4.3.2.2.1.

4. The AMF sends Nudm_SDM_Get request containing SUPI to UDM.

5. The UDM responds the request with a Nudm_SDM_Get response which contains the encrypted NPN credential and the corresponding SNPN identity.
6. The AMF sends PDU Session Establishment accept containing the encrypted SNPN credential and the corresponding SNPN identity to the UE.

7. The UE decrypts the SNPN credential using the default credential corresponding to the identity of SNPN.
8. The AMF send the Registration accept containing the encrypted SNPN credential and the corresponding SNPN identity to the UE.

9. The UE de-registers from the PLMN and register the corresponding SNPN. 

6.X.3
Impacts on Existing Nodes and Functionality
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
The solution has impact on the following interface and message:

-  Interface between AF and UDM: Nudm_ParameterProvision_Update

-  Interface between UDM and AMF: Nudm_SDM_Notification Notify

-  Interface between AMF and UE: DL NAS TRANSPORT
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* * * * Third change * * * *(all new texts)
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