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Abstract: This contribution proposes a solution for KI#5.
1. Discussion

2. Proposal
It is proposed to capture the following solution proposal in TR 23.754.
* * * * First Change * * * *
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Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * Second Change * * * *
[bookmark: _Toc26520138][bookmark: _Toc26530876][bookmark: _Toc26530926][bookmark: _Toc26530975][bookmark: _Toc519004414]6.X	Solution #X: C2 communication authorization revocation
[bookmark: _Toc26520139][bookmark: _Toc26530877][bookmark: _Toc26530927][bookmark: _Toc26530976]6.X.1	Introduction
This solution addresses Key Issue #5, i.e.:
· How is UAV handled in case of revocation of authorization by the UTM, considering handling of UAV connectivity with UAV Controller and expected UAV behaviour.
[bookmark: _Toc26520140][bookmark: _Toc26530878][bookmark: _Toc26530928][bookmark: _Toc26530977]6.X.2	Functional Description
The solution describes how authorization for C2 communication is revoked following a request from the USS/UTM to the 3GPP network. This solution considers that for public safety reasons, 3GPP network and USS/UTM need to ensure a controlled revocation of authorization for connectivity resources used for C2 communications. For example, the removal/interruption of C2 communications between an airborne UAV and an initial controller can only proceed on the condition that an alternative C2 communication has been established with another  controller.
The UAV and the UAV-C(s) may be served by the same or different PLMNs and the solution is applicable to both EPS and 5GS network.
The main building blocks of the solution are:
1. Revocation of Authorization triggering: UTM sends an authorization revocation message to UAV's serving PLMN. For example, the revocation of authorization may be for C2 connectivity used with an initial controller and can be triggered following a successful switch of the C2 communications to another controller. When applicable, the UTM sends a similar message to the PLMN serving UAV-C.
2. Revocation of C2 connectivity authorization: the PLMN serving UAV initiates the release of the network resources used by UAV for the C2 communication based on an indication from the UTM. The UTM may provide an explicit reason for the revocation (e.g., C2 switch over successful, UAV mission complete). Based on operator policy, PLMN may also perform other (safety) checks (e.g., alternate PDU Session being used for C2 communications, UAV location on the ground and/or altitude) before proceeding with the release of the connectivity resources that have been revoked. When applicable, the same operation is performed in the PLMN serving UAV-C.
6.X.3	Procedures


Figure 6.x.3-1: Procedure for C2 communication switching for change of UAV-C
0. UAV is performing C2 communication with a UAV-C#1.
1. UTM determines that C2 communication used by UAV is to be revoked. For example, this may be triggered following a successful switch of the UAV control from a first controller to another controller. 
2. UTM sends an authorization revocation message to UAV's serving PLMN indicating the reason (e.g., UAV control switched). The message includes the UAV UE id, the UAS id#1, and the UAV transport address (e.g., PDU session IP address) to be revoked. Where UAS id is a temporary CAA-level UAV id allocated by USS/UTM (see solutions for KI#1,2,3).The UAV UE id and PDU Session IP address have been provided by PLMN1 to UTM during a prior C2 communications establishment procedure (e.g., as per "Solution #X: Connectivity setup for C2 communication and association between UAV and UAV") 
3. PLMN1 (e.g., SMF) initiates the release of indicated PDU Session/PDN Connection. Optionally and based on operator policy, PLMN1 may perform additional checks before proceeding with the release of C2 communications (e.g., another PDU Session is being used to control the UAV)The cause IE in the PDU Session release message indicates an authorization revocation.
4. PLMN1 acknowledges the authorization revocation message. 

6.X.4	Impacts on existing entities and interfaces
[bookmark: _Toc510607504][bookmark: _Toc28869884][bookmark: _Toc29021269]Editor's note:	This clause lists impacts to services,  entities and interfaces.
 
6.X.5	Evaluation
Editor's note:	This clause provides an evaluation of the solution.

* * * * End of Change * * * *
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